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‘hings for Today:

Landscape (for background)

aining to Online Games



1reats 2010

see attacks from overseas.

old attack signatures are present, just blocked.
= Many new attacks don’t have signatures yet.

- = SQL injection remains the most common single form
of attack from the outside.



Stuxnet

ted against Siemans software
d in [ranian nuclear

Is on infected USB drives
than four unpublished exploits
‘Myrtus’ reference in code, reported

10/1/

- Called the first cyberweapon in DoD circles.




g the Entrails

ts

it will be plucked

, or volume targets
computing ap tions will have to be
better
s card malware will experience a large
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ndustry Information

ce of information on breaches in
try exists.

e rely on anec
or.

al accounts, hearsay and

ever, we know who plays games, and they
a juicy target for criminals.

= The ESA report on gamer demographics, for
2010:

http:/ /www.theesa.com/facts/pdfs/ESA_Essent
ial_Facts_2010.PDF |
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Follow the Money

where the money is.
ers are 50 years old or older.
game buyer is 40.

of American households have a console
mes, or use a dedicated PC for games.

e groups are also the most targeted in
fraud.

= Your customers are giving you their data for
subscriptions and micro-transactions.

= Much of that data falls under the PCI umbrella.




Overview of PCI

Industry Data Security Standard

SS is reviewed and changed every two

mpliance does not come in a box!
PCI DSS is hotly debated at all levels of IT

- security X7 2
| B
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| Definition Wall of Text!

t Card Industry

| curity Standard

SA: Qualified Security Advisor

V: Approved Scanning Vendor

Q: Self-Assessment Questionnaire

erchant’: Any entity that accepts payment cards
m the five PCI founders (more on that below)

vice Provider’: Any entity that stores, processes
or transmits cardholder data.

= ‘Cardholder Data’: Any personally identifiable
data associated with a cardholder. Name, address,
etc.




Ities, We Haz Dem!
a sec, | promise) don’t penalize

1< if you're found non-

liant, and the bank charges you.

. your merchant agreement.

| amounts are $5,000-$100,000 per
of non-compliance.




5G| History and Issues

ypted December 15th, 2004.
he big five:

DISCOVER

NETWORK







Yet More History!

ped as a minimum standard.

Immediately after it was introduced,
omplaints started and no one adopted it.

was only a matter of time...

CARD k SYSTEMS

.v_gf,

INCORPORATED
HACKERS




hrowing the Book

stems Solutions, Inc. revealed that
ed for 40 million records.

ere storing it unencrypted.

vere not PCI compliant.

1g Five cut them off. Forever.

stems Solutions was bought, then scuttled.
1 Even so, PCI adoption was slow.



SUt it was just the beginning...

ealed 100 million records



Ohe More Time!

755
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Heartland ByS7RE they were

PAYMENT SYSTEMS®

cvVer

| OW many records were
promised.

y over 130 million.‘

s were PCI compliant, the day before they
nced the breach.

@ It cost Heartland $12.5 million and six months
~ to regain compliance, on top of the lost
business revenue.



ebate

It makes money for the
entally a protection



On the Other Hand

inning of a good security posture,
ddress the lowest fraction of

Behind

Apologies and credit to Joshua Corman



Sut Does It Work?

PCl report is an interesting read.

http:/ /www.veri:

reports/1 010-payr

compliar rt_en_xg

the only reportmat has a large enough
cal sample to matter.

because Verizon is a QSA

e data indicates that compliant firms are
much less likely to suffer a breach.


http://www.verizonbusiness.com/resources/reports/rp_2010-payment-card-industry-compliance-report_en_xg.pdf
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ast, Substance!

CI DSS actually say?
https: WWW.D

shtml
- » Security ™
Standards Counci

cool license plate



https://www.pcisecuritystandards.org/index.shtml
https://www.pcisecuritystandards.org/index.shtml

TL;DRI!

rity you must cover if you want

ocuments.
onsultant to help you through this!



welve Areas

secure Network

maintain a firewall configuration to protect cardholder data
ndor-supplied defaults for system passwords and other

’rotect storec der data
t 4: Encrypt transmissic ardholder data across open, public networks

a Vulnerability Manageme ogram

t5: Use and regularly update anti-virus software
t 6: Develop and maintain secure systems and applications

it Strong Access Control Measures

nt 7: Restrict access to cardholder data by business need-to-know
ent 8: Assign a unique ID to each person with computer access
ent 9: Restrict physical access to cardholder data

Monitor and Test Networks

Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security




member it’s a minimum standard and a
tmg place.




S50 How Do We Do It?

aswer is to use a third party

ompanies that can make
nandle large numbers of

your benefit to distance your firm from

ial breach liability.

| are several third party providers that
- would be ideal for the games industry.



5est-Case for a Game Company

in the PCI DSS Self-Assessment Questionnaire

ines, do not store cardholder data in electronic

ess or transmit any cardholder data on their

ust validate compliance by completing SAQ
ion of Compliance, confirming that:

-not-present (e-commerce or

“ompany handles only
elephone-order) transa

ompany does not store, process, or transmit any cardholder data
premises, but relies entirely on third party service provider(s) to
ese functions;

ompany has confirmed that the third party service provider(s)
g storage, processing, and/or transmission of cardholder data is
> compliant;

npany retains only paper reports or receipts with cardholder
data, and these documents are not received electronically; and

Your company does not store any cardholder data in electronic format.




st Example

ample to a game company I could

1ffered a data breach in 2004.

olled their own card reader software
mag track data (violating PCI)

m Total cost to sort out the breach: $5.5 million.



;‘{agggj es and Links

https:/ / Www.pclis
http:/ /www.pcicon

http:/ /www.451group.
=407

http:/ /vimeo
gl

siEEes (PCI panel at DEFCON

http://www ause any discussion
ecurity needs a little Schneier)

http:/ /wwv
rp_2010-date (latest Verizon

ach report)
h “é &

(Verizon's PCI report)

—


https://www.pcisecuritystandards.org/index.shtml
http://www.pcicomplianceguide.org/
http://www.451group.com/about/bio_detail.php?eid=407
http://www.451group.com/about/bio_detail.php?eid=407
http://vimeo.com/15108149
http://www.schneier.com/
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