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Good Afternoon!

slides available at:
bit.ly/hPCmVW

Good morning everyone! Please turn off cell phones, fill out eval forms, etc.
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Who this talk is for:
e CSgrads

— (who know C++ and how a call stack works)
* Gameplay Programmers
* System Programmers
s—Arbists

— (try room 3037?)

slides available at:
bit.ly/hPCmVW

This talk is for programmers of all levels:
Beginners will learn why the debugger sometimes lies to them and how to beat
the truth out of it
Intermediates will learn techniques for dealing with core dumps of all kinds and
divining the causes of really weird problems
Experts may be interested by our system for aggregating stability data during
testing and even after release, and how we act upon that in support
QA will learn all they need to know about what "crash dumps" are and how to
collect them in a way that gets them fixed fast
Artists are in the wrong room.
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Today’s Show

Basic The lying
debugger

Collecting Data After
Fingerprints Evidence Shipping

Today’s program, in six parts.

First, what is a crash? What exactly happens in the app and the operating system when one is encountered?
Second, some basic anatomy of crash dumps and what they contain.

Third, why the debugger is so often unreliable when dealing with crash data or optimized executables.
Fourth, typical patterns of common crashes, and how to identify them.

Fifth, how to collect all your evidence in one place, and deal with it efficiently.

Sixth, how we collect data and act on stability data from our customers even after we’ve shipped to them.

This talk is about:
Crashes
Collecting crashes
Testing crashes
Analyzing crashes
Common causes of crashes
Fixing crashes
A crash course
The mysterious "Disassembly" window in your debugger and why it is your best friend
Debugging "release" builds generally
How to do it, why to do it, and why not to be afraid
How to read a call stack by eye when the tools fail you
Tips about MSVC and GDB you may not have known
Techniques for a forensic approach to debugging
Tools for collecting stability data from a lot of machines
Best practices for QA while you're still testing internally
How to get data from your game after you've shipped it
How Valve gets data from five million testers customers around the world and turns it into
patches
And some handy open source tools: breakpad, socorro, and friends
Every platform Valve supports:
PC, Mac, 360, PS3, Linux
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ONCE UPON A TIME,
ON A PLANET FAR FAR AWAY...

Let’s start with a story.
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The Crash on Mars

A story about the crash on Mars. Not the probe that slammed into it because it mixed
up miles and kilometers...
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The Little Robot That Couldn’t

... but the Spirit rover, which went out of commission for many days because its control
computer crashed.
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Mars Spirit Rover

* |IBM RAD6000 CPU * Two radio antennas
(PowerPC derivative) — Low-gain UHF
e 128mb DRAM e to Earth or to orbiter
" * <1kbps
256mb Flash card (DOS v ommidirectionai

ﬁIeSyStem) — High-gain X-Band
* VxWorks OS in ROM « 11kbps to Earth

» 128kbps to orbiter
* Needs aiming

e 20 minute ping time!

Here’s the specs on the Mars spirit rover’s computer system. It has two ways of
communicating by radio: a low-gain antenna, which is used for emergencies and during
landing, and a high-gain antenna, which is like a satellite dish that communicates at a
much higher baud. Either antenna can be used to transmit directly to Earth, or (at a
faster rate) to the Mars Global Surveyor orbiting overhead, which can relay data
between Earth and the probe.

This information from a great NASA paper:

The Mars Rover Spirit FLASH Anomaly

Glenn Reeves

Tracy Neilson

Jet Propulsion Laboratory (JPL)

Pasadena, CA 91109

818-393-1051

Glenn.E.Reeves@jpl.nasa.gov, Tracy.A.Neilson@jpl.nasa.gov
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’ Sol 18

* Roll onto surface

* 9am uplink fails
*12:45pm “BEEP!” ok

* Other downloads missed

Spirit Timeline
|

Sol 19

Sol 20

* Spirit uploads empty packet
to orbiter

* Scheduled downloads missed
« Spirit sends 7.8125bps
“major error” beep via UHF.

* NASA transmits: “send us
your status”

* Spirit transmits 5min of
telemetry, over and over

* “I've rebooted lots of times”
« Battery temperature high,
charge low

14
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* Day 21, “low power
fault” signal received

* Dedicated backup
circuit detects
batteries running low,
tries to shut down

— When shutdown fails,

backup backup circuit
unplugs the CPU!

15
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Key Facts

e Stuck in reboot loop

* Not shutting down overnight to conserve
battery

* Not recording telemetry or science to FLASH

After midnight, the probe successfully turned on its UHF radio and trasnmitted to the
orbiter for 2 minutes and 20 seconds, but sent no data. le, its radio was on and working
properly, but had not been given data to transmit.

The probe missed its next appointed downloads, and finally sent the Blue Bleep Of
Death at its “double backup emergency” super low bitrate.

NASA knew four things could put the probe in that mode: low power, broken system
clock, loss of uplink, or an X-band radio fault. They knew the clock wasn’t broken
because Spirit beeped on time, the “uplink lost” timer hadn’t expired yet, there was no
indication of low power on day 18, and an X-band fault wouldn’t have affected the UHF
radio.

16
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Workaround

* NASA spams: “go to crippled mode, disable FLASH”

* Batteries recharge over the next day and CPU reboots
in crippled mode.

* Onday 32, sent “reformat FLASH drive” command
— fixed problem (temporarily).
— Why?

17
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DOS file system in Vx

Directory table entry (32B)
— Filename (8B)
. . Extension (3B)
/foo Directory File Attributes (1B)
. Reserved (1B)
—\ Dir Entry Create time (3B)
| Dir Entr Create date (2B) . .
/bar — Yy | ——Z P ————p Ty , File allocation table
Dir Entry First cluster # (MSB, 2B) 1 Volume info
- - Last mod. time (2B) 2 Free
file Dir Entry Last mod. date (2B) 3 c n
7 First cluster # (LSB, 2B) 3
L — file size (4B) 5 <
~— 10 <
VAR W & EOC
5
— /baz 8 3 —
9 Free w
10 11 >
11 EOC

The DOS filesystem is a tree of subdirectories.

Each subdir is a file containing a list of filenames and disk addresses
Deleting a file means just overwriting the first byte of its name with OxE5
Mounting the filesystem means loading the directory trees into RAM




Game Developers Conference’ 2011 VALVE

DOS file system in Vx

/ foo
Directory File

OxE5 =3 A001.jpg s N
i /aars -
6003.{pg . LUl

BOO4. jipgy — /aug — || /&hot

foo [dir] || /aupiter
— e
L /daz — | /aein

/daturn
o W
| /3ong

But this means that the amount of RAM needed to mount the filesystem increases with
the number of deleted files! Even though the space is available “on disk”, you still need
storage to represent all those deleted filenames.
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DOS file system in Vx

* Two fatal misconfigurations:

— DOS library allowed to malloc() space for deleted filenames, and run
out of room

— malloc() deadlocked when out of space
* PowerPC watchdog timer (DEC register) detects deadlocks and
triggers exception when they occur (in this case reboot)
* CPU would boot, mount filesystem, run out of room, deadlock,
reboot, mount filesystem, run out of room, deadlock....

* NASA uploaded a patch in April 2004

Two configuration errors conspired to place the system into
a condition where it would reset repeatedly and also
prevented the vehicle from autonomously shutting itself off
to save power. A configuration error in the DOS Library
module allowed the size of the private memory area to
expand by allocating additional space from the free system
spacel2. A configuration error in the Mem Library module
silently resulted in a suspended task when the request for
additional memory could not be satisfied.

20
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NNASNALIVE

...in what is probably the first ever example of interplanetary DLC. The patch included:

Compaction of subdirectories after files are deleted to yield back the used space
Automatically entering crippled mode after repeated resets

Using watchdog timer to force overnight shutdown if “normal” shutdown deadlocked
Put a timeout on the semaphore that waited for the FLASH library functions to return

Oh, and not using malloc after initialization!

21
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And so they Saved Science.

22
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WIPy Are Crashes Important?

Why do we care about crashes?
Raise your hand if you've ever had a game crash on you.
Keep your hand up if you thought this was really annoying.
Keep your hand up if you ever lost progress to a crash.
Look around the room.
Those people with their hands up are your customers.
[display image]

Even if you hate your customers, an unstable game will usually fail console

certification.

The question isn’t really “why are crashes important” but “why is it important to fix
them this way?”

23
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Why Treat Crashes Specially?

e Extremely annoying to customer
— The ultimate “showstopper”
* Relatively easy to fix (compared to severity!)

State snapshot is better than waiting for repro

A special case of “release mode forensics.”

The question is really, why treat crashes differently from other bugs?

Well, they’re extremely annoying to the customer, and they can make you fail cert
outright more easily than almost any other bug.

But at the same time, once you know how to diagnose them, it’s often obvious what
caused the crash.

So crashes have a pretty high ratio of how annoying they are over how hard they are to
fix.

Also, crashes are unique in ways that makes them debugabble by means not available
to most other bugs: in particular, it’s often easier *not* to wait for a repro, since you
have a snapshot of the crash’s state.

And really this talk isn’t so much about crashes particularly as a forensic approach to
debugging: how you can look at the current state of a process, at its memory and stack,
and figure out what’s gone wrong and what to do about it.

24
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WHAT IS A CRASH?

And why are they hard to debug?

Unless you're in aerospace, when you say “the computer crashed” you don’t mean it
actually blew up and died. You mean that your application stopped running because it
hit some exceptional condition and went to “plan B.”

25
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A Crash is “Plan B”

* A programmed response

to an exceptional (e SErEy
CO n d it i O n . g Steam has stopped working

. P rote Ct Syste m fro m Windows can check online for a solution to the problem.
malfunctioning apps

* Allow recovery > Debugthe program .

* Check online for a solution and close the program

2 Close the program

[ ] Provide diagnostics L w) View problem details

— The “core dump”

A crash is a programmed response to an exceptional condition. It’s a Plan B you’ve filed
with the operating system ahead of time, to tell it what to do in the case your program
can’t continue.
Plan B is designed to:
Protect the computer from a malfunctioning program
Allow the user to recover and regain control of their OS (more so in
Win/Mac than consoles)
Provide information to help fix the problem
But sometimes this information is hard to interpret
Debugging a crash is like performing an autopsy: you're looking at the state of
the thing after it has died, and trying to figure out the sequence of events that
got it there
The default exception handler for the Windows OS is this familiar dialog, which lets you
close the program, send back diagnostic information, or open a debugger.

This is the technical description, but | find there’s another metaphorical way to look at
crashes that’s a more helpful mindset for actually fixing them.
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A Crash is a crime scene

... acrash is a crime scene.

Debugging a crash is like performing an autopsy: you're looking at the state of
the thing after it has died, and trying to figure out the sequence of events that
got it there
You have to think like CSI.
Sometimes the primary cause is in the past and you infer it from
secondary evidence
Sometimes the state of the victim is a little bit ground-up and you need
to piece it back together like a puzzle.

27



Game Developers Conference’ 2011 VALVE

What happens during a crash?

CPU Registérs

# oo

App Kernel

(call stack:)
main()

doFrame()
Dump Writer <
doPhysics()
- Reboot/Desktop/?? collide() >
Exception Handler

Other Thread
Stacks

Core Dump File

|

Process Memory

Whatever the cause, the program went into an exception handler -- not a C++
exception, but a "Plan B filed in case of emergencies”

Typically, this halts the program, records some information about the current state of
the program, and goes into a recovery state -- shutting down the process in a Windows
machine, or simply halting/rebooting a console.

"Recording the current state" can take many different forms, but usually it includes the
current state of the CPU, a call stack, and sometimes some of the memory of the
current thread stack, other threads, or the process heap.
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Where does

* Dump to Disk

o Link Name Date modified Type »
B s [ focbat [ lostcoast_ldr.bat

§ Dropbox | hi2.dat [%)Make_360_Config.bat

IF) Documents =) hi2.map % Make_PS3_Config.bat

B Pictures _|hi2sh 5 MakePortal2_360_Incremental.bat

More 38 h12_4345 crash_2010.9 30722 50 12C0.mdmp (5] MakePortal2_360_Language.bat
|_Ihi2_osx MakePortal2_360_PerforcePoll.bat
Folders v | | HL2 ReadMetxt %] MakePortal2_360_Rebuild.bat
J. portal2stagin ~ | _hids_steamgames.vdf [55]MakePortal2_360_SyncAndBuildBins.b
B backup Flostcoast bat 7 MakePortal2_PS3_Incremental.bat
Gllostcoast_inthdr.bat % MakePortal2_PS3_Language.bat

J. content

). dvdimage ~ ¢ i ’
J  hi2.4345_crash_2010_9_30T22_50_12C0.m... Date modified: 9/30/2010 2:50 PM

Z=  Crash Dump File Size 839KB

<_= Date created: 9/30/2010 2:50 PM

the dump go?

Target Manager for P53 v340.1380 % = o I
e il - —
Eie View Target Tools Help
BEG O RBvoe 2 00K >,
3 |®msxods®
Path: /dev_hdd0/game_debug
Name Bxtension Sae
# B Bank's DECH pi3core-1206105685-0:01000500-EBOOT BIN.e  elf a9ms
& Il Doug Wood's 1400
& @ Elan DECH
5l Elan DECRI000
v

5§ File Serving

Ry File Syne

5/ File Trace.

& VRAM Viewer

Vieb page

* Resources
# W Enk Robson 5
& B 1do DECRIS00 o
@ I Testyn DECRI000 (Device || 1D % Status. Source

Mode Modified
......... 27/01/2011 00:21
Destination

Different things happen after this. Where does the data go?

The simplest possibility is that it just gets written to disk as a big file — either to your
local filesystem, or a file server, or wherever. This is convenient for in-house testing,
when you can just double click the file and get the debugger to open.
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Event Details for Event ID: 851866070 and Event Type: Spacial Exception

Event Signature

Where¢ — -

Valve - Site Data Last Updated: 16-]an-2011 e soovsss
Product Hotlist Over The Last 90 Days for product: Steam 3 Data Collection and Responses

The Hotist page dsglays your iop apslcation errar events oves ihe ask 50 days for @ speciied produst and verssen, Ths view is usefl for 1 Cobstatus 3
mst acive veris that requre the most s,

Flease salect the hel con o the iog ight of this sage for mare nformaion.

@ Sham ke
Resarts by volume Event Time Trending etais
[ 0 Shan fiter
poE—
frei10 vt Typn  Gals bemponoms vy, iy _Tobut s
= Aetcation Varin ey
- o B o mm um
Apphcation Lnk Date (Hex) - 200 First Seens 17-Nov-i0
5 Hang 1] 9w T Last seens| 16-tan 11
y - - o Awerage Wits: 3551
1 o e v = R —— Event Type Name: Specisl Excaption
e o S el ok s () = | w
ot )
u aro B @ s ’ .
Excepion Code
f——— ]
.
- v = 33333gfzzszzszzg:ig:
S R LR L
- 5 H i £
e oo E o e SEfignafaanaingd
P it @ ©  en o
u are B © @
- @
i 4 Crash 3abit '] =) a8 b
P are 8 © %
a0 Hang B @ 223 0 a7
oy
" i Specal Excaption &) @ 27 8 e
a0 ‘Special Exception ] £l .03 w 1L70%
2 Hang B © ™ -
50 Hang 8 £2 199 m R
. e B © v m neqecst addmsanal cab datn
e Specel Exception Y @ 17 =
P Specal Exception | 17e 57

On This Page

[
o

i | con00s

s | cnomns

oes | skl | cosonons
e

esiais | cosoumns

i | cov0aans

i cwtoscs

e [I— p—

e s | cn00008

5o i | oot

In Windows, it can get sent back to Microsoft via Windows Error Reporting (aka
Watson), and you as a developer can have Microsoft send that along to you via

Winqual.
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Where does the dump go?

Thread 0 Crashed:

222

‘The application TextEdit quit unexpectedly.

0 J00000 0 + 0
1 com.apple.CoreFoundation 0fe CFRunLoopRunSpecific + 18..
2 com.apple.CoreFoundation d38 CFRunLoopRunInMode + 88

3 com.apple.HIToolbox - \tEventLoopInMode..
4 com.apple.HIToolbox \

5

6

com.

com.
ano Problem for TextEdit com
Comment ts  Problem Details  System Configuration 8 com.ap

6)

2006-01-29 13:91:00.781 40000

Moc 05 X 19.5.1 (5618)
6

XL 84D _ACCESS (SICBUS)
KERN SROTECTION FALLUSE at GxE000000600000000

Beo
1 FFRURE croRmSonci {1 + 1796,

(“Send to Apple )

On the Mac platform, app crashes automatically go into MacOS’s built in crash reporter
app. This collects a call stack (not the entire stack) and writes it to a text file. The
customer can push “Report” to upload this text file to Apple, where it falls beneath an
event horizon and is never heard from again. They don’t give devs access.

Because Mac CRT libraries are often built with symbols included, you’ll usually get
useful stacks even if you blew up inside the OS.

http://developer.apple.com/library/mac/#technotes/tn2004/tn2123.html
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Where does the dump go?

Build System

Write your own

Google Breakpad
Talkback
Crashrpt —

Breakpad
C rash! Breakpad client minidump

wmes minidump... processo
e efc o—
to crash collector

User's System Crash CoIIector

E
il ﬂﬂﬂﬂ
E

Or you can always write your own handler and do whatever you want -- including
sending this data back to you.

Breakpad is one open source solution, which we use, but there are alternatives.
Certain digital distribution services provide this to you
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What clues to cause of death can we learn from looking inside the body?
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Basic Anatomy

Inferior phrenic arleries

D\APHRAGH

In doing an autopsy, it helps to know where everything is and how it’s supposed to be
put together generally. In particular, you’ll often find yourself manually poking through
call stacks to find function parameters. Data has a tendency to ricochet around program

memory like a bullet inside the thorax,
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Case Study #0

particles_newcpp & X
WUnknown Scope) 3
wrcerTaT Yy

5 ( 1a_pDef. ) 8 tn )

Te0se210

Vector vecCasera;

pRenderCantext->GetwiorldSpaceCameraposition( BvecCamera );

£F ( ( CalcsqrDistanceTorsss( m.
eturn 0

}
if ( m_poef->Isviewodeleffect() )

C_Baseplayer® pPlayer = C_BasePl:

Getiocalelayer,

return 8

}

if ( ( flags & STUOIO_; Y ) 11 ta_poef

dnBounds, = MaxBounds, vecCasers ) > ( m_pDef->u_flMaxDrawistance * =

03
if ( IpPlayer || IpPlayer->Isalive() || IpPlayer->GetRenderedueapontiodel()->Tsviewodel() )

FEIFE6E

7005e130

Bacoe20e

C_BaseEntity “pameradbect = Getsplitscreenviewplayer();
SF( ((C_BasePlayer *)pCameraObject)->Getvientntity() )
{

}

‘smeraObect = ((C_BasePlayer *)pCamersObject)->Getviewtntity();

£ Racntnrivy PR 2

clent 360.peC nm

client_360.pelC

o ssouwnwwoavmm»,m X=OAHH, it y=OufHN, ok w= A, it h=Of, bol ummeng bealb4 €

-1 const CViewSetup &
(hm)wu(\mwﬁmxzmnw«u Fect=OMINN) ine 1054

engine, 30.pe! Host Runframe Render() line 2939
engine 360.pe! Host RunFramefiost time=0.00000000]
engine 360 peHost Runframe(fiost ume-lmml it
engine 360. fine57
engine 360 pelCHotSute-FrameUpdate(fioat time=0.000030000) ine 712
engine 30, peiCEngme:Fame) tne 419
€ngine 360.peCEngmeAPl:-MainLoop() fine 1008
engine 360.peCMiodippSystemGroup-Main() e 2222 + OxC bytes
‘engine_360.pe/CAppSystemGroup:RunD) line 774 + 0xld bytes
‘engine 360 pelCEngneAPERunlistenServer() fine 1281
Juncher 360.pelCAppSystemGroup=Run) e 774 + 04 bytes
launcher_360,pe/CSteamApplication:Man{ line 210
auncher_360.pe!CAppSystemGroup=Rund) fine 774 + 0cld bytes

]

- )| Address: | 070056050

#

7005e110 4asebsbe
seaaeona

20000080
7005€130 84ede:

00000006 7
FFEFFEFE
20000020

{xx0,000000000 y=165739782¢.+029 z=-1.#Q Vector
{£20.000000000 y=1 65780084 .+029 220,000 Vector

Let’s warm up with a really simple crash that was sitting on my hard drive.
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paticles_new.cpp & X
{Unknown Scope) d -l Address: | 0:7005E050

-/t | Columns: |4 B

250 70050210 7085elbd 0B0OA0RD 708Selac
FETFFTFT B4dBed70 0B00G0DA Bieddfcd
70052110 448cb6be GBOGG0BA Bledelfd
00080080 Biede3fc 34d7d9d0 Biede3fd
70050130 B4ede3fc 0BOGG0BA dcB3I2bO
00080030 0GBOGAOD S4d9b3b4 dcB3IIG
82200204 34435260 B0OGEBE0

P eI
if  lm_pDef->IsSereenspaceEffect() 84 la_pbef->Isviewdodeleffect() )
{

Vector vecCamers;

pRenderContext->GetHorldspaceCaneraposition( SvecCamers );

if ( ( calesqrDistanceTeAass( m_MinSounds, m_MaxBounds, vecCasers ) > ( m_pDef->m_fluaxprawdistance * m
return ©;

=

7885247 0BO0ORA 70850231
if ( m_pDef->IsviewModelEffect() ) 78050237 BOBOBOBE 7085e22T
84479038 0PE0GERA Bieddfcs

448eb708 0BO00ORA Biede3fs

C_BasePlayer™ pPlayer = C_BasePlayer::GetLocalPlayer(); BaeBe3fc 34d7c6T8 BOBEOETS

i 1 1 - i 1 - - i 84442df4 0PEOORA dcBII2bO

if ( !pPlayer || !pPlayer->IsAlive() || !pPlayer->GetRenderedweaponModel()->IsViewtodel() ) totoane Belsethe Basene
return @; 84efe204 3490420 BOBEOBAL

} 00086288 34dSaalc dc83I9IbE
02000000 410ded13

= . FFFFFFFF 88dbB8aS
;7( ((C_BasePlayer *)pCameraDbject)->GetViewtntity() } :::"90' 80006208
R pCameraObject = ((C_BasePlayer *)pCameraDbject)->GetViewEntity(); :::tliﬂ 1a63c178
37100000 00000000 03000000 41170778
£ BaeEntity art u ( m nfiaf-ym nSkinBandarrantralBnint ln <12 febfantenlBaintEntitul_m 00000000 00000000 FFFFFFFf BdbiSaS
m% - n = f

Name

| Value

client_360.pe!C_Portal | i & @ this
| client_360,pelC_Portal | , MatRend * pRenderCa Coe @ flags
client_360 x=OHHHFH, int = , int w=  int h=0##4F#H, bool bFlashlightisOn=true, boal bF Ce - = -
client_360,pelCViewRender:RenderView(const CViewSetup & views{...}, const CVi & b int Cee @ @ instance
| client_360.pelCViewRender:Render{vrect_t * rect=0xfifi) line 1054 = @ @ pRenderContext
engine_360.pe’V_Renderview() line 217 Coe -
| engine_360.peiSCR_UpdateScreen() line 283 = # @ vecCamera
engine_360.pe!_Host_RunFrame_Render() line 2939 Cos =] o =
en:me}w.pdﬁus\_Runﬂmaﬂhlmme:Om fine 3830 Cee ‘f ¢ veFDﬁuseModulatlon
engine_360.peHost_Runframelfioat time=0.000000000) line 4014 # @ mins
. Runificat line 557

mellpdate(float time=0.000000000) line 712 o @ maxs
| engine_360.pe!CEngine=Frame() fine 419 # @ center
engine_360.pe!CEngineAPL:MainLoop() line 1008 @ @ vecPos

engine_360.pe/CModAppSystemGroup:Main{) line 2222 - OxC bytes
T engine_360.pe!CAppSystemGroup=Run() line 774 + Oxld bytes
engine_360.pe/CEngineAPL: RunListenServer( line 1281
launcher_360.pelCAppSystemGroupsRun() line 774 + 04 bytes

! 0x00000000 {m_References=(...} m_pNext=17

| {x=-5.07289810e-036 y=16816e-043%DEN z=

| £x=0.000000000 y=165739782¢+029 z=-1.5Q

| 0x00000000
{m_nAlpha=777}
}

| {x=-5.11726756e-036 y=-1.48138026e+017 22
{x=0.000000000 y=0.000000000 2=-1.#QNAN
{x=0.000000000 y=-5.28676575¢-036 2=0.000(

{x=0.000000000 y=1.65740084+029 z=0.000(

We'’ve crashed somewhere in that block, but where exactly? There’s a bunch of places
that could go wrong. And, because we’ve built in release, opening the Locals window
doesn’t seem to have anything useful for us. So, when the going gets tough, the tough

go to the disassembly.
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viewpostprocess.cpp @ c_portal_player.cpp @ particles_new.cpp @ PETETLLIVERY client_360.dIl.dmp Watch1

Address: [CNewParticleEffect::DvawModel(int, const Renderablelnstance_t &)

cmplwi cr6,r7,€

return @;

beq cr6,CNewParti

el + ©510h

(888e3276h) -

< | m | »

MRl Registers
liar = 888E2FsC

Call Stack
| Name

L Ly Y- S S o S o

Langua ~

PEVENP TS |

Address: | 0x7005E050

Find Results 2

7005e210
ffffffff
70e05e110
20000000
7005e130
00000000 000
7005e130
84e0e204
00000000
FEFFFFff
020000000
20000000
700@5e1b0 34d|
20000000 34e|
7005190 384e
7005e1be @00
7005e1b0

700
84d
443
84e
84e

1r = 888E2F5(

But, as you can see, the disassembly window doesn’t always have nice variable names.

So to understand the disassembly, you need to understand the CPU’s registers. Let’s
take a quick review.
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Basic Anatomy

SUPERVISOR MODEL — OEA

/~ USER MODEL N
UISA

Configuration Registers General-Purpose Registers

Generak-Purpose Registers Machine State Register  Processor Version Register ' (Read Only) 31
GPRO (6432) MSR (6432) PVR(32) |SPR287 EAX
GPR1 (6432) .
Momory Management Registors €BX
Instruction BAT Registers. Data BAT Registers
s 1BATOU (6432} | SPR 528 DBATOU | SPR536 ECX
- IBATOL (6432) | SPR 529 DBATOL | SPR537 €DX
Floating-Point Registers IBAT1U (64/32) SPR 530 DBATIU SPR 538
FPRO 6] IBATIL (6432) | SPR 531 DBATIL | SPR5% ESI
TR 1BAT2U (64/32) | SPR 532 DBAT2U | SPR 540
IBATZL (6432) | SPR 533 DBATZL  SPR 54! EDI
IBAT3U (64/32) SPR 534 DBAT3U SPR 542 EBP
L= | IBATSL (64:32) | SPR 535 DBATSL  SPR543
Lzl ) Sogment Registers 2 ESP
Condition Register ' S0RY SRO (32)
SDR1 (6432) SPR25 SR1 (32) S t R o 1,
& Address Space Register * . egment Registers
Floating-Point Status ASR(64) 5PR280 . 15
and Control Register ' SA15 (32) s
Excoption Handling Registors
= Data Addross Register DSISR ' DS
XE Reglnter DAR (6432) SPR 19 DSISR (32) |SPR 18 ss
PR SPRGs Seve and Restors Reglatert
Link Register SPRGO (64132) SPR 272 SRRO(64/32) |SPR26 €S
SPRGI (64732) SPR273 SRR1 (6432) |SPR27 S
SPRS SPRG2 (6473 7 i i
SPRG2 (6432) SPR 274 Floating-Point Exception
Cause Register (Optional
e SPRG3 (6432) SPR275 use Register (Optional) GS
FPECR |SPR 1022
Misolerieoms Pegistare Program Status and Control Register
Time Base Facility ' ata Address B reskpoint 3 0g g 0
USER MODEL (For Wiriting) Register (Optional)
VEA TBL (32) SPR 284
= A DABR (64732) | SPR 1013 I I EFLAGS
Time Base Facility ' B SPR285 et
(For Reading) Docimnier temal Access Register . P
(Optional)
TBL(32) | TBR268 DEC (32 |SPR22 EAR(32) | SPR282 31 Instruction Pointer 0
TBU(32) | TBR269 Processor Identification | | EIP
Register (Optional)

PIR SPR 1023

The two major CPUs game developers deal with are the POWER architecture and the
x86. Each contains POWER has a whole bunch of register, of which only those in the
left column really matter: the 32 general purpose registers, which store integers and
addresses, 32 floating point registers, and the two jump target registers CTR and LR. On
the x86, you have eight general purpose registers, of which EBP and ESP are usually
reserved for use in managing the stack.
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Basic Anatomy

Stack pointer

Return address

indirect jump addr

Stack pointer

Of the PowerPC’s 32 general purpose registers, some have special meanings to the OS,
and rl is almost always reserved for use as the stack pointer. All the stuff | say about
the PPC in this talk, by the way, comes from IBM’s documentation for their own ABI —
the game consoles have slightly different implementations, whose details you can get
from your platform documentation, but the operation is similar or analogous.
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viewpostprocess.cpp @ c_portal_player.cpp @ particles_new.cpp @ PETETLLIVERY client_360.dIl.dmp v Watchl Find Results 2

Address: \ CNewParticleEffect:DrawModel(int, const Renderablelnstance_t &)
v Viewing Options

if ( !pPlayerI I!pPlayer->IsAlive() l I!pPlayer->GetRenderedNeaponr~bdel()->Isvievﬂodel() )

0x7005E050

7005e210 700
ffffffff 84d
7005e110 443
00000000 34e|
7005e130 84e|
00000000 000
7005e130 84e

Address:

fFFFffff 84d|
00000000 443
00000000 34e
700@5e1b0 84d
20000000 34e|
7005e190 84e
7005e1b@ 000
7005e1b@ 000

m

r3 = 00000000

Call Stack MR Ml Registers
Name Langua ~ || lar = 888E2FsC 1r = 883E2Fsd

Ly Y- S S o S PR o o il P PR 2 ooo0

We can return now to the disassembly window and try to get a better idea of where
the game died. Notice that there are two OR operators in that conditional expression.
That means the corresponding assembly ought to have two corresponding branch
opcodes (because of C++’s early-out shortcut semantics). You can see that the
instruction which actually crashed came after both branches, so the crash occurred
somewhere in pPlayer->GetRenderedWeaponModel()->IsViewModel(). In particular,
the op that died was trying to load a word from the address in register 3, but r3

contained NULL. Why? Let’s see what it means for one function to pass data to another
in C++.
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int foo( int a, int f, int *pb )

int foo( int a, int £, int *pb ) foo(int, int, int*):
{ stdu rl,-0x40(rl) ; move stack for locals
_ PEETUER @ £+ *pb; ; function does its work..
4 extsw £35E3 ; return value is on r3
addi rl,rl,0x40 ; restore stack pointer
void caller() blr
{
int ¢ = 2;
printf( "%d\n",
foo( globalint, 1, &c ); ): caller:
} mr r3,r30 ; int a is first parameter, r3
1i r4,1 ; load "1" into int b, which is r4
addic r5,rl,0x70 ; load r5 with a pointer to a stack
variable
bl foo(int, float, int*)
; return value comes back on r3
PPC

On the PowerPC, parameters are passed from left to right, on registers r3 through r10.
Params too big to go on registers go on the stack.
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Float CThing::foo( int a, float f, int &pb )

struct CThing
{

int m_n;

CThing( int a ) : m_n( a ) {}:

fleat feo( float £, int &apb )
{
return m_n + pb + f;
}
bi

vold Caller( int a, int < )
{

int b = ¢;

CThing woo{a);

fleoat f = woo.foo( 3.14f, b );

Msg("%f\n", f);

CThing::foo:

stdu rl,-0x40(rl)
lwz r3,0x0(x3)
lwz rd4,0=x0(r5)
addc r3,r3,r4
std r3,0x30(rl)
1fd £2,0x30(rl
fefid f2,f£2

fadds £1,£2,f1
addi rl,rl,0x40
blr

Caller:

lis r4,0x0

stw r3,0x70(rl)
addic r5,rl,0x70
addi r4,r4,0x0
stw r30,0x74(rl)
addic r3,rl,0x74
1fs £1,0x0(r4)
bl

H

; load through pb ref

;

’

i

’

i

load this->m n

; mn + pb
; move data from an int register...

...to a float register via stack
converts int to float
(... +£f)

; return

CThing::foo(float, int&)
; return value comes kack on fl

C++ member functions have an invisible first parameter “this”, which is a pointer to the
class instance. Thus, in a C++ function, r3 will always have THIS, and the first formal

parameter goes on r4.
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int foo( int a, int f, int *pb )

int foo( int a, int f, int *pb ) foo (int,

{ push
return a + £ + *pb; mov
mov
nov
void caller() add
{ mov
int ¢ = 2; fild
printf( "%d\n", fadd
foo( globalint, pop
} ret

}

1, &c ): )

caller:

ing, INE*):
ebp
ebp, esp
eax, DWORD PTR _pb$[ebp]
edx, DWORD PTR [eax]
edx, DWORD PTR [ecx]

DWORD PTR tv134[ebp], edx
DWORD PTR tv134[ebp]
DWORD PTR _f$[ebp]

ebp

8

;; push params right to left

lea

push
push
push
call

x86 ) 7

eax, DWORD PTR _c$[ebp] ;; get address to c

eax ; push &c onto stack

1 ; push immediate 1 onto stack
edi ; push globalint onto stack
?foo@@YAHHHPAHRZ

return value comes back on eax

i

foo

On the x86, there’s many different calling conventions, but in most, parameters are

pushed onto the stack in right to left order.
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Float CThing::foo( int a, float f, int &pb )

struct CThing CThing::foo:
{ push ebp
int m n; mov ebp, esp
CThinE( int a )} i m_n( a ) {}: mov eax, DWORD PTR _pb$[ebp]
float fool( float £, int &pb ) mov ed:x, DWORD PTR [eax]
{ add edx, DWORD PTR [ecx]
return m_n + pb + f; mov DWORD PTR tvl34[ebp], edx
b fild DWORD PTR twvl34[ebp]
i fadd DWORD PTR _f$[ebp]
vold Caller( int a, int < ) pop sbp
{ ret 3
int b = ¢;
CThing woac{a); Caller:
float f = woo.foo( 3.14f, b ); fld DWORD PTR _ real@4048£5c3 ; 3.14 const
Msg("sf\n", £): mowv DWORD PTR _b$[ebp], eax
} lea eax, DWORD PTR _b$[ebpl
push eax
push ecx
lea ecx, DWORD PTR _woo$[ebpl ;; this pointer
. fstp DWORD PTR [esp]
.‘ x86 "3 mov DWORD PTR woo$[ebp], edi
\ / call ?f00@CThing@EQAEMMARHRZ
\\1_/ ; return value comes back on %87 fpu stack

There’s a few common x86 conventions for dealing with C++ member functions. The
more efficient one, THISCALL, passes “this” on the ecx register. Others simply pass it as
an implicit first parameter on the stack.
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Case Study #0

particies_newcpp 6 X
(Unknown Scope) -
wrcerTaTe Yy
if (e ) 84t ) ~
{

Vector vecCasera;

phenderContext->GetuorldspaceCamerabosition( BvecCamers );

iF ( ( CalcsqroistanceToasss( m,
return 0

}
if ( m_poef->Isviewodeleffect() )
C_Baseplayer* pPlayer = C_Bases GetLocalplayer

Layer r();
if ( IpPlayer || IpPlayer->Isalive() || IpPlayer->GetRenderedueapontiodel()->Tsviewodel() )
return 9;

}
if ( ( flags & STUDIO PRI ) 1) te_poef )

C_Basesntity “pCaneradbiect = Getsplitscreenviewplayer();
S7( ((C_BasePloyer *)pCameralbject)->Getvientntity() )
{

amecadbfect = ((C_BasePlayer *)pCameradbiect)->Getvientntity();

}

dnBounds, = MaxBounds, vecCasers ) > ( m_pDef->m_flMaxDrawistance * m

21
1111 34030470 00000000 B4eddfc
7005€110 4abebbc 00000000 Bdcdedfd
20000000

7005€130 B4ede3fc 00000000 dc039260

20000080
7005e130
Bacoe20e

00000000
FFEFFEFE
20000020

£ Racntnrivy PR 2 int ta 12

et CNewPartiet 38
clere J0peC vm Fllynr wmﬁ-wmmammmm DhendetCentea0ain ne 375t C
client 360,pelC | { MatRenderContest * phenderCa C.
clent ssouwnwwoavmm»,(m =4, ik y=DFH, o w= O, ik h=OufHF, ool bFahightiOniru,boolbE C

client -1 const CViewSetup & gs=0ufft Cov
St 0 pUCenhnde-Randetvec 1 =M o 54

<

=

Coe

engine_ 360 pel_Host Runframe Render() line 2939 Cor
engine,3%0.pe! Host RunFramefiost imes0,000000003 2
engine 360 peHost Runframe(fiost me-0 060 e 014 3
engine_%0. ine 557 3
ngine 30.peCHostStateFrameUpdatefiont time=0.000000000) ine 712 3
<
<

[

Cor

Cos

Coe
2

engine 30, peiCEngme:Fame) tne 419
€ngine 360.peCEngmeAPl:-MainLoop() fine 1008

engine 360.pelChMiodippSystemGroup-Main{ line 2222 « OxC bytes
‘engine_360.pe/CAppSystemGroup:RunD) line 774 + 0xld bytes
‘engine 360 pelCEngneAPERunlistenServer() fine 1281

Juncher 360.pelCAppSystemGroup=Run) e 774 + 04 bytes
launcher_360,pe/CSteamApplication:Man{ line 210
auncher_360.pe!CAppSystemGroup=Rund) fine 774 + 0cld bytes
3

Name Value 1
@ 0 ths (0400000000 {m, Referencese(... m, pNets 77 CNewPartcieffect * const
 flags 000000000 int
5 9 instance (m_nAlpha=777) const Renderableinstance.t &
@ pRendeContet (%) CMatRendeContentftr
o0 vecCamen 11726756e-036 y=-1486138026e-017 2= Vector
0 vecDifuseModulation (x=0,000000000 y=0.000000000 2=-1 #QNAN VectorD
| IEXZEN 07269810e-036 y=1.6816€-D435DEN 2= Vector

O ERTT {£=0.000000000 =5 2867657 5e-036 £=0.000) Vector
5 0 center {c=0/000000000 y=1 65739782¢-029 2215 Vector
& @ vecPos {c=0.000000000 y= 1 65740084029 220,000 Vector

So, armed with this knowledge, we can return

to our case study.
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viewpostprocess.cpp @ c_portal_player.cpp @ particles_new.cpp @ PETETLLIVERY client_360.dIl.dmp Watch1 Find Results 2

Address: [CNewParticleEffect::DvawModel(int, const Renderablelnstance_t &)
v Viewing Options

888E2F20 mr r31

Address: | 0x7005E050

52 7005e210 709
ffffffff 84d
7005e110 448
20000000 384e|
7005130 84e
00000000 000
7005e130 84e|
84e0e204 700
00000000 709
fFFFFFff 84d|
00000000 443
00000000 34e
700@5e1b0 34d|
20000000 34e|
7005190 384e
7005e1be @00
7005e1b0 000

:DrawModel + ©510h (888e3270h)

beq cr6,CNewParticleEf
lwz ri11,0(r31)
r3l1
wz rl10,430h(rll)
mtctr rle
888E2FS8 bctrl
> 888E2F5C 1wz r9,0(r3)
888E2F6Q0 1wz r8,348h(r9)

:DrawModel + @510h (888e3279

888E 4 mtctr r8
888E2F68 betrl —————""" |
7o CPOSTTIY
return @; r3 = 00000000
888E2F74 beq cr6,CNewParticleEffect::DrawModel + ©510h (888e3270h) N
§ m

Call Stack MRl Registers

| Name Langua ~ liar = 888£2FSC 1r = 888E£2F5(

o Ly Y- S S o S PR L00000000 Dottt P PR VI Y |

In this case, we’ve gone past the two conditionals, and died between the bctrls. We
know that the first bctrl returned 0x00, and that its return value was to become THIS to
the second, so we can look up at the two virtual function calls in the third clause of the
if(), and see that what must have happened is that GetRenderedWeaponModel()
returned NULL.
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WHY THE DEBUGGER
LIES TO YOU

And why forensics is better than relying on

eight-bit stoolpigeons

Why the debugger is a filthy lying rat.
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The Watch Window:
Unreliable witnes

10 7005e320 00000000 3fed0000 00000078
o 7005e2b0 20000000 40120000 00000000
120000 4310000 3395b40c 42060000
00000000 0000000 00000000 Biede204

00000000 33992334 00000001

// The reference is valid and the referenced particle system is also valid
addi r1,r1,144 ;

bool C_Portal_Player::ScreenSpacePaintEffectIsActive() const

00000001

10 20000000 dce39380
20 7005e4de 00000001
) 00000000 00000000

o 70@5e3de 00000000
) 70@5e3e@ 00000000
? 7005e3e0 00000000
7005¢3f0 00000000

_bTauntInterpolating = false;
m_bTauntInterpolatingangles = false;
} -~

. B

Call Stack ~ 3 %" Locals

Name Lanc Name
| client 360.pe!C Ces @ effect [
client_360.pe/C_Portal Player:RenderScreenSpacePaintEffectOMi C++ # @ pRenderContext | Oxfffffff

| client 360.pe!C_Portal_Player:RenderL ocalScreenSpaceEffect(Po{ C++
client_360.pe!DoEnginePostProcessing(int x=OufffY, int y=0xfff o+
client_360.pe!CViewRender:RenderView(const CViewSetup & vie C++
client_360.pe!C 1 line: Cos
engine_360.pe!V_RenderView() line 217 Cos
engine_360.pe!SCR_UpdateScreen() fine 283 [
engine_360.pe!_Host_RunFrame_Render() line 2939 =
| iost_RunFramefloat time=0.000000000) line 38{ C++
st_Runframe(float time=0.000000000) line 401: C++
engine_360.pe!C} : Run(float [
engine_360.pe!C) + [

@ x
L
w OuAfffff int
¢h

3

As you've noticed, the watch window can be what’s technically referred to as a BIG FAT
LIAR. To see the reason for this, we can look at what the optimizing compiler does to a

function when you compile it in release mode.

Pictured: the “Oxffffffffff” lie for an unknown local
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Where are my locals?

; while ( b != 0 )
lwwdeturn aenstipb$ (défined by compiler
afipwi 8; sizecBpaglyQ);

r3 r4

// integer com

int euclid( int x, int'y ) péNeCéidrlidzecr64$LN3Ceuclid
i %
int a = agldfuricaionbbpdyrdtdts reset stack pointer
int =y hEzr rb2as8xkl)
i:loi 54 ri2hsgit])
if ) 0) Smigw 36, #E0n%rl)
return b; bteu ;; returmtpr30N2E2NWc}idmove stack pointer
;i a=a-b;
while ( b !=0 E4oio] r3,as$(rl);
{ Edoi-d r3,bs(rl);
if (a > Db ) subf rll, r3,r4d
a=a-b; stwf ( a == Orll,as$(rl);
else lwelse r8,as$(rl);
b=Db-a bmpwi $LH] #8p0lid
} BhH2@euclid: cr6,$LN4Qeuclid
return a; ;i b=Db - a;
lwreturn b; rl0,b$(rl):;
1wz r9,as(rl);
Subf r8,b9{rld;
=== btw 2BNbB<¢ntlid ;; the end of the function
B $LN1Qeuclid:
PPC

: - ]
Euclid’s Greatest Commé&n, Divisor. algorithm

Here’s the simplest function | could think of, Euclid’s Greatest Common Divisor
algorithm. Based on the code you would expect to find room for two locals on the
stack, and indeed that’s what we’ve got. Looking at the code the “debug” compiler
produced, we see pretty much the prolog code we expect: it makes room on the stack
and moves the input parameters from r3 and r4 to the locals A and B in memory. When
it does the math, you see that it loads A and B from memory into a register before each
operation, does the op, and then stores them back. Finally, it retrieves the result from
memory, puts it onto r3 for return, and restores the stack.

The compiler does this in “debug” builds in order to preserve a 1:1 mapping between
the source code and the machine language. The assembly performs work in the same
order as the source, and for every line of source code you can find the corresponding
machine op, and vice versa. Also, the debugger can always find local variables in
memory, because they are always stored back after being modified, and always to
consistent locations.

You might expect that all this round trip traffic to main RAM might be less than
performant, and you’d be right. Let’s look at that same function compiled in Release.
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~Inrelease:

3 mr r10;r3
mr rll, r4
// integer cohgon diwisor cmpwi cré,r3,0
4 ¥ : . 0x14 caller frame 6
int euclid( int x, int y ) : bne CLo,
{ backchain... mr r3, r4
' inta blr; return b
inth " |
LR save cmpwi cr6,rll, 0
+0x10 beg cré6,
cmpw c16,.r10,r1l
I (a5 ) ble cré,
a=a-b>b; subf rl0,rll,rl10 ; -
else 7
b=>b - a; b
}
return a; subf ¥, FEQ, PLL 2 -
}
cmpwi G610
bne cré,
T mr r3,rl0

As you can see, now there is no stack! The function doesn’t even have to move the
stack pointer since it calls no sub functions, and more importantly, it never stores its
locals in memory. They are always in the registers. So, the debugger’s watch may not
know where to look for these numbers. Also, generally, the compiler can do many kinds
of optimization that may cause some intermediate values to vanish altogether. It can
order machine code differently from the source, collapse common calculation, all sorts
of things that destroy the 1:1 mapping between source and assembly. That’s why the
instruction arrow jumps around a lot when stepping through release code, and why the
debugger has such a hard time finding local data: the data is never in memory in the
first place, but stored in registers, or possibly never even stored at all.
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Who can you trust?
Unreliable witness? - Try SCIENCE!

A0 YT

Va (¥

The watch window has to interpret the compiler results it sees to give you data, and
when its interpretations fail, it’s an unreliable witness. As any CSI knows, if you’ve got
an unreliable witness, the best place to turn is the physical evidence.
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PowerPC nonvolatile registers

PowerPC EABI register usage

FPR Save Area

(optional, size varies)

GPR Save Area
(optional, size vanes)

CR Save Word

(optional)

Local Variables Area
(optional, size varies)

Function Parameters Area
(optional, size varies)

Padding to adjust size to multiple of 8 bytes
(optional, size varies 1-7 bytes)

LR Save Word

Back Chain Word

Register Type Used for:

RO Volatile Language Specific

R1 Dedicated Stack Ponter (SP)

R2 Dedicated Read-only small data area anchor
R3 - R4 Volatile Parameter passing / return values
R5-RI0 Volatile Parameter passing

RI1-RI2 Volatile

RI13 Dedicated Read-write small data area anchor
R14 -R31 Nonvolatile

FO Volatile Language specific

Fl Volatile Parameter passing / return values
F2-F8 Volatile Parameter passing

F9-Fl13 Volatile

F14-131 Nonvolatile

Fields CR2 - CR4

Nonvolatile

Other CR fields

Volatile

Other registers

Volatile

The notion of volatile and nonvolatile registers on the PPC is very useful in debugging
analysis. Because a function must restore nonvolatile regs to their initial state before
returning to its caller, that means that it must always save them to the stack before
modifying them. That means that nonvolatile regs are almost always recoverable so
long as you still have the stack. Volatile registers can easily be overwritten.
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// do distance cull check here. We do it here instead of in particles so we '*

7005210
FEFEFFFF

7005e1bs 0000000 70@5elac
84d8ed70 00000000 84eddfcs

// it for root objects, not bothering to cull children individually
CMatRenderContextPtr pRenderContext( materials );

if ( !m_pDef->IsScreenSpaceEffect() 8& !m_pDef->IsviewtodelEffect() )
{

Vector vecCamera;

pRenderContext->GetWorldSpaceCameraPosition( &vecCamera );

if ( ( Calcsqrpi TOAABB( m_! , m!
return 9;

}
if ( m_pDef->IsViewtodeleffect() )
{

C_BasePlayer® pPlayer = C_BasePlayer::GetlocalPlayer();

vecCamera ) > (1

7005e110 448eb6bc 00000000 84ede3fs
00000000 84e@e3fc 84d7d9de 84ede3fs
7005e130 84ede3fc 00000000

dc@392be

7005e130 84e0e204 84d9b260 00CERRRQ
84e0e204 7005e247 00000000 7005e23f
00000000 7005237 00000000 7005e22f
fEFFffff 84d79b30 00000000 84e@dfcs

20000000 84ece3fc 84d7c6f8 000RRR78

7005e190 84e0e204 84d9b420 0000001

g if ( tpPlayer || !pPlayer->IsAlive 1pPlayer->GetRenderedieapontiodel
E | (re:urnyo; Hspetey Q 11 1petay e 7005¢1b0 00000280 84d9aalc dc@392b0
} FEEFEEES
if ( ( flags & STUDIO_TRANSPARENCY ) || !IsBatchable() || !m_pDef->IsDrawnThi
{ [ 3fd20000 02000000 40340000 00000000
C_BaseEntity *pCameraObject = GetSplitScreenViewPlayer(); 40000000 00000000 4d4casdc 1a63c1f8
if( ((C_BasePlayer *)pCameraObject)->GetViewEntity() ) bffeee
{ 3ffeece0 00000000 4117078
» FEFFEFEE
ameraObject = ((C_BasePlayer *)pCameraObject)->GetViewEntity();
# B fle YT e et ¥0)3 00000000 00000000 0000010
0% - T ]

£210 o 42 04

31280Ey £o11

46 228578878QF 2124nEN

Name | Langua | iar = 888E2FSC 1r = 8BBE2FSC ctr = @00G000085701980 msr = 02008030
client_360.pe!C i g const t| Coe

| client_360.pe!C_Portal_Pl i ontext * pRenderCont C++ o= chy, ra= 2=

| client_360.pe!C_Port; eﬂed:Oxﬂ: Cos :: : :; : 8DB7134 :: :

| client_360. gil i int h=0xfff{ C zin B e Snucosoesousenen
| client_360.pe!C! C L const CViewSetup & hu/ C++ g e SC v o e o il
| client_360.pe!CViewRender:Render(vrect_t * rect=Offfffff) line 1054 [Cor pi= b i

| engine_360.pe!V_RenderView() line 217 = per i €0 r19 = 20 =

| engine_360.pe!SCR_UpdateScreen() line 283 [Cos 2|l r21 - 22 = 23 = 3cc1C
| engine_360.pe!_Host RunFrame_Render() line 2939 [Cor r24 = 25 = 26 = FFFFF
engine_360.pe!_Host_RunFrame(float time=0.000000000) fine 3880 (22 27 = r28 = r29 = 039280
| engine_360.pe!Host_RunFrame(float time=0.000000000) line 4014 (22 r30 = 31 - cr =

| engine_360.pe!C - Run(float frameTi line 557 [Cer xer = 00000000

| engine_360.pe'C line 712 ==

| engine_360.pe!CEngine:Frame() line 419 [Ces ff': = f ffgl = ;“ o0 m’:‘"
engine_360.pe!CEngineAPL:MainLoop() line 1008 Ces r2 = r3 = +7. 11€-31 N
'en:ine_sso.secMogunppsmemcm:mmino ine 2222 + OxC bytes [Cow | fra = +6.2285788789E-31740EN  frS = +4.7744905085E-3124DEN

" engine 360.pelCAppSystemGroup:Run() fine 774 + 0x14 bytes o r6 = +4.7636291894E-3124DEN fr7 = +0.00000000000000E+000

| engine 360.pelCEngineAPERunListenServer() line 1281 = £r8 = +4.1747830678E-3174DEN fr9 = +4.7636289870E-3124DEN

The debugger can show you all the registers in their current state at the bottom frame
of the stack, because they were stored in the exception at the moment of crashing..
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m_PaintScr fect- issi ) 7005e210 7005e1b4 00000000 7005elac -

Game De' m_PaintScreenspaceEffect = NULL;
}

7005110 443eb6bc 00000000 S4ede3fs
00000000 84e@e3fc 84d7d9de 84ede3fs
= // commenting out the 3rd person drop effect 7005e130 84ede3fc 00000000 dc0392b0
/.
// Remove paint drip effect
if( m_PaintDripEffect.Isvalid() )

{

7005e130 84e0e204 84d9b260 00200000
B4e@e204 7005247 00000000 7005e23f
00000000 7005e237 ©0000000 7005e22f
ffffffff 84d79b30 00000000 84eddfcs
448eb708 f
00000000 B84ede3fc 84d7c6f8 000078

be 84d42df4

84ede204
7005e190 84e0e204 34d9b420 00001

84d9aalc

m_PaintDripEffect->StopEmission();
m_PaintDripEffect = NULL;

=void C_Portal_Player::ClientPlayerRespawn()

FEFEFfff

if ( IsLocalPlayer( this ) )
40340000 00000000

m_bGibbed = false; 404casdc 1a63c1fs

bffeeeee
S // Dod called these, not sure why 00000000 41170718
//MoveTolLastReceivedPosition( true ); =) FREFFFFF
//ResetLatched(); = 00000000 000001e0

> § X Registers

Langua ~ | iar = 8899FC78 1r = .
| client_360.pe!C i i const .t Cor [
& client_360.pe!C_Portal | i ontext * pRenderCont C++ kg 1% 1 ram

| client 360.pelC_Portal ffect effect=0d C+o ol b bl b
client_360. g i int int int h=0fff C++ ,15'—_ rur. r1zr-
client_360.pe!CVi Vi p & view={...}, const CViewSetup & hu| C++ = e
client_360.pe!CViewRender:Render(vrect t * rect=0xfffffff) line 1054 Cosr e 16 = e
| engine_360.pe!V_RenderView() line 217 Ces 18 = 0 r19 = o

| engine_360.pe!SCR_UpdateScreen() line 283 G+ Ef|r21 = r22 = 1707F8 r23 = 0000000000000000

| engine_360.pe!_Host_RunFrame_Render() line 2939 |Ce r24 = r2s = r26 = £0

| engine_360.pe!_Host_RunFrame(foat time=0.000000000) line 3380 [Ces r27 = r28 = r29 = 039280

| engine_360.pe!Host_RunFrame(float time=0.000000000) line 4014 Ces r30 = r31 = 04 cr = xer =

| engine_360.pe!CHostState:State_Runi(float frameTime=0.000000000) line 557 [Cer
| engine_360.pe'C| ime=0. line 712 [Ces
engine_360.pe!CEngine:Frame() line 419 Ces fro = +0.00000000000000E+000 frl = +0.00000000000000E+000
engine_360.pe!CEngineAPE:MainLoop() line 1008 [Con fr2 = +0 000 fr3 = +7. 11E-31740EN
engine_360.pelCModAppSystemGroup:Main() lin 2222 < OxC bytes Teor fra = +6.2285788789E-317#DEN frS = +4.7744905085€-312¢DEN

T engine_360.pelCAppSystemGroup:Run() line 774 + 0x1d bytes Teos fr6 = +4.7636291894E-3128DEN fr7 = +0.00000000000000E+000

" engine_360.peCEngineAPE:RunListenServer() fine 1281 et fr8 = +4.1747830678E-317#DEN fr9 = +4.7636289870E-3124DEN

£018 = 32 0428270797F_312808N o131 o 46 312&0EN

fEFfffff 84dsed70 0o0RR0R 84e@dfcs V A V E

... and is usually pretty good at recovering the nonvolatile registers from the other
frames of the stack, again because they must have either been untouched, or stored in
memory somewhere.



Game De

» ||

}

{

Stack
Name

5 7
CMatRenderContextPtr pRenderContext( materials );
pRenderContext->SetRenderTarget(rt);

if (rt)

pRenderContext->Viewport (0,0, rt->GetActualWidth(),rt->GetActualteight())

=lbool C_Portal_Player::ScreenSpacePaintEffectIsActive() const
{

// The reference is valid and the referenced particle system is also valid
return m_PaintScreenSpaceEffect.Isvalid() 88 m_PaintScreenSpaceEffect->Isval

“void C_Portal_Player::SetScreenSpacePaintEffectColors( IMaterialVar® pColorl, IM.

const Color visualColor = MapPowerToVisualColor( m_Portallocal.m_PaintedPowe:
Vector vColorl( visualColor.r(), visualColor.g(), visualColor.b() );

Vector vColor2 = vColorl;

for( unsigned i = @; i < 3; ++i )

vColor2[i] = clamp( vColor2[i] - 15.0f, @, 255 );

- " »

Langua

client_360.pe!C_Portal_|

. client_360.pe!CN const .t/ Cor

ontext * pRenderCont C++

& client_360.pe!C_Portal | effect=0d Cov
client_360. g  int , int , int h=0xfff{ C++
client_360.pe!C (s p & view={..., const CViewSetup & hu C++
client_360.pe!CViewRender:Render(vrect_t * rect=0dfffffff) line 1054 [
engine_360.pelV_RenderView() line 217 Cer
engine_360.pe!SCR_UpdateScreen() line 283 [Cor
engine_360.pe_Host_RunFrame_Render() line 2939 Ces
engine_360.pe_Host_RunFrame(float time=0.000000000) line 3380 Cer
engine_360.pelHost_RunFrame(float time=0.000000000) line 4014 Cer
engine_360.pe!CHostState::State_Run(float frameTime=0.000000000) line 557 Cer
engine_360.pe!CH: : time=0 line 712 Ces
engine_360.pe/CEngine:Frame() line 419 Cos
engine_360.pe!CEngineAPL:MainLoop() line 1008 Ces
engine_360.pe!CModAppSystemGroup::Main() line 2222 + 0xC bytes Ces
engine_360.pe!CAppSystemGroup:Run() line 774 + 0x14 bytes Cer

| engine_360.pelCEngineAPL:RunlistenServer() line 1281 Cer

0

7005210 7005e1b4 00200000 7005elac -
fEFfffff 84dsed70 00000000 84e0dfcs
7005110 448eb6bc 20000000 34eGe3f4
00000000 84e@e3fc 84d7d9de 84e@e3fs
7005e130 84ete3fc 00000000 dc@392bO

7005e130 84e0e204 84d9b260 00200000
B84e0e204 7005247 00000000 7005e23f
00000000 7005e237 00000000 7005e22f
ffffffff 84d79b30 00000000 84eddfc3

448eb708
00000000 84ede3fc 84d7c6T3 00200078
7005e1be 84d42df4 00000000 dc0392b0
00000000 84e0e204 84d946b4 84e0e244
7005190 34e0e204 34d9b420 00000001
7005e1b0 00000280 84d9aalc dc@392b0
7005e1b0 00000000

00000000 410de@l8
fEFFFfff

3fd20000 00000000 40340000 0200000
40000000 ©OOOORER 404caSdc 1a63clfs

bffeeeee
00000000 4117078
FEFFFFff

iar = 8899A384 1r =

ctr = msr =

re = rl = 990 r2 =

r3= r4 = rs = ré =

- r7 = rg = r9 =
rle = ril = ri2 =

rls = rl6 = ri7 =

ris = €0 r19 = r2e =

r21 = r22 = 1707F8 r23 = 0000000000000000

r24 = r2s = r26 = 1£0

r27 = r28 = r29 =

r3e = 204 r31 = cr = xer =

fro = +0, frl = +0.

fr2 = +0.00000000000000E+000
fra = +6.2285788789E-3172DEN
fré = +4.7636291894E-31280EN
fr8 = +4.1747830678E-3172DEN

£018 = 32 0428279797¢_312408N 211 o 46 312405

fr3 = +7.2654685211E-3178DEN
frsS = +4.7744905085E-3128DEN
fr7 = +0.00000000000000E+000
fr9 = +4.7636289870E-312#DEN

That’s what it means to set the “active frame” in the call stack window. It’s not just

about moving the contents of the source pane to the right place — it tells the debugger
to update the stack, local, and register windows to what they would have been in that
context. As | move up and down in the call stack pane, it automatically updatesrlin

the registers pane to contain the stack base for that function.

57



Game Developers Conference’ 2011

Finding a this pointer

Watch X
(Unknown Scope) = =
|
Sbool C_Portal_Player: ( PR ) -
SRR I
¢

A )
ITexture® pDestRenderTarget = materials->FindTexture( “_rt_SeallB1”, TEXTURE_GROUP_RENDER_TARGET

G pDe: get )i
pRenderContext->ClearColorsub( 128, 128, 0, 0 );
penderContext->ClearBuffers( true, false, false );
Renderablelnstance_t instance;

instance.m_nalpha = 255;
=_PaintScreenspacetffect->0rawiodel( 1, instance );

1f( IsGameConsale() )
{

& pDe: get, 0, WLL, WLL );
)
pRenderContext->PopRenderTargetindVienport ();
return true;
}
return false;
)
0% -« = o
Name Lo ctr = e 4
| chent 360,pec ), & instances;...) line 634 « Ox Cov
5 1 = 0080000 72 = 0006000000000000
% cient 360.peC_ Portal et * pRenderC neIB [Cov 1 oeseae vz .
chent_360.peC_Portal Pl IMatRenderContext * pi Co+ :9 = ’;. =
chent gt == it y=CuffHY, it w=CofH, ik h=OuHRE, oo 13 - 000800050100000 14 = 00G0GA0BIVECOES
clent_ %0,pelCy P ) const © Lol el
clent_360,peC\iewRender: Render(vrectt * rect=Ofii) ine 1054 i e
engine_360.peN Rendesvien) live 217 25 - 26 -
engine 360.pelSCR UpdateScreen() kne 283
engine_360.pe Host Runframe Render() line 2939 29 - 0 - 1.
engine_360.p¢_Host_Runframeifioat time=0 00000000) fine 3580
engine_360.pelost Runframe(fiost tme=0.000000000) e 4014
engine.: . e 557
engine_380.p¢C e 12

engine 360 pelCEngne-Frame() ine 419
engine_360.pelCEngineAPLMainloop() ine 1008
encine_380.p€CModAppSystemGrovp:Man) e 2222 + OxC bytes
% Call Stack

So let’s say we wanted to recover THIS from one frame up. The watch window lies and
says THIS is Oxffffffff.
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viewpostprocess.cpp @

c_portal_player.cpp @ particles_new.cpp @

Disassembly X

client_360.dll.dmp QBB ER Find Results 2 Threads

Memory 1 Autos Locals

Address: | C_Portal P
~  Viewing Options.

Context *) <l | Name Value

Type -

# @ this OxfHff#ff {m_pClassRecvTable=0x88dc3534 class RecvTable DT_i C_Portal

B ¥ (C_Portal_Player *)({0:0041999650) ' 0x41999650 {m_pClassRecvTable=0:88dc3534 class RecvTable D C_Portal [}

# @ PaintPowerUser<CPaintableEnti {m_PredDesc=72? m_PredMap= E8CfCT40 struct tyy PaintPov) =
bool C Portal_Player: :Renders: o ffect( T ontext “pRenderContext ) i @ m_pClassRecvTable 0:88dc3534 class RecvTable DT_Portal Player:g RecvTable | RecvTab
= 9 @ m_PredMap 311c (fieldType=FIELD | fieldNam¢ datamap
o @ m] (m] LID_INDEX=272 m_pMemory=0x00000000 (fl CUtiVect
@ m_bPitchReorientation false bool
mr r30, r3 @ m_fReorientationRate 0.000000000 float
InteffectIsActive @ m_bEyePositionisTransformedB false bool
mr r31 ’ r4 o) £ 3 @ m_pNoDrawF evelC {m_pClassRecvT: c1¢50 class RecvTable D C_Portal
1 i@ m_hPortalEnvironment [) CHandle
4 @ m_hGrabbedEntity () CHandle
# @ m_hPortalThroughWhichGrabQ (...} CHandle
@ m_bSilentDropAndPickup | false bool
@ m_bForceFireNextPortal false bool
@ m_Portallocal {m_PredDesc=77 m | =0:B3d17444 (fieldTy; C_Portall
ki _ @ @ m_vWorldSpaceCenterHolder | (x=842.220459 y=355.886322 2=36.0312500 } Vector
a)5\arc\ guseNelSant\portal\c:porth) Flayer.cpp: - @ m_bFaceTauntCameraEndAnglt false bool
@ m_bTauntinterpolating false bool
@ m_bTauntinterpolatingAngles | false bool
@ m_fiTauntCamCurrentDist | 0.000000000 float
@ m_fiTauntCamTargetDist 0.000000000 float
- @ m_fiTauntCamTargetPitch | 0.000000000 float
pRenderContext->PushRenderTINgetAndViewport(); m_flTauntCamTargetYaw 0.000000000 float
, o @ m_bFinishingTaunt false bool
= - @ m_fiMotionBlurAmount float

Call Stack

X Reg e

engine_360.pe!Host_RunFrame(float time=0.000000000) fine 4014
engine_360.pe!C}  Run(float line 557
engine_360.pelC : line 712
engine_360.pe!CEngine:Frame() line 419
engine_360.pe!CEngineAPE:MainLoop() line 1008
qine_360.pe!CModAppSystemGroup:Main() line 2222 + xC bytes Cev
all Stack

Ces
Ces

N Langua ~ || iar\3899FC78 1r = ctr = msr =

client_360.pe!C -t & instance=(...}) line 634 + 0x C++
¥ - - 00000000 - 000e000CA00C0000

¥ client_360.pe!C_Portal | text * pRenderC. line 3794 Cos r;G rl 7005E210 r.—z -
client_360.pe!C_Portal | f, ntext * pf Co+ 7= e r10 = rl
client_360.pe!DoEnginePostProcessing(int x=O0xffifY, int y=0xHHffH, int w=0 int h=0xffftf, bool bFlashlightisOn=trui Co+ | |} 17 ~ S o bk
client_360.pe!CViewRender::RenderView(const CViewSetup & view=(..., const CViewSW\g & hudViewSetup=(...) int nClearfla oo | S| )" > r17 = r18 = €0
client_360.pe!C ¥id line 1054 Cee r19 = 0000000000000280 r20 = r21 = 0000000000000 r22 = 0ERE0000411707F8
engine_360.pe!V_RenderView() line 217 Coe r23 = 0000000000000000 r24 = FFFFFFF S r25 = r26 = €0
engine_360.pe!SCR_UpdateScreen() line 283 Ces 27 = 0000000000000250
engine_360.pe!_Host_RunFrame_Render() line 2939 Ceoe r28 = r29 = o3 = 1 999650 P0084£0E204
engine_360.pe!_Host_RunFrame(float time=0.000000000) line 3880 Ceos cr = xer = r30 04 I

And that’s because the r3 register is volatile and gone by this point. However, if you

look carefully at the disasm, you'll see that one of the first things this function did was
move the contents of r3 (which you’ll recall is where the “this” parameter gets passed)

onto r30. R30 is nonvolatile, so if we can find it in the registers pane, it should be
possible to punch it into the watch window typecast as the appropriate pointer type,
and bang it’s like your locals window actually worked properly.
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Function Parameters are often on
Nonvolatile Registers

Address: | C_F 1P
v Viewing Options
bool C_Portal_Player: :RenderLocalSc fect( Portalsc fect effect, ontext *pRenderContext, int x, int

{

ontext *, int, int, int, int)

$4M249798:

C_Portal_Player *plocalPlayer = C_Portal_Player::GetLocalPlayer();

if( pLocalPlayer )

return pLocalPlayer->RenderScreenspaceEffect( effect, pRenderContext, X, y, w, h );

Generally speaking most compilers like to move function params into nonvolatiles. They
don’t always do it, they don’t always do it at the same time or in the same place orin
the same order or onto the same registers, so you’ll need to look at the disasm to see if
it happened in the current frame and if so where the parameters went. However, often
you’ll get lucky and find your parameters or locals on a nonvolatile somewhere, which
means that you can frequently retrieve missing function params in this way.
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address  use

0x10000 Function A parameter 1
Oxfffc  return address before function A
OxffE£8  old EBP before function A
0xfff4  Function B parameter 1
0xfEL0  Function B parameter 2
Oxffec returnaddressto function A
0xffed function A's EBP

Oxffed local variable

0xffeld local variable

0xffdc  local variable

0xffd8  Function C parameter 1
0xffd4  returnaddress to function B
0xffd0  function B's EBP

6 calling convention

There are many
Caller restores ESP

cdecl

Callee restores ESP

stdcall
fastcall

thiscall (C++ this
pointer goes on ECX)

The x86 has many different calling conventions, which mostly differin whether the
caller or the callee restores the stack pointer, and what order parameters go onto the
stack in. They’re numerous and well documented elsewhere, so I'll skip past them.

Diagram credit: Jerry Coffin

http://en.wikibooks.org/wiki/X86 Disassembly/The Stack

61


http://en.wikibooks.org/wiki/X86_Disassembly/The_Stack

Game Developers Conference’ 2011

In x86, everything is in memory

; static bool _ cdecl C_Portal Player::RenderLocalScreenSpaceEffect (enum,class IMatRenderContext *,int,int,int,int)

_TEXT SEGMENT
_effects = 8
_pRenderContexts = 12

_®% = 16

_ys = 20

_ws = 24

“hs = 28

P

push ebp

mov ebp, esp

push -1

call ?GetLocalPlayer@C BasePlayer@@SAPAVIGHRZ
add esp, 4

test eax, eax
je SHORT $LN1@RenderLoca

mov ecx,
mov edx,
mov eds:,

push ecx
mov ecx,
push ecx

— MoV ecx,

push ecx
mov ecx,
push ecx
mov ecx,
push ecx
Tmov ecx,
call edx
pop ebp

ret 0

DWORD PTR _h$[ebpl
DWORD PTR [eax]
DWORD PTR [edx+1392]

DWORD PTR _w$(ebp]

DWORD PTR

_y$(ebp]
DWORD PTR _x5[ebpl

DWORD PTR _pRenderContexts[ebp]
DWORD PTR _effect$[ebp]

eax

$LN1@RenderLoca:

or al, al

pop ebp
ret 0

On the x86, all parameters always get pushed onto the stack anyway, so they’re always
in memory. Thus the debugger usually does a pretty good job of retrieving then. Even if
it doesn’t, you can always go poking around in memory yourself to find them, although
your eyes may bleed a bid after combing through the disassembly to try to figure out

which offset corresponds with which value.
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VALVE

Debugging live “release builds” is just
like debugging a crash

Watch window lies same way in both cases

Really the same skills

Diagnose bugs in situ without needing repro

Live processes have a little more info

Connect to QA kits remotely from your desk

Everything I've described just now isn’t specific to crashes. All of this is really as much
true for debugging any optimized executable, regardless of whether it’s dead or alive.
So, you can use these same skills to attach to a currently running game — even a release
image running on a QA kit — and try to figure out a problem without having to
reproduce it on your machine in a debug exe.
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Also, if you have a live issue on a running kit, but for some reason it’s inconvenient for
you to debug it at just that moment — maybe you’re busy, or QA needs the kit back, or
it’s going to take a long time — then you can manually trigger a dump to create a state
snapshot that you can take back to your workstation and examine at your leisure.
There’s mechanisms for this on every platform to do this from the debugger, and
programmatically from inside the game.
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Let’s look at some common issues and how to recognize them.
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Misaligned read

A very simple one: misaligned read — trying to, say, load a 32-bit word from an address
that isn’t a multiple of four bytes. (That’s a crash on PPC.)
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Misaligned read

oh(r1)

gs(1);
w

{const
int *)(x);
int y = *example;
file
£
rtal2:

Break when an exception is:

VCTarget."Path

Name

= Win32 Exceptions

40010005 Control-C
0010008

80000002 Datatype misalignment

O0oRee =
0000006 In page error
0000008 An invalid handle was specified
0000017 Not Enough Quota

<000001d Illegal Instruction

0000025 Windows cannot continue from this exception

Thrown  User-unhandled

oEE

3 [

18

0000026 An invalid exception disposition was returned by an e [

<000008¢ Array bounds exceeded
<000008d Floating-point denormal operand

ANONNRe Flaatina-naint divician by zarn

0 00 0 0w 0 O 0 0
¥

N ——

“Unhandled exception at 0x88AB3930 in E:\portal2\default.xex:

Datatype misalignment.”

0x80000002:

Okay, that’s pretty easy. MSVC will tell you, misaligned read. Before we move on, take a

quick look at what those two numbers mean: one is the instruction of the faulty

address, and the other is the exception code. You can map numeric exception codes to
strings by looking at the “exceptions” dialog under the debug menu.
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Misaligned read

Registers v QX
static void nullcrash( const CCommand& args ) ro = 0000000000000000 rl = GCOOGOEO7ORSEBIS r2 = 00020000000 -
r3 = FFFFFFFF886375F4 r4 = 0000000000000000 rS = A Tl
ré = r7 = = 72 (2]
r9 = 0000000019999999 rl@ = FFFFFE r1l = 900000ROTFFFFFFF 3
r12 = 0000EEEOS3AB3924 801F 4 = FFFFFFFF831E
rl5 = FFFFFFFF82F, rl6é = 0000000000000001 rl7 = B
rlg = rl9 = 0020000000000000 r20 = FFFFFFFF82FAED7C

r2l = FFFF F82B821128 r22
r24 = FEPFFFFF831C5CA8 r25
r27 = r23
r30@ =/0000000000000000 r31

FFFFFFFF831CCDOC r23 = FFFFFFFF83050000
FFFFFFFF831C7D5C r26 = FFFFFFFF831C0000
FFFFFFFF82B21128 r29 = 0@20000083DDC490
FFFFFFFF831C0000 cr = 24000028 xer = 00000000

int *example = (int *)(x); ;

int y = *example; # Lo [5] Registers po d d B Outp

Msg("%d",y);
8

Locals v ax

Name Value Type -
{m_nArgc=627310592 m_nArgv0Size=627449893 m_pArgSBuffer=0»886375fc "f %f" ...} = const CCommand

[RYIEY B8 Registers W Breakpoints

Window [ Output

Even if you didn’t have that, it’s still pretty easy to trace. You can see that the faulty
instruction here is “load word from address in register 11.” Well, register eleven
contains an odd number, which can’t possibly be word aligned, so boom.



Address: ‘Vst:ckfauh((onsrtrccrommand &)
Options

Address: | 0x7000FBFO
v Viewing 2

char *foo;
for (int i = @ ; i < sentinel ; ++i )

Watch1
Name
¢n 0x0000000070010040

> B X Call Stack

Type
unsigned __int64
unsigned _int64

Lang
| client_360.dll!stackfault(const CCommand & args={...}) line 742 | C++|_
engine_360.dII!Cmd_ExecuteCommand(ECommandTarget_t eTa C++
engine_360.dII!Cbuf_Execute() line 287 + 0x1C bytes Ce+
engine_360.dll!_Host_RunFrame(float time=-9.08322952¢+032) Ii C++
engine_360.dII!Host_RunFrame(float time=-9.08322952¢+032) lir C++

engine_360.dII!CHostState::State_Run(float frameTime=-9.08322¢ C++ I‘

NI B B Locals B Registers MW Breakpoints M Immediate Window [ Output engine_360.dIl!CHostState::FrameUpdate(float time=-9.08322952 C++ ~

Stack overflow. Well, this one’s generally easy. Is it the “update stack” opcode? If so, is
that stack pointer being updated to an address that isn’t mapped memory?

Or, more generally, the CPU exception is “access violation.” Is it trying to write to some
pointer which is an offset from the stack pointer, and if so, is that offset in unmapped
memory?
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Jump through

Name

%v Client.dll!oops(const CCommand & args={...}) Line 730 + 0x
| Client.dll!ConCommand::Dispatch(const CCommand & con

engine.dll!Cmd_ExecuteCommand(ECommandTarget_t eTar
' engine.dll!Cbuf_Execute() Line 287 + 0x11 bytes

virtual float Slope( float t ); 1 2

virtu
class CThingy
LI wu
bi ¢
public: Type -
) CThingy( int x ) : m_n(x) {} bcc8 {m_n=0x00000000 } Polynomial *
void oop virtual int Get() { return m n; } 0:00000000 ; CThingy
{ int m n; 1018 const CThingy:: vitable ]
Polyn Vi float *
Msg (" b il 7 T_egTee UXUZe40036 unsigned int
delete foo;

Okay, how about a jump through a bad virtual function.

Let’s say you have a basic Polynomial class with six virtual functions, which means
somewhere in memory is a table with six function pointers in it — its vtable. Then you
have your function that calls a couple virtuals on it, and you blow up.

Jumping through a bad virtual function pointer will usually have a pretty obvious
signature like this, where you jumped to an address that wasn’t actually in the code
segment — the call stack will contain a frame that’s just a number, not corresponding to
any legitimate function. But with a little investigation you can usually divine a little
more about it. If you look at the code around the last frame on the stack, you can find
that the Polynomial, which was being passed as ecx (the “this”) pointer to the virtual
function, was on esi. So we put esi in our watch window and AHA! Its vtable is not that
of a Polynomial at all. It is that of a Thingy, which has only one virtual function. So, our
factory function must have returned a pointer to something that wasn’t actually a
Polynomial.
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Overwritten LR on stack

Local vars

parameters

Return address

backchain

Bad return addresses — aka the smashed stack. Insidious, annoying, and common.
When one function calls another, of course it must store its return address somewhere
in memory, usually on the stack. Well, great, except our local data’s also on the stack,
and thus when you write off the end of an array you can easily overwrite the backchain
(making it impossible for the debugger to find parent stack frames) and the return
address.

When this happens a function will "return" to an address that's garbage or NULL.

MSVC will usually refuse to give you any kind of call stack when this
happens, or even give you a memory window unless you switch to a
different thread.
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Jumps to 0x0000: quick triage

0:006> .ecxr i
r0=00000000"85617a04 r1=00000000"701cf920 r2=00000000"20000000 e o
.. GPR1 (64/32)
r30=00000000°0000000b r31=00000000 00000086 ctr=00000000"60a066G0 :
1ar=00000000 msr=0000b030 lr=6@4G6DARA cr=22000042 GPRA31 (8432)
Floating-Point Registers
FPRO (64)
. . FPR1 (64)
* ctr =0 : jump through bad vtable / func pointer :
*Ir =0 : overwritten stack o]
Condition Register '
F\odagng-'Pnllr; Sl‘a:us‘
blr : “branch to link register”
return from function XER Regiter |
bctr : “branch to count register L Reginer
N call function pointer/virtual [t Jsme
f \ Count Register
.@ (o Jons )

There’s exactly two opcodes on the PPC that provide a “jump to address”, each of them
using a specific register. Looking at which register caused the fault can give you a quick
hint as to what went wrong. If it’s the count register (used for function pointer calls),
then you probably have a bad vpointer, or the like. If the Link Register is NULL, then
something overwrite its cell on your stack.
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Thinking ForenTicaIIy

Ultimately you need to think like a detective at an accident scene. Here you have all
these smashed bits and pieces of evidence, and you're trying to work backwards to
figure out what caused them to get there like that. And sometimes it can take a little bit
of detective work and inference to get to your conclusion.

(I'm not quite sure what that picture is... | typed “forensics” into the NIH’s website and
that came up.)
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Stack Reconstruction

0x7005D8CO 00000000 00000000 00000000 00000000 00000000 00C0OOOOOO 00000000 0OOOOOOO
0x7005DBEQ Q0000000 00000000 00000000 00000000 00000000 00000000 00000000
OX70055dbC0 00000000 00000000 7005da80 B8281ce94 827e5634 ddal%2al
0x700§¥DS20 00000000 00000001 7005dacO 00000000 0000002f 00000002 7005da%0
0x700}D94 005dal0 00000000 00000000 00000000 dd328c30 00000000 00000001
0x70050N b82eb8 B87376b54 00000000 00000000 00000000 ffffffff 831e0000
0x7005D980 8310000 00000000 dd500640 00000000 00000001 00000000 00000000
0x7005D9A0 00000000 00000000 00000000 00000001 00000000 dc37e020 82225a78 00000001
0x7005D9C0O 7005da20 dcb82Zeb8 855fbcY9c 00000000 7005da40 84elbea8 84d75%6c 04£d0040
0x7005D8E0  7005da40 0000003d 00000000 00000000 00000000 dd7bb000 87381880 000700ff
0x7005DA00 7005daa0 000000fe 00000000 8281lbdcO 00000000 dc37e020 82226128 0000002c
0x7005DAZ20 7005da90 dd328c30 00000000 00000000 7005da90 dd7bb000 87376b54 5f696ete
0x7005DR40 7005daal0 00000000 00000002 7005dab0 00000000 dde7e780 00000000 00000000
0x7005DAG0 ffffffff 86ba0000 00000000 00000000 7005daf0 84elOdfc8 00000000 00000000
0x7005DAB0 6do6fed65 dcB878848 82225e50 00000000 7005dbl0 dd7bb000 86bfc9d0 5f646573
0x7005DRA0 7005db50 74696f6e Z2L727562 626c655f 776léctc 5636569 6c696e67 30310000
0x7005DACO 6d6£6465 6c735c70 00000000 00000001 00000000 0000001c 00000000 0QO00OOOO1
0x7005DAEOQ 00000000 dcabdblc ffffffff fEfFFfFFfFff 00000000 00000079 00000000 00000001

Sometimes when part of your stack has been trashed, but you still have an r1 pointer
and know generally where the bottom frame ought to be, you can make an educated
guess about what the actual stack was by looking for consistent chains. Because the
stack is so heavily trafficked, old stack frames —those “left over” as traces in memory
from previous operations — would tend not to be internally consistent; if you have a
chain that forms a complete, consistent link all the way back to main(), it has good odds
of being the actual one under execution at the time of death.

Let’s say this is a stack, and your rl is 0x7005D8C0. The bottom frame is all zeroed out,
but the damage doesn’t seem to go too far. Maybe we can recover something. Any cell
containing a number like 0x7005D*** is probably a pointer to a stack location, since it’s
so near the value of rl and we know a priori that’s where the stack is.

So, if we were to guess at 0x7005D900 being the bottom of a frame,
that means that it links to 7005d960, and... No, that'‘s
null.
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Stack Reconstruction

00000000 00000000 0O0OOCOOOO

0x7005D8CO
0x7005DBEO
0x7005D900
0x7005D920
0x7005D940
0x7005D960
0x7005D980
0x7005D9A0
0x7005D9CO
0x7005D9EQ
0x7005DA00
0x7005DAZ20
0x7005DA40
0x7005DAEQ
0x7005DA
0x7005DAR0
0x7005DACO
0x7005DAEQ

00000000
00000000
7005d960
7005d9c0
00000002
00000000
fEEEfffef
00000000
7005daz0
7005da40
7005daal
7005da%0
7005daal

6d6£6465

6d6f6465

00000000

00000000
00000000
7005dbc0
00000000
7005dalo
dcbB82eb8
831e0000
00000000
dchB82eb8
0000003d
000000£p

6c735c70
dcabdblc

00000000
00000000
00000000
00000001
00000000
87376b54
00000000
00000040
8556c9c
QA000000
00000000
00000000
00000002
00000000
82225e50
2f727562
00000000
fEFFffff

0000000
00000
7005dagh
0000000
0Q#00000
fd500640
00000001
00000000
00000000
8281bdcO
00000000
7005dab0
00000000
00000000
626Cc655L
00000001
fEFFFFr e

7005da80

00000000
00000000
00000000
00000000
7005dad40
00000000
00000000
7005da%0
00000000
7005daf0
7005db10
TTelecec
00000000
00000000

Q000000
1ce94
go0o0002f
dd328c30
00000000
00000001
dc37e020
84elbeaB
dd7bb000
dc37e020
dd7bb000
dde7e780
84e0dfcs
dd7bb000
5£636569
0000001c
00000079

00000000
00000000
827e5634
00000002
00000000
fEfffffesf
00000000
82225a78
84d759%6c
87381880
82226128
87376b54
00000000
00000000
gebfc9d0
bce9eet’
00000000
00000000

00000000
00000000
ddalgga0
7005da%90
00000001
83120000
00000000
00000001
04£d0040
000700f£f
0000002¢
5f696e6e
00000000
00000000
5£646573
30310000
00000001
00000001

How about this one? No, that’s not a legitimate stack address.
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Stack Reconstruction

0x7005D8C0O 00000000 00000000
0x7005D8EO0 00000000 00000000
0x7005D908 SQ05dbc0

0x70050 7005d9c0

7005da20

7005da90

0x7005DR40

0x7005DRe0 ffffffff 86bal000
0x7005DAB0O bd6fede5 dcB78848
0x7005DAR0 7005db50 7469%6ft6e
0x7005DACO 6d6£6465 6c735c70
0x7005DAEQ 00000000 dcaedblc

005dalo
00000000 dcbB82eb8
ffffffff 831e0000

g0000000

00000000
00000000
00000000
00000001
00000000
87376b54
00000000
00000000
855fbc9c
00000000
00000000
00000000

82225e50
28727562
00000000
FEFFEFFFf

00000000 00000000 00000000
00000000 00000000 00000000
00000000 7005da80 8281c694
7005dac0O 00000000 0000002fF
00000000 00000000 dd328c30
00000000 00000000 0OOOOOOOO
dd500640 00000000 00000001
00000001 00000000 dc37e020
00000000 7005dad40 84elbeal
00000000 00000000 dd7bb000
8281bdc0 00000000 dc37e020
00000000 7005da90 dd7bb000
00000000 dde&7e780
Weldfcs

00000000
00000000
827e5634
00000002
00000000
fEfffffesf
00000000
82225a78
84d759%6c
87381880
82226128
87376b54
00000000
00000000
gebfc9d0
bce9eet’
00000000
00000000

00000000
00000000
ddalgga0
7005da%90
00000001
83120000
00000000
00000001
04£d0040
000700f£f
0000002¢
5f696e6e
00000000
00000000
5£646573
30310000
00000001
00000001

How about d920? Well, that links to d9c0, to da20, and that looks like a consistent
chain! And indeed if you follow that up you get back to main, so that looks real.

And of course you can write debugger scripts to do this for you, based on a guess at a

stack address.
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Register Fragments

Disassembly X RUIfE
Address: 0x82d968f0

(%) Viewing Options

Floating-Point Status
and Control Register '

FPSCR (32)

dtoold 82D968F0
82D968F4
82D968F8

82D968FC
82D96900

XER Register '

XER (32) SPR 1

Link Register

0:006>

Count Register

CTR (64/32) [SPR9

.eCXr
r0=85617a04

R30=0000000b
iar=00000000

r31=00000086 ct
msr=0000b030 1r=009

fmadds fr3,fr9,fr6,fr4

fmadds fr2,fr8,frs5,fr3 <
&

fsubs fri,fr2,fr7
fcmpu cr6,frl,fro

blt cr6,IsSurfaceInFrof ®

r1=701cf920

ctr contains last indirect jump target

=

>

v
v

82d968£0

Go To Source Code
QuickWatch...
Breakpoint

Show Next Statement
Run To Cursor

Set Next Statement
Show Address

Show Source Code

r2=20000000

Shift+F9

Alt+Num *
Ctrl+F10
Ctrl+Shift+F10

cr=22000042

Sometimes the registers contain trace evidence that can point near the fault. For
example, remember that ctr contains the address of the last virtual function called. So,
if your crash is due to a bad LR, CTR might still contain a pointer to the most recently
called virtual function, perhaps even the function that crashed. Even if not, it might be
some function called recently, which can be an important clue.
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Working Backwards: Case Study

BUG #84092: CRASH starting game.

“Happened only on the kits set to Swedish and Danish.”

\\dumpserver\Test26\undescriptivename.dmp
\\dumpserver\Test27\lessdescriptivename.dmp

Now let me take you through a fun one that actually came up while | was putting these
slides together.
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Calistack [PPU]
Type Function
o> 222 0x00000000
77? 0xDDDDDDDD
777 0xDDDDDDDD
777 0xDDDDDDDD

r0=0000000000000000
r1=00000000DO0FCC50
r2=000000000107EA10
r3=FFFFFFFFFFFFFFFF
r4=FFFFFFFFFFFFFFFF
r5=00000000DO0FCC99
r6=0000000000000000
r7=0000000000000020

ctr=000000000025AEA4——>| void CStdMemAlloc::Free( void *pMem )
1r=0000000000000000 PPC
pc=0000000000000000

| opened up one of those dumps and got this call stack, so | knew that a) something had
trashed my stack and b) | wasn’t going to have a good day. The first thing | looked at
was the registers pane, and | saw that LR was null, but CTR had a valid code address, so
| looked at that, and found it was pointing to... free(). Okay, that’s not very specific at
all.
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Calistack [PPU]

Type Function
o 277 0x00000000
72 0xDDDDDDDD
72 0xDDDDDDDD
772 0xDDDDDDDD

r0=0000000000000000
r1=00000000DO0FCC50
r2=000000000107EAL1O
r3=FFFFFFFFFFFFFFEE
r4=FFFFFFFFFFFEFEFEE
r5=00000000D00OFCC99
r6=0000000000000000
r7=0000000000000020

ctr=000000000025AER4
1r=0000000000000000
pc=0000000000000000

dress [rl

j & 8 | Columns 4 vl
DOOFCC50 FFFFFF22 00000000 00000000 00000000
DOOFCCeO 00000000 00000000 00000000 OOOOOOOCO
DOOFCC70 00000000 00000000 00000000 0OOOOOQOO
DOOFCC80 00000000 00000000 FFFFFF30 FFFFFFFE
DOOFCCY90 FFFFFF9E FFFFFF1C FFFFFF3E FFEFFFE4
DOOFCCAQ FFFFFFC3 00000000 00000000 00000000
DOOFCCBO 00000000 00000000 00000000 0O0OOOOOOO
DOOFCCCO 00000000 00000000 000CO00D 0OOOOOOO
DOOFCCDO 00000000 00000000 FFFFFFTB FFFFFFES
DOOFCCEO FFFFFFO6 00000000 00000000 FFEFFFFGS8
DOOFCCFQ FFFFFFFF FFFFFF13 00000000 00000000
DOOFCDOO 00000000 00000000 00000000 OQOOODOOQO
DOOFCD10O 00000000 00000000 00000000 OOOOOOOCO
DOOFCD20 00000000 00000000 FFEFFEFTS FFFEFFFFR
DOOFCD30 FFFFFFOD 00000000 00000000 FFFFFET3
DOOFCD40 FFFFFFFD FFFFFFOE 00000000 00000000
DOOFCD50 00000000 00000000 00000000 OOOOOOOO
DOOFCD60O 00000000 00000000 00000000 00000000

= oo

Fal ray

ray FaWa¥a

Pt et bk L]

fmbm bl mb mt b T e

Well, rlis still legit, so it points at the stack. What’s on my stack frame? A bunch of
zeroes and FFs, apparently, so | can see my stack has been well and truly trashed for

quite a ways.
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Remember that stack frames form a linked list in memory, where the “backchain” cell
of each frame is the pointer to the previous frame. The way that the debugger
reconstructs your call stack pane is by walking that linked list. Previously | showed how
to do that by hand by looking upwards a few frames past the damage, but here it looks
like the entire stack has been... stepped on.
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Locals

Return Addr
Old Stack Ptr

Locals

Return Addr
Old Stack Ptr

Locals

Return Addr
Old Stack Ptr

Except when you “return” from a frame, you don’t actually delete anything. You just
move the pointer up. The old frames, from the functions you called, stay there in
memory like ghosts.
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Calistack [PPU] Address 1l ;I & 8 ‘ Columns 4 vl

‘ Type Function -
o> 727 000000000 DOOFCC50 FFFFFF22 00000000 00000000 00000000
77? 0xDDDDDDDD DOOFCC60 00000000 00000000 00000000 00000000
72? 0xDDDDDDDD DOOFCC70 00000000 00000000 00000000 00000000
ez d I alalatatatalalal DOOFCC80 00000000 00000000 FFFFFF30 FFFFFFFE
| GoToAddress kG| FFFFFFOE FFFFFF1C FFFFFF3E FFFFFFE4

Go to Module Alt+G

Sace FFFFFFC3 00000000 00000000 00000000

»» 00000000 00000000 00000000
DOOFCCCO 0000000 00000000 00000000

r0=000000000C. G°T°§°"'<°
r1=00000000D00FCC50

r2=00000 —

L3=FFFFF void CFont: :GetCharRGBA (
r4=FFFFF

£5=00000 wchar t ch,

r6=00000 int rgbaWide, int rgbaTall,
=1=00008 unsigned char *pRGBA )

ctr=0000
1r=000000
pc=0000000000000000

DOOFCD50 00000000 00000000 00000000 00000000
DOOFCD60 00000000 00000000 00000000 00000000

DONEFCDTIA Q0000000 _0N0NN0AN FEEFEEPE2R FEEFEEEEQ

So, on the assumption that my function must have previously called some other
function in the past, | looked *down* the stack — towards where a callee’s frame would
have been — to look for any frames that pointed at the current rl in the exception.

And there is one! Okay, if that’s a backchain, then the old return address must be here,
try looking that up in the code, and...

Boom, at some point, we called: void CFont::GetCharRGBA( wchar_t ch, int rgbaWide,
int rgbaTall, unsigned char *pRGBA )

83



Game Developers Conference’ 2011

DODFCCOD 00000000 DOOFCCBO 00000000 00259D20 00000000 0120BB7C 00000000 00000001
DODFCC20 00000000 0DAODODA 0D00DODA FFFFFF6C
DODFCCAD  FEFFFFFA FFFFFFFF FFFFFEFF FEFFEFDY EFFFFE22 00000000 00000000 00000000
DODFCCED 00000000 0DAODODA D0DADOOD DDOO0ODG 00DAON00 0DOOOODO DODODDOD 00000000
DODFCCAD 00000000 0DOODODO FRFFFF30 FFFFFFFE FFFFFFOE FFEFFFIC FRFFFFIE FFEFEFE4
DODFCCAD  FEFFFFC3 0DA0DODA 00DODDDO D000000G 00000000 0DO0DODO DODODDOO 0OGOODDG
DODFCCCD 00000000 0DOODODO DODODODO 00000000 00DO0N00 0DO0DODO FFFFFETE FFFFFFFE
DOOFCCED  FFFFFFO6 00000000 00000000 FFFFFFGS FFFFFEFF FFFFEF13 00000000 00000000
DODFERED 00000000 0DAODODO DODODDRO DOBOODDA DODOON00 0DOODODO DODODOOO 0OGOODDO
DOOFCDZ0 00000000 00000000 FFFFFETS FFFFFFFB FFFFFFOD 00000000 00000000 FEFFFET3
DOOFCRA0  FFFFFFFD FRFFFFOE 00000000 00000000 00000000 00000000 00000000 00000000
DODFCDED 00000000 00Q00000 000A0000 00000000 00000000 00000000 FFFFFE23 FEFFFFFY
DODFCDAD  FEFFFFB6 FRFFFF3F FRFFFFSF FFFFFFEE FFFFFFBO 00000000 D0DODD0O 00000000
DOOFCOAD 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
DOOFCDCO 00000000 00DA0DODO 00DODOOD FFFFFF52 FFFFFFED FFFFEFFF EFFFFEFF FEFFFFCL
DODFCDED  FEFFFF14 00000000 00000000 00000000 00000000 00000000 00000000 00000000
DOOFCEOD 00000000 00000000 00000000 00000000 00000000 00000000 OO00D000 O0OO00000
DOOFCE20  FFFFFF0S FFFFFF37 FRFFFF27 00000000 00000000 00000000 00000000 00000000
DOOFCE4D 00000000 00000000 00000000 00000000 DODOOO00 DO0ODODO O00ODDOD 00000000
DOOFCEGED 00000000 00DO0DODO FFFFFE3S FFFFFFBO FFFFFFA0 FFFFEFBO0 FFFFFES0 FEFFFFBO
DOOFCES0 FFFFFF80 FFFFFFOC 00000000 00000000 00000000 00000000 00000000 00000000
DODFCEAD 00000000 0DAODODO DRDODDDO D0OO0DDA DODAOD00 0DOODODO FFFFFESF FEFFFFFF
DODFCECO  FEFFFFFF FFFFFFFF FFFFFEFF FEFFEFFE FFFFFEFF FFFFEFAD 00000000 00000000
DOOFCEED 00000000 00DO0DODO 00DODO0OD 00000000 00000000 0DOOOODO DODODDOO 00000000
DODFCEFOD 00000000 00000000 FFFFFFES FEFFEFFE FEFFFEFF FFEFEFFF FFFEFFEF FEFFEFFE
DODFCE2Z0  FEFFFFFF FFFFFFS2 00000000 00000000 00000000 0DOODODO DODODDOO 00000000
DOOFCF40 00000000 00000000 00000000 00000000 00000000 FFFFFF2D FFFFFFFF FFFFFFFF
DOOFCFE0 FFFFFFFF FFFFFFFF FFFFFEFF FFFFFFFF FFFFFEFF FEFFEFDT 00000000 00000000
DODFCEAD 00000000 00A0DODO DODADDRO 00OO000O 000O0000 0DOODODO DODODOOO 0OBOODDN
DOOFCFAD 00000000 FFFFFFI4 FFFFFFFF FEFFFFFF FEFFFFFF FFEFFFFF FRFFFFFF FEFFFFFE
DOOFCFCO  FRFFFFFF FRFFFFFF FEFFFFLID 00000000 00000000 00000000 00000000 00000000
DODFCFED 00000000 00000000 00000000 00000000 00000000 FFFFEFBE FFFFFEFF FEFFFFFF
DODFDOBD  FEFFFFFF FFFFFFRBO FRFFFEFF FRFFFFFFE FEFFFFEF FFEFFFFE FRFFFFEZ 00000000
DOOFDOZO 00000000 00000000 00000000 00000000 0OOO0000 00000000 00000000 00000000
DOOFDO4D  FFFFFFOA FFFFFFFS FFFFFEFF FFFFEFFF FFFFFEFF FFFFEF3C EFFFFEFF FEFFFFFF
DODFDOED  FFFFFFFF FFFFEFFE FEFFFEAS 00000000 00000000 00000000 00000000 00000000
DODFDOAD  000G00DCO 0DAODODA DBDODODO OOOO0DDO FFFFFFAY FFFFEFFF FFFFFEFF FEFFFFFF
DODFDOAD  FFFFFFEE FFFFEFDL FFFFFEDT FEFFEFFE EFFFFEFF FFEFEEFF FFFFFEER FEFFFFOL
DOOFDOCD 00000000 0DA0DODA D0DADOOD DOODOODA 00DA0O00 DDOOOODO DODODOOD 0OOUODDO
DODFDOED  FFFFFFS0 FFFFFFFF FRFFFERF FFFFFFFF FFFFFFRT 00000000 FRFFFFOB FEFFFFFF
DODFDLO0  FEFFFFFF FFFFFFFF FFFFFEFF FEFFEFI2 00000000 00000000 00000000 00000000
DOOFDIZ0 00000000 0DOODODO 0ODADODOD 00000000 FFFFFFDT FFFFEFFF FFFFFEFF FEFFFFFF
DOOFD140  FFFFFFTE 00000000 FFFFFESF FFFFFFFF FFFFFEFF FFFFEFFF EFFFFEFF FEFFFET4
DODFDIED 00000000 0DAODODO DBDODDDO D0BOODDA DODAODOO 0DOODODO DODODDOO FFFFFFIE
DOOFD1A0  FFFFFFFF FFFFEFFF FRFFFEFF FFFFFFFF FFFFFF46 00000000 FFFFFF23 FFFFFFFF
DOOFD1AD FFFFFFFF FFFFFFFF FFFFFEFF FFFFFFED 00000000 00000000 00000000 00000000
DOOFDICO 00000000 00Q00000 00000000 FEFFEFES FEFFFEFF FFEFEFFF FFFEFEEF FEFFEFFE
DODFDIED  FEFFFFOF 0DO0DODO 00DODDDO FFFFFFEG FFFFFFFF FFFFEFFF FRFFFEFF FEFFFFFS
DOOFDZOD  FFFEFEOA 0DO00O000 00000000 00000000 00000000 00000000 00000000 FEFFFFAC
DOOFDZ2Z0  FEFFFFFF FFFFFFFF FFFFFEFF FFFFEFDS 00000000 00000000 00000000 FEFFFFAB
DOOFD240 FPFFFFFF _FFFFFFFF _FFFFFFFF _FFFFEFFF _FPFFFE48 00000000 00000000 00000000

Armed with this knowledge, we can go back to the memory window and make an
educated guess about the pattern there. Does it show up with eight column width?
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DOOFCRCO
DODFCCOD
DODFCC4n
DOOFCCADn
DODFCCCD
DODECDOD
DODFCDAD
DODFCRAD
DOOFCDCD
DODFCERD
DODFCEAD
DOOFCERD
DOOFCECD
DODFCFBD
DOOFCFA0
DOOFCFAO
DODFCFCO
DODFDOCD
DOOFDO40
DOOFDOBD
DOOFDOCH
DOOFDLO0
DODFDL4D
DOOFDLAD
DODFDICD
DODFDZ00
DODFDZAD
DOOFDZA0
DODFDZCD
DODFD300
DODFD3AD
DOOFD380
DODFD3CO
DODFDABD
DOOFDA4D
DOOFDABD
DODEDACD
DODFDSB
DOOFDS40
DOOFDSED
DODEDSCH
DODFDEOD
DOOFDG4 0
DOOFDESD
DODFDECD
DOOFDTO0
DOOFDTAD
DOOFDTH0
DODFDTCO
DODEDE00
DODEDEAD

=3

erence 20

11

00000000

DOOFCCS50

0107EALQ

00000000 DOOFCCBO
FFFFFFFA FFFFEFFF
00000000 00000000
00000000 00O000DO
00000000 00A00D0DO
FFFFFFFD FFFFFFDE
FFFFFFE6 FFFFEFIF
00000000 00A0O0DA
00000000 0DAOOODA
00000000 00ANOODA
FFFFFFA0 FFFFFFOC
FFFFFFFF FEFFFFFF
00000000 0DAOOODA
00000000 00000000
00000000 00000000
FEFFFFFF FFFFEFEEF
FFFFFFFF FFFFFFRO
FFFFFFOR FFFFFFFS
00000000 00000000
00000000 00000000
FFFFFFFF FEFFEFEF
FEFFFETE 00000000
FFFFFFFF FFFFEFFF
00000000 00A000DA
FEFFFFOA 00000000
FFFFFFEF FFFFFFFF
00000000 00000000
FFFFFFFF FEFFFFFF
00000000 00A000DO
FFFFFFFF FFFFFF10
FFFFFFFF FFFFFFFF
FFFFFFFF FEFFFFFF
FFFFFFEF FFFFFFFF
00000000 FFFFFFOC
FFFFFFFF FFFFFFFF
00000000 FFFFEF!
00000000 0DAIOODA
FFFFFEFF FEFFEF50
FFFFFFET FEFFFFOC
FFFFFFOC FEFFFFIC
00000000 00AODODA
00000000 00000000
00000000 ODADDODO
00000000 0DAOOODA
00000000 00000000
00000000 00000000
00000000 ODADDODO
00000000 00000000
00000000 00A00000
003000030 00000000

]
&

00000000
FEFFFFFF
FFFFFEI0
00000000
00000000
00000000
FFFFFESF
00000000
0000000A
00000000
00000000
FFFFFEFF
FFFFFFES
00000000
00000000
FFFFFFLD
FFFFFFFF
FFFFFFFF
00000000
00000000
FFFFFEFF
FEFFFESF
FFFFFEFF
00000000
00000000
FFFFFEFF
00000000
FFFFFEFF
FFFFFFB1
000ADDDA
FFFFFFFF
FFFFFEFF
FRFFFEAQ
FFFFFERF
FFFFFFZE
FFFFFEFF
0000D00A
00000000
FFFFFFIC
FFFFFFIC
00000000
00000000
00000000
0000D00A
00000000
00000000
00000000
00000000
00000000
00000000

Sixteen column?

00299D20
FFEFFFDY
FFEFEFFE
00000000
00000000
0D00DODA
FFEFEFEE
FFFFEF52
0D0OD0ODO
0D00D0DA
00000000
FFFFEFFF
FFFFEFFF
00000000
00000000
00000000
FFFFEFFE
FFFFFFFF
00000000
00000000
FFFFFF32
FFEFEFFEF
FFEFFFFF
FFFFEFGS
00000000
FFFFEFFF
FFEFFFGE
FFFFEFGF
FFEFFFFEF
0D00DODA
FFFFFFFF
FFFFEFFF
FFEFFFIC
FFEFEFFE
00000000
FFEF
0D0ODODO
00000000
FFFFFFOC
FFFFFF21
00000000
00000000
00000000
0D00DODA
00000000
00000000
00000000
00000000
00000000
0D0gDODA

00000000
FFFFFF22
FFFFFEOE
00000000
00000000
00000000
FFFFFERO
FFFFFEED
00000000
00000000
00000000
EFFFFEFF
FFFFFFFF
00000000

0120B87C
00000000
FFEFFFIC
00000000
00000000
00000000
00000000
FFFFEFFF
00000000
00000000
00000000
FFFFEFAD
FFFFFFFE
FFFFFF2D

00000000
00000000
FFFFFEIE
FFFFFETR
00000000
00000000
00000000
EFFFFEFF
00000000
00000000
00000000
00000000
FFFFFFFF
FFFFFFFF

00000001
00000000
FFFFFFEA
FEFFFFFA
00000000
00000000
00000000
FFFFFFCL
00000000
00000000
00000000
00000000
FFFFFFFF
FEFFFFFF

00000000
00000000
FFFFFECI
EFFFFEQG
00000000
0DOO0DOD
00000000
FFFFFEL4
FFFFFFOD
0DOO0D0D
00000000
000ODO0D
FFFFFFFF
FFFFFFFF

00000000

00000000

00000000
FFFFFEFF
FFFFFEFF
FFFFFE4S
00000000
00000000
FEFFFEFF
FFFFFE46
FFFFFEFF
00000000
FFFFFEA8
FFFFFEFF
FFFFFELO
FEFFFEFF
00000000
FFFFFFFF
EFFFFEFF
FFFFFETC
FFFFFERF
00000000
Fl F
00000000
00000000
EFFFFESC
00000000
00000000
00000000
00000000

00000000
FFFFEFFE
FFFFFF3C
FFFFEFFF
00000000
00000000
FFEFEFFEF
00000000
FFFFEFFF
00000000
0000D0DO
FFFFEFFE
FFFFEF10
FFEFFFFEF
00000000
FFFFFFSE
FFFFEFFF
FFFFFFIC
FFEFEEFE
FFFFFFE3
F

FFFFFFS3
00000000
FFFFEF10
00000000
00000000
00000000
00000000

00000000
FFFFFFE2
FFFFFFFF
FFFFFEFF
00000000
00000000
FEFFFEFF
FFFFFE23
EFFFFEFF
00000000

00000000
00000000
FEFFFFFF
FFFFFFFF
00000000
00000000
FEEFFE78
FFFFFFFF
FFFFFFFE
FEFFFFAC

00000000
0DOO0DOD
FFFFFFFF
FFFFFFEE
FFFFFF30
00000000
00000000
FFFFFEFF
FFFFFEOF
EFFFFEFF

015271A4
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
FFFFFF37
00000000
00000000
00000000
FFFFFFO2
FEFFFFFF
FFFFFF74
00000000
00000000
FFFFFFFF
FFFFFFOL
FFFFFFFF
00000000
00000000
FFFFFFFF
00000000
FEFFFFFF

FFFFFEFF
FFFFFELO
FEFFFEFF
FFFFFECT
00000000
EFFFFEFF
FFFFFETC
FFFFFELG
FFFFFEFF
FFFFFET3
FFFFFFFF
00000000
00000000
00000000
00000000
00000000
00000000

FFFFFFFF
FFFFFFAL
FFFFFFFF
FFFFFFFF
00000000
FEFFFFFF
FFFFFFIC
00000000
FFFFFFFF
00000000
FFFFFFFF
00000000
00000000
00000000
00000000
00000000
00000000

FFFFFEAE
EFFFFEFF
FFFFFEFF
FFFFFEFF
00000000
EFFFFEFF
FFFFFETF
00000000
FFFFFEFF
EFFFFE2ZA
FFFFFFFF
00000000
000ODO0D
00000000
00000000
00000000
00000000

000000040
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFF11
FFFFFFA3
FFFFFFFE
00000000
FFFFFFD3
FFFFFFFF
FFFFFFFF
FFFFFF14
00000000
00000000
00000000
00000000
00000000

00000000

00000000
00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000

00000000
00000000

00000000
0D00D0DA

00000000
00000000

00000000
0D00O0DO

00000000
DDO00DOD

000000040
00000000
00000000
00000000
00000000
0DO00DDO

00000012
00000000
00000000
00000000
00000000
FFFFFETS
DOO0DOD
00000000
00000000
FRFFFF27
FFFFFEI5
00000000
00000000
00000000
FFFFFFFF
FFFFFEFF
00000000
00000000
FFFFFFAB
FFFFFEDT
FFFFFFFF
00000000
00000000
FFFFFEFF
00000000
FFFFFEFF
FFFFFF03
00000000
FFFFFEFF
FEFFFERF
FFFFFEFF
FFFFFFFC
00000000
FFFFFFFF
00000000
00000000
FFFFFEFF
FFFFFFRD
FEFFFEFE
00000000
00000000
ADOOODOY
00000000
00000000
00000000
00000040
00000000
00000000
00000000
00000000
00000000

00000000
00000000
00000000
00000000
FFFFFF68
FFFFFFFB
00000000
00000000
00000000
00000000
FFFFFFB0
00000000
00000000
00000000
FFFFFFFF
FFFFFFFF
00000000
0DO000DOO
00000000
FFFFFFFF
FFFFFFFF
00000000
00000000
FFFFFFRD
FFFFFFEG
FFFFFEDS
FFFFFFEF
000000040
FFFFFFFF
FFFFFFFF
FFFFFFFF
FFFFFFFF
00000000
FFFFFFFE
00000000
00000000
FFFFFFFF
00000000
FFFFFEFF
00000000
00000000
00000000
00000000
00000000
0D0000OO
000000040
00000000
00000000
00000000
00000000
0DA00DOA

00000000
00000000
00000000
00000000
FFFFFEFF
EFFFFEOD
0DOOODDY
00000000
000ODDDD
0DOO0ODDD
FFFFFFR0
00000000
000ODODD
0DOO0DDD
FFFFFFFF
FFFFFFFF
00000000
DDOOODDE
00000000
FFFFFEEF
FFFFFFBT
FFFFFEDT
00000000
00000000
FFFFFEFF
00000000
FFFFFFEF
00000000
FFFFFED3
FEFFFEFF
FFFFFEFF
FFFFFFFF
0000DDDD
FFFFFFFF
00000000
00000000
FFFFFEFF
FFFFFFT1
FFFFFEFF
000ODDDD
00000000
0DO0ODDY
00000000
00000000
DDOOODDE
DOO00000
00000000
00000000
00000000
00000000
DDO00DDD

00000000
00000000
00000000
00000000
FFFFFF13
00000000
0DA000DA
00000000
00000000
0DA000DA
FFFFFFB0
00000000
00000000
0D0000DA
FFFFFFD7
FFFFFFFF
FFFFFFBB
0D0000DA
00000000
FFFFFFFF
00000000
FFFFFFFF
00000000
0na0000a
FEFFFFFF
00000000
FFFFFFFF
00000040
00000000
FFFFFFFF
FFFFFFFF
FFFFFFFF
FEFFFF55
FFFFFFET
FFEFFED
00000000
FFFFFF92
FFFFFFFF
FEFFFEFR
00000000
00000000
0DA000DA
00000000
00000000
0D0000DA
0Da0000a
00000000
00000000
00000000
00000000
0D0000Da

00000000
00000000
00000000
00000000
00000000
00000000
FFFFFF23
00000000
00000000
00000000
FFFFFFA0
FFFFFFSF
00000000
00000000
00000000
FFFFFFFF
FFFFFFFF
00000000
00000000
FFFFFFER
FFFFFF9B
FFFFFEFF
00000000
00000000
FFFFFEFF
00000000
FFFFFFEF
FFFFFE 3R
00000000
FEFFFEFF
FFFFFFEF
FFFFFFFF
FFFFFEFF
FRFFFFOL
FEFFFEEF
00000000
00000000
FRFFFFFF
FFFFFEFG
FFFFFEGH
00000000
0D00000Y
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

0107EA1O
FFFFFF6C
00000000
0000000
00000000
FFFFFF13
FFFFFFFY
0000000
00A000DA
0DA000DA
FFFFFFBO
FFFFFFFF
0000000
0DA000DA
00000000
FFFFFFFF
FFFFFFFF
0D0000DA
00000000
FFFFFFOL
FFFFFFFF
FFFFFFFF
FFFFFF1E
0Da0000a
FEFFFFFA
FFFFFFAB
FFFFFFOC
FFFFFFFF
000000DA
FFFFFFFF
FFFFFFFF
FFFFFFFF
FEFFFFFF
0DA00ODA
FFEFFFFE
00000000
00000000
FFFFFFFF
FFFFFFOT
FFFFFFOC
00000000
0DA000DA
00000000
00000000
0D0000DA
0na0000a
00000000
00000000
00000000
00000000
0DA000Da
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DOOFCC20 00000000 00000000 00000000 00000000 00000000 00O

) 00000000 EE $22 00000000
FFFFERS

00000000 00000000 00000000 0000QO00 00000000

06 00000000 G00O0000 F!
0D 00000000 00000000 FFFFER
VA 3 A

DOOFCDBO 00000000 00000000 00000000 00000000 00000000 00000000 . 700000000 00000000 00000000 00000000 000
DOO! 0 00000000 00000000 00000000 00000000 GOOOOOOO 0DOOOCD0 0 00000000 r " 00000000 00000000 000D 00000000 00000000 G0000CO0 000BA00D
DOOFCES0 0000000 000DG00O 00000000 GODOOOOD 00O0OOOD 0000OGDO ) FFEFFFOC 00000000 00000000 00000000 0000000 G00DAOOD 000000
DOOFCEAO 00000000 00000000 00000000 000! ) 00000000 00000000 * FFEFFFAD 00000000 0 G0000000 0000DA000 A00DAOOD 00000AC
DOOF 00000000 00000000 00000000 000 00000000 0000000 FF 2 00000000 00000000 00000000 00000000
DOOFCF40 00000000 00000000 00000000 00000000 00O0HOD FFFFFFDT 00000000 00000000 00000000 00000000 00000 00000000
DOOFCFS0 00000000 00000000 00000000 00000000 00000000 3 FFFE 3 3 00000000 00000000 00000000 00000000 00000000
DOOFCFEO 00000000 00000000 00000000 00000000 v 00000000 00000000 0000000 000DA00D 00000000
DOOFDO30 00000000 00000000 G00DO00D 00000000 00000000 000DA000 00000000 GO00GA0D GOODOAOD
DOOFDOS0 00000000 00DO0A0D 000DOOOE 0D0DOCDD FFFFFFO1 00000000 00000000 00000000 00000000
DOOFDADO 00000000 00000000 00000000 00000000 FFFEFF32 00000000 00000000 00000000 00000000
DOOFD120 0000G000 00000000 0000000 00000000 "FFFFF78 00000000 0O 000 00000000 00000000
DOOFD170 00000000 00000000 00000000 FFFFBD 00000000 00000000 00000000 00000000
DOOFD1CO 00000000 00000000 G000O0DD g 00000000 00000000 000DA000
DOOFD210  00D0OOOD 00000000 00000000 00000000 00000000 0000000
DOOFD260 00000000 0D0DDOOD 00000000 00000000 FFFFFF6F 2 00000000 000DAQ00 000DA00D
DOOFD2BO 00000000 00000000 FFFFFF10 FFFFFF10 FFEFFFA1 00000000 00000000 00000000
DOOFD300 00000000 0000000 ) “FFF 3 FEFF FFEFFFFE FFEFFFFE FFEFFFEE F FFFFF19 00000000 00000000
DOOFD3S0 00000000 00000000 [ FFFSE 00000000 00000000
DOOFD3A0 00000000 FFFFFE g83 00000000 00000000
DOOFD3FO 00000000 FFFFFO1 00000000
DOOFD440 00000000
DOOFDA90 00000000
DOOFDAED 00000000 00000000 00000000 00000000 00000000 00000000 00000000 FF! 3 3 000000
DOOFDS )000000 00000000 00DO000D )0 0000000 )00000 00000000
D00 EEFFIC FFF10 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
DOOFDSDO 00000000 00000000 G00DOCOC 00000000 00000000 00000000 00000000 00000000 0AOC000D 00000000 00D0COOO 00DOO0OOD 00DDONOD 000DOOOO 0000A0CO 000OG00D 00000000 GOOD 00000000
DOOFD620 00000000 00000000 000DAO00 0000GO0H 0000DA0D 00000GOO 00OHA0DO 00000000 00DONOOD GOOOGOO 00000000 0000GOOD 00000000 00D0ON0D GOOOOGOO 00000000 00000000 GODOOOOD GOCDOCOD 000DAN0D

D000 G00DOG00 0000000

00000000
00000000
00000000 FF

00000000 FFFFFFAB

0000000

FFFFF16 H000 00000000 00000000 00000000 0000
00000000 00000000 00000000 00000000 00000000 00000000 00000000

)00 00000000

E
F
F
F
E

Twenty column?

Do you see it?

ENHANCE!

And our stack frame — it’s too small for you to see — is supposed to be there!

So what happened here is our font had bad metrics for certain diacritics, and in this

case when we went to render the Swedish A, the circle actually poked up out of its
memory and into the stack frame!
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COLLECTING

EVIDENCE

Making All The Bodies End
Up In The Same Place

Returning to the subject of core dumps and getting them from QA. You want to have all
your core dump files end up in a central location. Consider the alternative: let’s say
each tester, on encountering a crash, enters a bug. Then to that bug she attaches a
dump file, like attaching it to an email. So you have a lot of bugs each with dumps in
them. Okay, that’s fine when you have one tester...
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Ad Hoc Bugging

..playing one image...
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Ad Hoc Bugging

But really you have a fresh image every day.
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different platforms.

And lots of testers on

95



Lots and lots of different platforms. Maybe PC and Mac too.

Managing each crash individually like this is the road to madness.
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Collect Your Evidence In One Place

So it can help a lot to configure each of your testing endpoints so that they
automatically upload all of their dumps to a centralized place, or at least you have
some automated process that sweeps them there. Once you’ve got that level of
automation, you can add a bunch of other useful steps to it as well.
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Review: Anatomy of a Core Dump

Sometimes

Usually

* Name/timestamp of app
* CPU context (registers)
* Exception data

* List of running threads
— CPU context for each
— Their callstacks

* List of loaded modules
* Memory address maps

Entire contents of stack
OS state
— Names of other processes
— Mutexes, etc
Entire process memory (“full
dump”)
— On 360, not “physically
mapped” pages
Custom additions

What’s in a dump?

Exception data: what caused the crash. Was it a segfault, an invalid instruction?

On the 360, if you have any memory mapped via “physicalalloc”, ie to get a 16mb page,
it won’t appear in a dump file even if you’ve configured for “full dump.”
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Symbols

* A symbol file maps source-level constructs to machine
code and addresses in the executable.

e Produced by compiler/linker along with exe
* Debugger needs matching:

— Source

— Executable

— Symbols

— Data

Symbol files get invalidated whenever the output binary changes, so

Each platform has its own format of symbol file.
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PDBs

MSVC and other Microsoft tools
Proprietary format

Generated alongside .exe’s and .dll’s

Symbols available even for “release” builds

Windows uses the Program DataBase format. The symbols go into separate PDB files
that are generated alongside the main executable dlls. One consequence of this is that
the “release” configuration doesn’t omit symbols from the executable — you always
have symbols available for anything you build, so long as you keep the PDBs around.
The difficulty of optimizing release Windows builds is mostly due to optimizer
rearrangement.
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DWARF format
mygame.elf

e GCC derivatives —

(Linux & PS3) e
* Symbol data is part of 2 :

the .elf Sy =—
* Debug data “stripped” Oata

from retail elves bt

http://dwarfstd.org/
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.dsym

* Apple executables
contain symbol data

* Symbols can be
omitted, or stripped
into a separate file

foo.app

.ELF Header

Program Load
Header

Code

Data

Code

Data

Debug Info
(DWARF)

—

.dSYM

On Mac, symbol info also gets cooked into the executable, but dsymutil lets you strip it

out into its own file. Also, most released executables have some light symbol info,
enough to get the function names for a call stack, though not source line numbers.

103



Game Developers Conference’ 2011 VALVE

Making a Symbol Server

* Changing the binary changes symbols

e Y crash, you need the exact same version of:
— Exe that made it
— Symbols
— Source code

* And a way to figure out where to get the info
corresponding to a given dump!
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Making a Symbol Server (PC/360)

.exe/.dlls get signatures from timestamp&size

which identify PDBs for a given source .exe

A PDB symbol server is just an ordinary
Windows fileshare

Use symstore.exe to make one

Windows/360

MSFT documentation for symbol store:
http://msdn.microsoft.com/en-us/library/ms681417(VS.85).aspx
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Matching Dumps with Symbols (MSVC)

Options l - - LY fi )

Fonts and Colors a| Symbols
&@-Help i k Using symbol files from an unknown or untrusted location can be harmful
Import and Export Settings 4o to your computer.

International Settings

Reyboard —|  Symbolfile (pdb) locations: BB
Startup
Task List \\perforce\symbols

Web Browser
- Projects and Solutions
- Source Control
Text Editor
- Database Tools

&G
&

m

&

Cache symbols from symbol servers to this directory:

=) Debugging
General U:\SYMBOLSRV

Edit and Continue
Just-In-Time
Native Load symbols using the updated settings when this dialog is closed
Symbols
Device Tools

r [7] Search the above locations only when symbols are loaded manually

23]

3

MSVC can connect a dump with its symbols so long as you tell it where to look for the
symbol database.
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Making a Symbol Server (PS3)

* You have to roll your own. Here’s how we did.

* Recent compiler versions can cook a GUID into the
.elf/prx by hashing the image:

14 - .PpuGUID:
Type:

SHT_PROGBITS (0x00000001)

u:\image\P53 GAME\USRDIR>copy mygame,self
\\symbolserver\mygame\OADB4C68-40778791-E1CAL15D1-013F89A2-B1B3866A\mygame.self

u:vimage\PS3 GAME\USRDIR>ps3bin --dump-sections=.PpuGUID mygame.self

Flags: SHF ALLOC

Address: 0x00000000000AED50 | Offset: 0x000000000009ED50

Size: 0x0000000000000020 | Link: 0x00000000

Info: 0x00000000 | Blign: 0x0000000000000008

Entry Size: (0xz0000000000000000
0x000ARED50 7F 47 55 49 44 01 00 00 OA DB 4C 68 40 77 87 91 .GUID..... Lh@w. .
0x000AED60 E1 CA 15 D1 01 3F 89 A2 Bl B3 86 6A 00 00 00 00 ..... IREEEE Jo...

Doing the same on the PS3 is going to require a little more manual effort. The compiler
and linker can cook a GUID into each elf and prx by hashing the binary image (which
means the GUID will be the same if you rebuild the image from the same source). You
can extract that GUID from the binary with something like ps3bin.exe, and then store
the .self, which contains the symbols, in some kind of database.

| find a simple filesystem works pretty well as a database — just put each file under a
directory named after the GUID.
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Matching Dumps with Symbols (PS3)

[0 oy

S .. Process, ID = 0x01230500, Total Memory Usage = 0x0B21D000 (178.1 MB)
@-# PPU Threads (30)
4-F_ Semaphores (31)
©-8 Mutexes (133)
i Light Weight Mutexes (145)
#? Condition Variables (21)
&7 Light Weight Condition Variables (14)
1 Reader Writer Locks (6)
#_ Event Queues (11)
) Modules (48), Mem Size = 46.9 MB (.text = 0 Bytes, .data = 46.9 MB)
# Memory Containers (2)
-5 Event Flags (5)

&858

&

o

Attribute = Value

Filename /dev_bdvd/PS3_GAME/USRDIR/EBOOT.BIN
GUID

Local Memory 0x07BE0000 (123.9 MB)

Module Data Size 0x00B50000 (11.3 MB)

Module Text Size 0x02680000 (38.7 MB)

Other 0x0037D000 (3.5 MB)

Shared Memory 000020000 (128 KB)

Text Size 0x000A0000 (640 KB)

0x0B21D000 (178.1 MB)

Total Memory Usage

Options

B vl

&3 Environment
Keyboard
Display
AutoComplete
Clipboard
Workspace
History
Source
vsl
Fonts and Colors

23 Projects
Project Options
Path Mappings

% Search Directories
Stepping Control

3 PS3
PPU Debugging
SPU Debugging
Reset Parameters

| Search Directories

Search path: [PRX Files 1

Drectories BEo%ckXxt |l
\\fileserver\user\PS3\Portal2_Staging\PDB: -00000000-

Adding subdirectories

Once again, it’s a little harder with Sony. A crash dump will contain the GUID of the
executable that emitted it, but getting that info is tricky. You can load your dump in the
Target Manager or the debugger and then look at the Process section of the kernel
pane; that will contain the GUID, which you can then use to find wherever you put your

symbol files on a server.
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Matching Dumps with Symbols (PS3)
ELF header |4 Fite Format of the Core File

-rodata

{ .data

Section header table

ps3debugger.exe —-f —-coredump <filename> <symbolpath>

The alternative is to use the fact that dump files are also .elfs and Sony’s

documentation of the core file format to go digging through the dump for the GUID

info. Once you have the GUID, again you use that to find your symbols in your server
and launch the debugger appropriately.

109



Game Developers Conference’ 2011

Automated Dump Collection

As mentioned before, it’s easiest if all of your minidump files end up in the same place
automatically. This isn’t hard; you can either configure your kits to all write their dump
files to a shared file server, or you can have each PC and kit emit the dumps to their
local hard drives, and then you write some scheduled task or other robot that sweeps
them over to your central location. You can get fancy with databases if you like.
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Automated Dump Triage

* Preliminary, basic info without having to open a
debugger

— ie, Call stack, exception type, registers in a .txt file
* Sorting and grouping crashes by cause
* Overview statistics to set priority and spot trends

See also...

“Debugging in the (Very) Large: Ten Years of Implementation and Experience”
Microsoft: Kirk Glerum, Kinshuman Kinshumann, Steve Greenberg, Gabriel Aul, Vince
Orgovan, Greg Nichols, David Grant, Gretchen Loihle, and Galen Hunt

What works for one dump doesn’t work for one hundred — as the incoming storm
scales up, you won’t have time to open each dump individually in the debugger.
Automating part of the process will free up more time to investigate each issue, and
psychologically, the easier it is to deal with a stability problem, the more likely a
programmer is to deal with it.

One good place to start is to rig a script to automatically get some basic information on
every dump, like exception type and a call stack, and put that into a .txt file next to the
dump in your repository; thus you can get basic info on each dump in five seconds
instead of waiting for ProDG to spool up.

These are individual steps you can take incrementally as your influx scales up — the
most important is the at-a-glance readout, then bucketing, etc.
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Automated Dump Triage

* MSVC (Windows/360): WinDbg/kd (command-line debuggers)

cf scriptfile —z core dump

.sympath+ srv*\\myserver\symbols add symbol path
lreload reload symbols
.ecxr print exception record
r print registers

kb print call stack

lm 1v print loaded modules
q quit

Windbg for robo-cracking on 360/windows
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Automated Dump Triage

—fooomp
— foo.dmp.txt

— bar.dmp
—= bar.dmp.txt

—* baz.dmp
—= baz.dmp.txt

Then you can make a scheduled batch file out of this and it can just march through your
dump repository generating its report for each one in turn.
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Automated Dump Triage

Iffileserver/images/
jan5_1230

Iffileserver/dumps/
kit12/436436/

“GUID = 1-2-3-4"

“GUID = 1-2-3-4"

Iffileserver/symbols/
1-2-3-4/*

On the PS3 again we had to build our own tools. Let’s go through the whole chain. Our
autobuilder pulls a changelist from perforce and starts building an image from it. Once
the executables have been compiled, a script parses through the .ELF for the GUID the
linker cooked in there, and then creates a directory on a central fileserver named with
that guid. It copies the entire .elf and .prx tree (because the executables are the
symbols in the .ELF format) onto the fileserver. Later, when a test kit emits a dump, we
copy that onto the fileserver as well. We use the ELF parser on the dump file to find the
GUID, which gives us the matching directory on the fileserver. Once we have that, |
manually walk the stack found in the dump file, correlate each address on the stack
against the symbols to come up with a function name, source file, and line number,
then emit an exception report onto the fileserver adjacent to the dump.
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Evolve Psychic Powers

analyze all.py > todaysdumps.txt

outlook.exe /c ipm.note
/m myself@example.com /a todaysdumps.txt

This is Arthur Fellig, a famous news photographer of the early 20t century. He was
better known under the name Weegee (Oujia), because of his preternatural ability to
show up at crime scenes before the police did. (He had one of the first police radio
scanners.)
So here is my Magic Batch File that emailed me the stack trace for every 360 crash
during Left4Dead QA in real time
hint: you can use this to pretend you are psychic and know about bugs
before they are submitted
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Always Do The Autopsy

* Don’t assume causes from symptoms
* At least eyeball the call stacks.

When in doubt about a crash, do the autopsy. You might find a surprising cause, or
reveal a core bug that hasn’t shown elsewhere.
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A THOUSAND POINTS OF DATA

Bugs Don’t Stop After Shipping
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Gathering Stability Data From Customers

* You can’t catch everything in QA
— e" user configurations out there
— 39 parties break your game

* Customers = 1,000,000 testers

* Builtinto OS:
— Windows: WinQual, emailing .mdmps
— Mac: Crash Report dialog, “please copy paste”

You can't catch every issue in testing, especially on PC

umpty-bazillion possible end user configurations means someone out
there is going to hit an edge case you didn't think of
third party software updates can break your game (ie graphics card
drivers) via incompatibility

By accumulating data from your customers, you get millions of testers for free

and can quickly roll that into updates.

Built in ways:
Windows: Winqual. having the customer email you a .mdmp.
Mac: the Crash Report dialog, and asking customers to copy-and-paste
the stack from it. That doesn't sound like a good time.

118



Game Developers Conference’ 2011

Write Your Own Exception Handler

App

Exception Handler

Dump Writer <

L Vel
CPU Registers
(call stack:)
main()
doFrame()
doPhysics()

collide()

Other Thread
Stacks

¥

Process Memory

— YOU

Core Dump
email

Replacing the default exception handler lets you write your game so that it does smart

things with crashes, like emailing them to you.
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Breakpad

Build System
strip debug Breakpad symbol
info (—

......... -
! Breakpad client minidump
writes minidump... ‘ processor
...and submits it \

to crash collector =

e “ihshiinsan g DN I——

]

I

ey

Human-readable

User's System Crash Collector

How Valve uses Breakpad to send us data along the steam-tubes (with screenshots
each step of the way)

Breakpad is a joint Google/Mozilla effort to create a multiplatform crash-reporting
system. As used in Firefox.

We use it on all of our platforms, including our Linux dedicated game servers.
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mozilla crash repor

Firefox Crash Data 79 a IR 25 cays

Crashes per Active Daily User

Firefox Top Crashers Lioaid Top Changers

Firefox 4.0b12pre Viewall : Firefox 4.0b10 e all | Firefox 36.13 iew all
(no signature) 198} mozotto augoaazn 44103 UsercaminprocCheciwow 144927
axteny insat 175 | mozalioc abodichar const” cons 28,921 MYDRFICompanent di@Qr440c3 13429
edent tree 3d remove 150 mit JSContext”, JSStackFrame*, void" 10400} syons 62464
mozai ichar const® const) 83 ContentUils- ASCIIToL 5 internal consts, 7,743 mer PainttaoRECT consts HOC  * 43,000
mallog free sat| KERNELBASE GI@0i59( 79 | L DHashTableOperate | JniCharEnt 5281 i pgFame Getofs onst) 40,069
a0 C Qstus 53 | pR up SEND 4943} soceetseng 2717
nsGenencElement GetScroliframe(nsiFrame*" 4 (no signature) 4528 no signature) 29,598
@ AsmCodsRance Begin 39 PlugininstanceOwner-CreateWidast 4181 - cycieCoNlaction U 28,953
huge_dalio 33 | EFPuin dI@ON1900cs 4094 {5 caiTrace 26476
zero@0xStaat 2% calro dwnite font face create for dwrite fontface 3,982 GraphWalker DoWaliinsDequed) 26434
2£00@0141667 2% aphWy nVisitor> DowalkinsDeaq 3397 NS invokeByindex P 2485

mit EnteMethod TLSContert JSSIackFrame*. void 2 nsCSSFrameConstudor SetUpDocElementContaining8! 3277 | s TraceObied 24672
810@0xStag? 2% s-oc-Mardd 3133 PR_Atomicincrement 23,396
TextUpdater F) internal constd unsigne % naTedFrame. Gel st nstt 2947 § go Note XPCOM: 23,043
malloc dree setl chunk alioc 24 mozalioc handle oomQ 2808 : CollectingAutoRefCnt- unmarkPurplel) 2493
s ExecuteTree 2} syons 2756 ven 19,270
PR MD SEND 21 | p| DHashTableOparate 2681 | jouucas aigonms 17.3%

sandardURL S CString intemal consta) 2} yviamiocs 2554 pexul Controllers: crcleCollecion.Jnmy 17,195
nSHTMLDocument C: ontext*_nsiviewh 19 Shape Wrace(JSTracer') 2525 : @0 |SkypeFiComponent AQOX440c3 16453
£5iNoge doRemoveC 1, int, nsiContent* 19 Qc MarkObiect 2303 | MWSBARDLL@OMTRT 15403

This is Mozilla’s public stability site. Anyone can see every crash that Firefox has
suffered recently, its call stack, many details. Moz uses this to collect stability data from
every Firefox in the world.

121



Game Developers Conference’ 2011

z Y @ Moilla blocks Skype add... ! ‘

- C' | ® arstechnica.com/open-source/news/2011/01/mozilla-blocks-skype-add aused-33k-firefox-crashes-in-a-week ars?utm_source=rss&utm

T Remember The Milk.. & Bug entry template o My Delicious [) Bookmark on Delici... [ Readability [Jif IEEE-754 Floating-P... P cPanel® 11 (J) Google Reader - Play [

Moz'i(lla blocks Skype add-on: caused 33k Firefox crashes in a
wee

By Ryan Paul | Last upd

Mozilla announced yesterday that it will block the Skype
Toolbar add-on for Firefox and remotely disable it for
existing users. Mozilla was forced to take this
extraordinary measure after discovering that severe
bugs in the add-on are crippling the browser's
performance and stability.

The Skype Toolbar add-on is developed by Skype and
comes bundled with the company's popular chat
program. The add-on appears to be injected into
Firefox automatically during the Skype installation and
update process. Its primary function is to identify
strings of text in Web pages that look like phone numbers and transparently convert them to links that can be
used to automatically dial a call with Skype.

In November, a Mozilla engineer noticed half a dozen reports in the Firefox bug tracker that involved problems
caused by the Skype Toolbar. A meta-bug was established to track the issues collectively and facilitate
discussion about potential remedies. Mozilla's crash report system also identified the Skype Toolbar as one of
the leading causes of Firefox crashes.

Some of the problems that Mozilla uncovered are fairly serious. The toolbar apparently performs its phone
number conversion routine after every single DOM mutation, severely impairing the browser's performance. In
some builds, the performance hit is so bad that it makes DOM manipulation 300 times slower. The add-on's
misbehavior also reportedly causes rendering problems in a number of scenarios.

In particular, this helps Mozilla track down third party apps that suddenly cause
problems for a disproportionate number of their users — because they have data on the
actual call stack, and on all the modules loaded at the time, they can immediately
pinpoint exactly what caused the crash and take action.
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Breakpad Files

Dumps Symbol files

* Microsoft .mdmp format  Breakpad’s own (well

* Contain: documented) format
— Exception cause * Processed from
— List of running threads PDB/.ELF/DWARF/STABS
— CPU registers and stack data )
— List of loaded .DLLs * Build your own symbol
— Processor type, OS version server

— Comment field

The minidump file format is similar to core files but was developed by Microsoft for its
crash-uploading facility. A minidump file contains:

A list of the executable and shared libraries that were loaded in the process at the time
the dump was created. This list includes both file names and identifiers for the
particular versions of those files that were loaded.

A list of threads present in the process. For each thread, the minidump includes the
state of the processor registers, and the contents of the threads' stack memory. These
data are uninterpreted byte streams, as the Breakpad client generally has no debugging
information available to produce function names or line numbers, or even identify stack
frame boundaries.

Other information about the system on which the dump was collected: processor and
operating system versions, the reason for the dump, and so on.
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Breakpad Client Libraries

Exception handler
— (OS exception, not try/catch)
— Installed at app launch

Stackwalker
— Runs in own thread (ideally process)

* Dump emitter
HTTP uploader (optional)

Here is how we integrate the Breakpad client libraries into our games that we ship to
customers.

The client library consists of an exception handler — an OS-level structured exception
handler on Windows, not a try/catch block — and signal handler on Darwin and Linux.

http://code.google.com/p/google-breakpad/wiki/ClientDesign
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Breakpad + Steam

In the case of our games, since they run inside the Steam process, what actually
happens is the game’s exception percolates up to Steam, which has Breakpad installed.
That exception then goes back to Steam, which uploads it to us!
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P ro/ :

Crash
Database
Upload Server Breakpad
(Apache HTTP) Processor
O

Mozilla Socorro /bl Servet /

The dumps all come in (at a very high rate) to a simple Apache server, which just
accepts the uploads and queues them up. They are fed at a slower pace to our
processor machine, which calls the Breakpad processor encapsulated as a
MinidumpProcessor C++ class. Using the filename and timestamp of the modules the
user was running, it finds the relevant symbol files on our server (the big flat filesystem
again) and produces a call stack, which then gets uploaded to a crash database. This
whole backend is actually another open source project from Mozilla called Socorro,
which is what they use for their stability website.
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CrashDB - Socorro

Current Versions n Report:

Product Version:

Counter-Strike: Source (240) - _ .
Counter-Strike: Source Beta (260) 550 4391

Day of Defeat: Source (300) 550 4388

DotA 2 Beta (570) - || 5504358

Garry's Mod (4000) " | 550 4346

Half-Life 2 (220)

Half-Life 2: Deathmatch (320)

Half-Life 2: Episode One (380)

Half-Life 2: Episode Two (420)

Left 4 Dead (500)

Left 4 Dead 2 Authoring Tools (563)

Left 4 Dead 2 Dedicated Server (560)

Left 4 Dead Dedicated Server (510)

Portal (400) -

Operating System
Windows

Mac 0S X

Linux

Solaris

VAL

Advanced Search

¥ Advanced Filters

Filter Crash Reports

Storing hundreds of thousands of customer crash reports in a database. This is what
our database looks like. As you can see, we’re just using Mozilla’s back end, called

Socorro.
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Query Results

Results within 1 weeks of 02/16/2011 02:05:03, and the product is one of 550 and the crashing process was a any.

Rank$ Signature $ #% Win$ Mac#® Lin$ Sol$ |
1 CAudioDirectSound: ClearBuffer() 6165 6165 0 0 0
2 (empty signature) Learn More 1962 0 1962 0 0
3 DSP_ClearState 1886 1886 0 0 0
K 1020 1020 0 0 0
5 752 752 0 0 0
6 718 718 0 0 0
7 CShaderAPIDx8_TexLock(int, int. int, int, int, int, CPixelWriter&) 459 45 0 0 0
8 444 444 0 0 0
9 380 380 0 0 0
10 ader( eDx8 312 312 0 0 0
1 M I Il 281 281 0 0 0
12 Error | UTIL SetModel(CBaseEntity*, char const*) 279 2719 0 0 0
13 256 256 0 0 0
14 247 247 0 0 0
15 CMeshDX8 Lock(int, bool. VertexDesc_1&) 227 287 0 0 0
16 CMaterial::GetC: float™, float™) 220 220 0 0 0
17 ISurf (msurf; i 27 217 0 0 0
18 CMeshDX8: SetPrimitiveT rimitiveType ) 209 209 0 0 0
19 P Il re 168 168 0 0 0
20 r | H Par: figurati 161 0 161 0 0
21 ZombieManager. StartFrame 147 0 0 147 |0
22 141 141 0 0 0

Here’s what you get if you click go; you can see here the list of crashes and their causes
by count. Notice also that we have some crashes that occur only on Mac and another
that’s only on Linux.
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Top 300 Crashing Signatures. 2011-01-18 20:00:00 through 2011-02-15 20:00:00. The report covers 93.90% of all 5381 crashes during this
period. Graphs below are dual-axis, having Count (Number of Crashes) on the left X axis and Percent of total of Crashes on the right X axis.

Other Periods:

3Days 7Days 14 Days
Rank Trend % ¢ Diff$ Signature 4 Count$ Win$ Mac$ Lind
1 new  3340% 0.00% CAudioDirectSound:ClearBuffer() 1797 1797 0 0
2 new  860% 0.00% (empty signature) 463 0 463 0

Leamn More

3 new 2.88% | 0.00% I E—— 155 155 0 0
4 new  286% 000% | =E = 154 154 0 0
5 new  227% 000% DSP_ClearState 122 122 0 0
6 new  210% 000% CShaderAPIDx8 TexLock(int int int, int, int. int, CPixelWriter&) 13 13 0 0
7 new 162% 0.00% 87 87 0 0
8 new 1.49% 0.00% Error|SV_IntGameDLL() 80 80 0 0
9 new 1.36% 0.00% CMatCaliQueue: CallQueued() &) 73 0 0
10 new 1.34% 0.00% CShaderDeviceDx8:Ci int64, char const”, IMaterial” 72 72 0 0
1 new 1.30% | 0.00% . 70 70 0 0
12 new 1.15% 0.00% Error |UTIL char const®) 62 62 0 0
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Windows NT - Crash Reports for CMaterial::GetColorModulation(float*, float*, float*)

Results within 2 weeks of 02/16/2011 02:54:35, and the product is one of 550 and the crashing process was a any

Graph  Table Comments (0)  Correlations
501 Crash Reports

Date ¢ Product$ Version® Build 4 os 4 CPU$ Reason ¢ Address$ Hang$ Uptime$ Comments$
Feb 16 550 4448 20110111175313 Windows NT 5.1.2600 x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011 Service Pack 3

02:43

Feb 16 550 4448 20110111175313 Windows NT 6.1.7600  x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011

0123

Eeb 15, 550 4448 20110111175313 Windows NT 6.1.7600 x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011

1417

Eeb 15, 550 4448 20110111175313 Windows NT 6.1.7600  x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011

1338

Eeb 15, 550 4448 20110111175313 Windows NT 6.1.7600 x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011

1324

Eeb 15, 550 4448 20110111175313 Windows NT 6.1.7600  x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011

1306

Feb1s, 550 4448 2011011175313 Windows NT 617601 x86  EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011 Service Pack 1,v.178

1245

Feb 15 550 4448 20110111175313 Windows NT 5.1.2600 x86 EXCEPTION_ACCESS_VIOLATION_READ 0x10 0
2011 Service Pack 3

B

| can drill into a single crash cause, which is all the dumps that share the same call
stack. Here you can see all those dumps.

130



LU EEEEE 550 4448 Crash Report [@
CMaterial::GetColorModulation(float®, float*, float*) ]

1D: 92ec2d6d
Signature: CMaterial::GetColorModulation(float®, float®, float™)

Modules Raw Dump Minidump Comment

>Material::Get( i , float*, float™)
UUID|92ec2d6d ' HENE HEE BN
Time(2011-02-15 13:38:41.885219
Uptime|0
Product|550
Version|4448
Build ID|20110111175313
Branch|steam
0S| Windows NT
OS Version|6.1.7600
CPU|x86
CPU Info|AuthenticAMD family 15 model 75 stepping 2
Crash Reason|EXCEPTION_ACCESS_VIOLATION_READ

Crashing Thread

Search Mozilla Support for Help

[Frame[Module [Signature [Expana]
0 dil CMaterial::GetC
1 di Cl DX8::D
2 .dl  CD icMeshDX8::D
3 di CDy i DX8::Draw alvegames/rel/leftddea \eshdx8.cp
4 face.dll Cl -:DrawQuad Iivalvegames/rellleftddead?/s face cpp:1109
5 i dil CMatS D Ivalvegames/relleftddead?/s face.cpp:1652
6 gameui.dil gameui di@0x564fe

/h i

Drill into an individual dump and you can see data on the machine that suffered it, and

the whole call stack.
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Details Raw Dump

Minidump Comment

[ [Version [Debug Identifier [Debug F |
launcher.dil F842B628C67B404E9A448A8DC94202073  launcher.pdb
tier0.dil 7F9BD272AB8249A991C895508D58C18B1  tier0.pdb
filesystem_stdio.dll F7CFC5A5F29E43819E9788FD2BE1B2863 filesystem_stdio.pdb
left4dead2.exe C2DACBAGEF724787AFFFIDDBEB727BES1 default.pdb
vstdlib.dll 443E08D121F14C58B969A57F378831EA2  vstdlib.pdb
inputsystem._dil E68D75B6E7064D4FA3D77C23335189F44  inputsystem.pdb
datacache.dll 34C950851BA646F5B1D4CF7FE2F986673  datacache.pdb
engine.dil 455D1F2174184D1FB17C263C9204A4E73  engine.pdb
materialsystem.dll 2E5AAF69064745ADA379473B108528DF3  materialsystem.pdb
studiorender.dll 94E8C64AF7E24FBF9181081652A657313  studiorender.pdb
vphysics.dil 2C3C1E15B4AE49239CCBEGFADEE2C4AF3 vphysics.pdb
vscript.dil 723763006A594ED0ICE3EA02BOEDF8883  vscript.pdb
vaive_avi.dll 983E989E5F 114996921E60EF5CI53DC43  valve_avi.pdb
Xinput1_3.dll 9.15.779.0 3482C2EF26164FFC863CC4E4BBA3210A1  Xinput1_3.pdb
vguimatsurface.dll 1D278BADB24842469B3DB9918D29BDF03 vguimatsurface.pdb
vgui2.dil 49D1D62458344D40B4150FA4C92DF4EC3  vgui2.pdb
crashhandler.dll 1.1.043 6E7B1B193D5843CB8B48DID1CDE1D7AD1 crashhandler.pdb
shaderapidx9.dll F8848616C14940559282FCDC76073B323  shaderapidx9.pdb
stdshader_dbg.dll 6BFEA17519784E80A27DD76B7B67D70B3  stdshader_dbg.pdb
unicode.dll 8CE01DA3B5E14340841C651AA1977DB03  unicode.pdb
stdshader_dx9.dll CCB80C7E5CC5647A59E55635DBF8C31303  stdshader_dx9.pdb
clbcatq.dil 2001.12.8530.16385 00A720C79BAC402295B6EBDC147257182  CLBCatQ.pdb
msssrs.fit 7260 97F4F28931D94708BDD5ED1C2D51D3751  msssrs.pdb
vaudio_miles.dlil 3528962A7424452F94553269012213C63 vaudio_miles.pdb
msseax.fit 4E23FE81FDA14EC3951D43C77EDBFICC1 msseax.pdb

You can see all the DLLs that were loaded and their version.
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Details Modules Raw Dump

waterforceexpensive: 0
waterforcereflectentities: 0
mat_motion blur enabled: 1
mat_queue mode -1
mat_triplebuffered: 0

Memory

memusage ( 44 % )
totalPhysical Mb(3071.43)
freePhysical Mb(1704.09)
totalPaging Mb(6141.01)
freePaging Mb(4501.71)
totalVirtualMem Mb (4095.88)
freeVirtualMem Mb (3140.30)
extendedVirtualFree Mb(0.00)

Paged Pool

prev PP PAGES: used: 0, free 0

final PP PAGES: used: 0, free 0
memallocfail? = 0

Active: active SpawnCount 2 MapLoad Count 2
Error count 0, end demo 0, abort count 0

n

”

And, if you remember that | mentioned earlier that you can add any blob of “comment
data that you like to a minidump, we use ours to store useful telemetry, like the OS
configuration the user had, how much free memory, and so on.
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550 4448 Crash Report [@
CMaterial::GetColorModulation(float*, float*, float*) ]

ID: 92ec2d6d:
Signature: CMaterial::GetColorModulation(float®, float®, float™)

m Modules Raw Dump Minidump Comment

>Material::Get( i , float*, float™)
UUID|92ec2d6d’ ' HENE BN =N
Time(2011-02-15 13:38:41.885219
Uptime|0
Product|550
Version|4448
Build ID|20110111175313
Branch|steam
0S| Windows NT
OS Version|6.1.7600
CPU|x86
CPU Info|AuthenticAMD family 15 model 75 stepping 2
Crash Reason|EXCEPTION_ACCESS_VIOLATION_READ

Search Mozilla Support for Help

Crashing Thread

[Frame[Module [Signature [Expand]

0 i dil CMaterial::GetC

1 dil Cl DX8::D

2 dl  CD: i DX8::D

3 di CDy i )X8::Draw james/rel/le 1eshe ]
4 di Cl -:DrawQuad {/valvegames/relleftddead? face cpp:1109
5 i dll CMatS: Di Ivalvegames/relleftddead?2/: cpp:1652
6 gameui.dil gameui di@0x564fe

Show/hide other threads

So let’s see what caused this particular issue.
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2063.
2064.
2065.
2066.
2067.
2068.
2069.
2070.
2071
2072.
2073

void CMaterial::GetColorModulation( float *r, float *g, float *b )

{

PrecacheVars () ;

float pColor([3];
m_pShaderParams [COLOR] ->GetVecValue( pColor, 3 );

*r = pColor[0];
*g = pColor[l];
*b = pColor([2];

In this case it looks like the issue is due to missing shader parameters. So we ought to
build a machine with that same configuration of graphics card and video driver and see
why this shader isn’t initializing properly.
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In Conclusion

* Crashes suck.
* Fixing them doesn’t have to.

* When everyone else lies, the disassembler is
there for you.

* These skills are for debugging live release builds
too.

* “The debugger should” # “The debugger does”.
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GO FORTH AND CRASH NO MORE!
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slides at:
bit.ly/hPCmVW

Questions?

XKCD by Randall Munroe
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Bibliography / Cheat Sheet

* Pietrek, Matt. Just Enough Assembly Language To Get By, | & II. Microsoft
Systems Journal, Feb-June 1998.
bit.ly/9HKCOK bit.ly/bJf1R0

* (Microsoft) Kirk Glerum, Kinshuman Kinshumann, Steve Greenberg, Gabriel
Aul, Vince Orgovan, Greg Nichols, David Grant, Gretchen Loihle, and Galen
Hunt. Debugging in the (Very) Large: Ten Years of Implementation and
Experience.
bit.ly/41BgkH

* (Jet Propulsion Laboratory) Reeves, Glenn; Neilson, Tracy. The Mars Rover
Spirit FLASH Anomaly.
http://hdlLhandle.net/2014/39361

* My blog: Some Assembly Required.
http://assemblyrequired.crashworks.org
slides for this talk: bitly/hPCmVW
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Bibliography / Cheat Sheet

+  IBM. PowerPC Microprocessor Family: Programming Environments Manual for 64 and 32-Bit Microprocessors.
http://bitly/gHemW]I

* Intel. Intel 64 and IA-32 Architectures Software Developer’s Manual.
http://www.intel.com/products/processor/manuals/

. SunSoft; IBM. SYSTEM V APPLICATION BINARY INTERFACE PowerPC Processor Supplement.
http://bit.ly/fRvDe9

*  Apple. Introduction to Mac 05 X ABI Function Call Guide.
http://bitly/foRCnE

*  Motorola, Inc. PowerPC Embedded Application Binary Interface.
http://bitly/i9G0yz

*  IBM. Developing PowerPC Embedded Application Binary Interface (EABI) Compliant Programs.
http://bit.ly/hbhlyk

*  Taylor, Ian Lance (Zembu Labs). 64-bit PowerPC ELF Application Binary Interface Supplement.
http://bitly/hoWPfF

*  ELF-64 Object File Format.
http://bitly/fUel3t

*  Wikipedia. Executable and Linkable Format.
http://en.wikipedia.org/wiki/Executable and Linkable Format
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Bibliography / Cheat Sheet

»  Eager, Michael. Introduction to the DWARF Debugging Format.
http: //bitly/hLBoF2

» Apple. Debugging and Symbolizing Crash Dumps in Xcode.
http: //bit.ly/C2RqC

*  Microsoft. Symbol Server and Symbol Stores.
http://bitly/ecSyzj

*  Microsoft. Debugging Tools for Windows.
http://bitly/eXwcf2

*  WinDbg command cheat sheet:
http://bitly/3]c0p7

*  Sen, Saikat. A WinDbg Tutorial.
http://bitly/4h4PZx

*  Google Breakpad project home page:
http://bitly/7FfWzQ

*  http://www.dumpanalysis.or

141



Game Developers Conference’ 2011 VALVE

Why is it called a ’ore Dump?”

N | )

NN 2 -_—
) deiaiaiels e

9 1
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- .

By the way, did you ever wonder why it is called a core dump? | thought it was because
the people who invented Unix were big nerds and made some kind of Star Trek
reference, but not so. In fact it’s because before computers used capacitors for their
RAM, they used ferrite cores — little donuts of iron — to store bits magnetically. So,
memory was literally called core, and if the computer crashed, it would dump the
entire contents of core memory to disk, or the punchcard writer. Hence, core dump.
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Whirlwind |

And if you think that’s bad, when the 1951 Whirlwind | computer crashed, it would
output the entire core memory to a CRT, in octal. Then an automated camera would

take a picture of the CRT on microfilm, which would be developed and sent over to the
poor sap debugging it.
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Socorro

Mozilla’s back-end for stability data
Socorro Server
— Collects/databases/processes dumps

Socorro Ul
— The Ul you just saw

Python, Postgres, Hadoop, ...
You could write your own DB/UI too.

http://code.google.com/p/socorro/

A web front-end to your crash database: Socorro.
Another open-source tool from Mozilla.
There are pros and cons to using it; you could also write your own front
end.

we've made minor modifications to the socorro code - it's PHP + Postgres. We've
added things like steam universe so we can filter on it. we're *NOT* using the hadoop
crap - we tried, and gave up - their current trunk version is overly complex to setup and
administer. we backed off to the last "stable" version where they used NFS for dump
transmission and didn't rely on hadoop, and the system has been maintenance free
(knock on wood) since.

http://code.google.com/p/socorro/wiki/SocorroOverview
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x86 frame pointer omission

address
0x1000Ccaller EBP
0xfffc inta
0xfff8 intb
Oxfffd floatf
0x££E0 floatg
Oxffec

Oxffe8 uint64u
Oxffed

0xffel

Oxffdc

Oxffd8

Oxffd4

0x££d0 mi28vec

ebp

esp+42
esp+38
esp+34

esp+30

esp+24

void fool)

{
int a,b;
float f,g:
uintéd u;
_ mlZ28 vec;

mov eax, [ebp+42] ; a
add eax, [ebp+38] ; atb

fld [ebp+328] ; £

fld [ebp+36] ; g

fsub ; £ - g

movaps xmm0, [ebp+88];;sseeveecldadd

No nonvolatile registers on x86, but debugger is good about moving the stack pointer

around properly. If you see that the EBP pointer here is redundant, you're right:

enabling “Frame Pointer Omission” in the compiler does away with it, using just the ESP
pointer instead. The trouble with that is you lose your backchain — the compiler has to
know how much to move the stack pointer when returning from each function, and the
debugger doesn’t always have that info — and it complicates finding data since the ESP
pointer tends to move about spastically as a consequence of push/pop.
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Overwritten LR on stack

Name Memory1l X QELEEEITCp] Threads Autos Modules
] 1000000000 #¥ Address: | 0x7005E8F0
Unable to evaluate the expression.

~| = |0x00008600 |0x00 [J Main Thread |MainThrd v 00000000 Normal
0x0000959C | 0x00 __| Worker Thread|10Job0 v CThreadSync( | Normal

A quirk of MSVC is that when your stack frame thinks it’s at address 0x00, it may fail to
give you a memory window altogether. The solution is simply to switch to a different
thread that still has a valid context, and then memory will come back.
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Breakpad Exception Handling

/ SN
CPU Reglsters
e oo = J
' Local File
Breakpad I Eere——
Exception Handier | Breakpad | (callstack) |
main()
doFrame() \\
[ B ‘ < doPhysics() \
i \
collide()
Callback ‘ b ! ‘
Exit Other Thread
Stacks
I N~ )
Kernel Handler <= = = i
e < ¢ v
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