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About us

Computer Vision & Graphics

e NetEase Games Al Lab _ |
o« Established in late 2017 Speech & Audio Processing

e Games plus Al

Natural Language Processing

Al

User Portrait

Reinforcement Learning
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Text chat

Refuse -
abusive/erotic/ra
cial/advertised

» Abusive voice chat

Public

opinion Behavior

Keep an eye on
user feedback in =«
game community

Abnormal-behavior
account associate with
Black production studio

Game Environment Guardian System X Al
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A case In EVE

Ikuchi < |hilakken € The Forge

Improve: Advanced Tutorial IV

o Ikuchi ll
0.98AU

0.98 kuchi Il

Dale56 Llioyd

Elva4 Dou




A case in EVE

UaleSh Lioyd

Elva34 Oou > WVYVW

Variant words
Homophonic words
WVVW , MMOEVE , COM, Sell ISK 1M=0.8%--iy

Lo l

W _ o random charter
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Inappropriate chat categories

W,

l, $
i & N
Abuse Eroticism
 racial discrimination « sexual harassment
e quarrels « sexual suggestion

- unfriendly evaluation about
other’s game performance

Abuse and Eroticism may make the community atmosphere tense and hurt
others feeling
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Inappropriate chat categories

W

Advertising

Uy

_ _ Real-money-trade
* game boosting service - offline trading between
« cheat script for sale players

« sell in-game currency farmed
by script bot

Unofficial trade may be fraud and interfere with the game
environment
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Traditional Method

 key words
* WWW, WVVW

DaleS6 Lloyd > WWW MMOEVE,COM,5ell « com, cOm

Elva34 Dou > WVVW MI

* regular expression.
« [wv]*
« c[o0]m




Traditional Method

variant of "com" variant of "www"

ccoomm cOm cdm VWWW WVVW WWVV

°Com °COm com ¢Om 3w 3vv bv 3v
(om (Om L www

Combine of "www" and "com"

www. - .Com
vWVWw. - .°COm
3w. -+ . Com

LUty . -+ .cOm

v

Plenty variants

» the characters in key words can
be replaced by many other
characters

Labor consuming

hard to exhaustive all combinations
keep updating keywords is labor
consuming



Our machine learning based solution

e Machi '
P%W els
. NormaliZe E’!ﬁf‘

‘ Preprocess

l
 omame 7

m A) 14 4

o0 ".‘.’- ————

v R —i'N ‘ °C > C

Regex recall ’ emoji. . repeated
numedtghtGBMessacter nansfosmenrercase

| siitAtfzor fixed phregasing suitable for complex

A

{ J expression
Imcaw@, r@@%@%ﬂﬁ@}f@'mugmy search
In "No# AerfraimeiaEaakaindn %Mﬁfﬂﬁéﬁtent.

reduce diversENN BERT

efficient and suitable
for most case

high performance
Sutiable for offline server
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Convolutional Neural Network

+ activation function

e } 1-max softmax function
oolin regularization
) e 9 \ in this layer

3 region sizes: (2,3,4) 2 feature
Sentence matrix 2 filters for.each region maps ':or 6 uni;ftariate
7%5 size each vectors ln LA s Al i "
totally 6 filters region size togztr:\c;tfg?;?r:a ngh Ievel Se” $
single feature yy
vector
Low level -=-c----~~ §|Ee_ 2]-_ = size 2
d=5 -
| WVVW , MMOEVE , COM ,(Sell ISK 1M=0.8%--iy
like
this
movie
very \ In low layer, different size filters learns different
! T~ features. In high layer, filters learns longer features.

#
\-

Efficient and reliable

Process texts within 100 characters in 7ms
CPU info: Inter E5 2.20GHz

Accuracy > 97%

|IIIII‘I/




Content Classification

Support
10+ games
20+ servers

Common server

game insensitive
shared by all games
learned feature from all games

User Input

Gamel server

Game2 server

., Game server

game sensitive
Independent from each other

@

—

Common server

-

-

O Server output
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Automatic Learning

Iterate wording
Frequent retry
Sell 2600=0.18% --m&i Chat script
bsa ) ol Community language change

Sell 2500G = 0.18% --&.0
Sell 2500:0.18 --&u&
Sell 2500%0.185 -—-ma&.i

B 719
17:19]
17:20]
17:20]
17:20]
17:20] ] [
17:20[ 11
A Tsi=ciaats
= 17:20[6. 1 |
HIKEIH mEBmAE




Automatic Learning Cache illegal content

expiration time whin 10 min
the num caches is less than 10
cached separately for each player

|

Cached content

Our ML based solution

check legality with different models

‘ www.mmoeve.com Sell ISK 1IM=0.8%

C www.mmoeve.com 0.8% = 1M ISK

illeagl
www, mmoeve, com Sell ISK

|

Legality
check

[ Chat content

& —©

legal Similarity check

|

Compare with cached content Append to dataset

just compare with their own cache training the model to learn new feature
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Automatic Learning

O A

I_rrj'_“ Y oy P R PP | by PR |

r

C
-
r

Lazyfuchi

Interact
Suggest Invite

Whisper

Other Options
lgnore f Y
Report Player For: Name

Copy Character Name Cheating

Cancel

True report
or
In a mood




Automatic Learning

Classify with offline model

offline model has better performance
but more resource consume

BERT

hat repor
k SR ERRIER classificatio

|

.@_,

illeagl|

Collect reported chat

collect chats and its context reported by
players

O

legal

/\
v
\/
\/
Train
Dataset

v

Append to dataset

retraining online and offline models
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Why @
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Background

e Voice systems

More and more popular in competitive mobile games

More convenient and faster than typing

« Abusive language is increasing

Vent dissatisfaction

Swear, curse and insult other players

« Lead to the loss of users
Report released by ADL (Anti-Defamation League)

22% of players gave up games because of harassments



Industry Solution

e Trun off the voice channel o Filter sensitive words

«PUBG Mobile oIntel Bleep
eHoONoOr of Kings e [OXMod

# NG E S I | | | | Y | | | | I
ABES HFIR% )85 300 #ft 330 345 Jr 15 30 % 60 75

S RBE ) . 4 : -
M eesE ?3 < d Name-calling

2o xEFFLI0 oo .
——" EEERERARENFRTE Y
& 2 IE FFi502 ‘1"‘3

Xz

A @

€ XEFFLI0 Racism and Xenophobia

39m (2

Sexually Explicit Language

White nationalism




Challenges

Save me, please. Fuck~ I'm on the second floor. There is a mother fucker lying in ambush.

X

Cost n seconds to collect context

e Intuitional method

Real-time detection challenge
problem

Audio —— ASR —— Text —— Text classifier partially useful information

Traditional audio detection method

* QOur solution
* Audio segmentation
* Phoneme Recognition
* Tradeoff precision and latency
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How @
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Phoneme

Phoneme Example Translation

AW odd A8 D

AFE at AE T

AH hut HH AH T

AO ought AO T

BW CcC oW K AW

AY hide HH AY D

B be B IY

Sl o A set of 39 phonemes
D dee D IY

DH thee DH IY%

EH Ed EH D

ER hurt HH ER T

EY ate EY T

F fee F IY

G green G R IY N o
HH he HH I%

% i = The smallest unit of syllable
IyY eat Iy T

JH gee JH IY

K key K IY

L lee L IY

M me M I'Y

N knee N IY

NG ping P IH NG

oW oat ow T

> in ‘me’ ~ ‘M" + 1Y’
P pee P IY

R read R IY¥Y D

s sea S IY

SH she SH IY

T tea T IY

TH theta T™TH E¥ T AH

UH hood HH UH D

uw two T Uw

A vee WOIY

w we wWw IY

Y vield ¥ IY L D

Z zZee zZ IY

ZH seizure S I¥Y ZH ER

from Carnegle Mellon Umver51ty
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Speech Features Extraction

Mel-scale Frequency Cepstral Coefficients (MFCC)

Pre—processing Transforming to Performing _ Final MFCC Features
Mel frequency cepstrum analysis
Pre-emphasis Fast Fouri Locarithmi D i g
- ast Fourier - garit Imic - ynamic t‘:ﬂl‘l.ll’ﬂ
* Transform operation extraction
audio —P

From \ \

man | BN -

MFCC Features Extraction




Audio Detection System

Audio
o [arget '
Filter improper audio segments VIPee Bdractor
LOW Iatency MFCC Featuresv
Phoneme Predictor
eProcedure
. Phoneme Sequence Feature Buffer
Segment audio stream Y _
Extraction speech feature(MFCC) fudlo Slassiner

Predict phoneme sequence
Classify abuse or not

contains abusive words

application
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Phoneme Predictor

e Training Data

Pre-trained on 1.26 million open source speech samples, fine-tuned on 40k+ game samples.

e Model
A CNN model similar to the ResNet34(Residual Neural Network) structure.

® Illpllt
MFCC features

° Olltpllt

C + 1 categories (C 1s the number of phonemes, and one label indicating silence position)
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Phoneme Predictor

Input Audio: Mum

Sliding windows (vellow boxes)

Audio signals

Accuracy: 85%
Datasets: aishell2, thchs30,
aidatatang (public available)

uondenxy sarmyes DDJN

Using sliding window strategy on the features, then
collecting all non-silent phonemes into a sequence.




Audio Classifier

e Training Data
Voice data of real players
Manually tagged audio segments (5k)

Segments containing swear words are positive samples, others are negative

e Model

Phoneme sequence output nodes

i fullycunnected}_ O positive
layers (O negative




Caching Mechanism

Redis
: : e You’'re crazy detection [ 282
e Alleviate the breakpoint \ J
p rOblem Ciaused by aUdlo At time t-1, pass the detection, cache features
segmentation.

______________________

I
[ Redis ]—' You’re crazy |
S g 4>‘ You’re crazy dog H detection ]——“—“323




Voice Filtering System

————————————————————————————————————————————

( Detection module )
| |
i Redis Cache !
Audio Stream i
. i } Cache Mormal 1
Client & —" Phoneme Predictor . i
: Audio Clips !
i 1
: Audio Classify E
Send player tag “\ * i
P Server J,-"' Y
! Voice Filter Log \
! * 1 week '
i i
; »  Chatlog 1 Dirty Text Detection [#  Blacklist [ |
1
| } i
; L Report Log i
1
l :
' I
Get users to be detected : MongoDB - i
1 I
1 ]
‘ - ,
Blacklist module

—————————————————————————————————————————————————————————————————

* Blacklist to be detected
* Reduce consumption of resources




Future Work

1s latency (collect audio + process)
Not enough 90% detection ratio (offline data)

76% detection ratio (online data)

e Surround noise

e Poor device

e Heavy accent

e Audio compression

More online data
More Efficient audio compression
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A case — spy

Spy post his WeChat ID in
the alliance notice

(nside Our game

Cello? I know a wonderful gamD
shall we play together?

57 BEREI ISR, —kEn
mig?

Promote some underground games
to High quality players

Even defraud

7o

pirate or defraud

-



Behavior detect

Chat Detect

create a
role

wild

keep in the ‘

create a
— :
alliance l
> play » Joina - chat with |
alliance players

make WeChat
friends

promote
other games

Detect in advance of meeting
the chat permission
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n
spy!!!




Spy Detect

How to detect spies in advance?

* Spies’ behaviors come 1n special order, which differs from normal players

behavior sequence & status

* Only use non-textual information

detect

* Inspired by the great success of time-series model in recommender system
spy based on user behavior sequence.
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Time-series model

time-series model in recommender systems

Expected
MNext ltem
Prediction Layer
Point-Wise
Feed Forward
MNetwork
One Block
(Can Stack More) Self Attention
Layer
Embedding
Layer
Training Action '
Sequence i [
S4

time-series model 1n spy detect

Predict: is spy?

Prediction
Layer

Point-Wise
Feed forward
Network

Self Attention
Layer

* Embedding
Layer

Player Behavior
Sequence

K
*
—
=

Eventl

i

Event2




Train data

origin Log
data

l

extract -
. Task
behaviors =

format & rank

l

truncate
user behavior
sequence

V Extract behavior events

Alliance

-

v Align & Rank

Chat indicates spy

Behaviors
sequence belong
to a positive label
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Time-series model

SOﬁTmaX Behavior sequence
MLP Layer (event 1d, event type),
— — (event_%g., event type),
| | | (event 1d, event type),
H O ‘N B
) ) )
Transformer Layer .
S | | | Other numerical features
A RE B - e * Role characters (level/money/renown)
? % % % « Time passed after the role is created
S T I iy | e | . : :
: l-li | .l i : . i : - i Login period
| ] | I I u I ]
" ____l_J :L__!__A___i :L__!__A___i :L__!__A___i Performance
1t | AUC: 99.62%
Embedding Layer
l l l l ACC: 97.79%
® 0o = © O == ... == @ 0O

Other Features eventl event2 event N




behavior sequence detection system

data

L |
I I
katka
| kafka Spy attack I
| game | log parser p data __p |
| log data realtime detect Aow process |
| flow I
I I
| A A |
|
: behavior :
: Hdfs/Hive | > Sen(igzche :
| Online Spy Detect Flow I
- - - - - - - - - A — — — -  — — — — — d
__________________ ) 2
build training I
training —— model :
I
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Public Opinion Analysis Framework

R A . Batch Process Analysis Jobs
. rnongo

3 .
@ é—» _> Post Statistics Hot Topics ¢ Toplc CluSter .
o Kafka —® . = * Compare Analysis
— Dats P ebuild Pos = - o .
s —Em— " Analysis B elasticsearch ik  Phrase Analysis
weblog . ]
: e AT * User Profile
| o v o
&= —> Batch process SPar -
weblog
PLOg Topic Cluster Phrase Analysis -~ .mongo |
arser . .
é e Real-time Analysis Jobs
) Correlate Analysis User Profile . .
Finkes * Emotion Analysis
i # e Post Statistics
Hdfs/Hive Qg s, * Hot Toplcs
e Rebuild Post
°

Overall framework of opinion analysis platform
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Analysis Report

Variation Trend of Emotion P Update a gameplay

EOE ® @ TOsE | oA

Variation Trend of Heat

EtEs -O- 2




Analysis Report

Hot Issue Analysis

hangar®, onc CQnt I"d Ct -'—J
ahllltypqy]ump “1" EU.:
allow o pleaseso

e >dinsyrance. i~

~onemake:s:. h o back ¥ vt

=want il =t oL
GJ;%M T J@me fleej; iyas =
3 _— : g
_ ] -
D : Optl ne

Df e hold take 5
;Eh[tusafnbr: X StamEn]Eron h“nyte r .
1tem"Reed <wesnarp-

Pa}'lSk button instead ;. channel
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Analysis Report

Compare Analysis on multiple dimensions

@ | gameA |@ | game B

beautiful =
R ——
Game Play pumms
funny |.
creative I.

O S S
EXPENSIVE

S
balance

compatibility Fmm————

{ 4 000 6,000
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Analysis Report

Topic Cluster

suggest permit delete character/clone

suggest we should be able to delete characters
suggest make it possible to delete characters

suggest feature where you can delete your characters
suggest feature where you can delete your account or character
suggest option to delete clone/character

suggest let us delete character

suggest please add the ability to delete characters
suggest add feature to delete clone/character

add option for deleting character

suggest feature for character delete

Suggest add feature to
delete clone or character.

suggest ban coprs using bots n impairprs

suggest maybe ban all those bots

suggest ban bots

suggest ban bots before all players will leave the game
suggest ban this bot!

suggest remove mining bots

suggest ban bots and players using bots

suggest plz remove bots from the game

Z N

Suggest ban bots and
players using bots.

Z 7\

Abstract automatic generation

-

2020-08-19
2020-08-17
2020-08-14
2020-09-26
2020-09-28
2020-08-21
2020-09-15
2020-10-17
2020-08-14
2020-08-13
2020-10-04
2020-09-18

2020-09-06
2020-12-01
2020-08-14
2020-11-16
2020-12-19
2020-10-28
2020-11-07
2020-11-16
2020-10-09

Cluster feedback of players
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Zellgard#7944
Adrian Hue#5722
Romario #7984
ylligm#5859
ylligm#5859
Lancepro#6977
HavoHej#5783
TaylorRayG#5524
Riru#6036
wintermute#0529
ylligm#5859
ylligm#5859

crazybull#0007
niksell#6768
Murgen#8510
Tamer#8990
Ephyon#6868
Mr-X-#2186
1111001
penticrack#9580
Giovanni#6439



conclusion

/ Game

. environment

Public & ~guardian i

opinion




v Thank YOU!
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