March 20-24, 2023
San Francisco, CA

Creating Scalable and Engaging
User Generated Contentin
'Saints Row Boss Factory'

Ispanji Pratama

Sr. Software Engineering Manager




Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B A bit about me

e f[rom product management to engineering

e O+ years working in online services across multiple verticals
(messaging, news, e-commerce, etc.)

e 4+ years specifically in the game backend

e Help shipped 7+ game within the past 2 years, powered by
AccelByte backend
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

ll Agenda

- The tour of UGC system that we built for Saints Row
-> How we built it

- Content Moderation

- Cross Platform Implementation

-> Some Learnings from running this at scale
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ll Web Showcase Experience

WHAT IS BOSS

Showcasing popular ——
contents and creators, ik
that are accessible

from any browsers and
devices
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FREE WEAPON

SIGN UP TO BECOME A REAL SAINT AND:

& UNLOCK IN-GAME REWARDS

£ CURATE YOUR OWN BOSS GALLERY
& FOLLOW OTHER CREATORS

¥
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

Timeline

June 2022 Aug 2022
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FREE WEAPON
= SIGN UP TO BECOME A REAL SAINT AND:
PR ST e
ul EWARDS

v~ Apply Boss e 154

Free Cross Platform Character Web Showcase Experience Main Game Launch with the same
Customization Demo https.//bossfactory.saintsrow.com/ character customization feature
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https://bossfactory.saintsrow.com/

Some Metrics from the
Demo Launch

istweek 1+ @ ZX XX Average Bosses created per day

istmonth @ 6O0OXXX Total Bosses created

130X XX Highest total bosses
created in 1day
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

_______________________

B How we built it?

Service Architecture g
->The essentials 1
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Reporting Service

Database
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B How we built it?

Service Architecture

Authenticate users

!

» Event Streaming

|

-> The essentials

IAM Service i
e User authentication i I
e User management //-

e User Banning

Reporting Service

UGC Service

e Content sharing
e Content browsing
e Social interactions (like, follow, etc.)

Database

_______________________________
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B How we built it?

Service Architecture Sl =
9 Th e e S S e n t i a I S Access curated contents publicly

4 ) I _. _ Cloud Save IAM Service <
. I . (json storage)
Cloud Save (json storage) | | i l
e Store curated contents Y
e Store curated creators UGC Service < » Event Streaming
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———————————————————— Reporting Service

Reporting Service

® Report content
e Content moderation

e All services are AWS-hosted
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B How we built it?

Service Architecture L =
->The stacks

(json storage)

- N\ Cloud Save IAM Service < l

MongoDB - AWS DocumentDB

(For storing content metadata)

UGC Service € > Kafka

° Flexible unstructured data for faster
feature iterations

Write Read Reporting Service
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

How we builtit?

_______________________

Service Architecture ; g
‘\ ____________ [ ____________ 7
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( - A Cloud Save IAM Service <
AWS S3 (Object Storage) (json storage) |
(For storing content files) i Emit ugc jan event
v
e Reliability and availability (CDN setu | .
’ S saoseves < P e
0

Emit auto moderation event

\
) ~ e I_ ___________________ -
Reporting Service |

Kafka - AWS MSK

(For asynchronous communication
between services) .
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B Feature/Service Anatomy

Data Model

- The essentials &M%

P~ ; = A 2 @) )\
BOSSFACTORY

Search » Details

Player supplied

Read only system supplied Ty R

pkxitxfp

. T
d UpvoteBoss —— 1|

System calculated Favorite the Creator

v~ Apply Boss

Content associated payload
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B Feature/Service Anatomy

Data Model - Example
Read Only System Supplied Content Associated Payload

"1d": "string’ "payload”: "string’,
"userId’: "string’ "fileExtension": "string",
"createdTime”: "string" "payloadURL": [3
"updatedTime”: "string" "source' : "string’,
"shareCode”: "string"’ ‘url”: "string’
[
"previewURL": [3
"source' : "string’,
‘url”: "string’

System Calculated

"downloadCount": @ £1,
"1likeCount": @ "screenshots”: [{
"contentType”: "string’,

"fileExtension": "string’,
Player Supplied "screenshotId": "string",
‘url’: "string’

"tags': [ "string’]
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B Operations

Search and browse content with more control
Curate content for web showcase

Review reported content
Take actions on the reported content
(hide/delete content, ban user)

@ |

Boss Factory App

Player (o0 _
Admin
. UGF: o
> _ Service

Web Gallery
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Bl Content Moderation

Straight forward
content reporting to

track potential offensive
contents

Report This Boss

Are you sure you want to report this Boss? If so, our moderators will review the

submission for inappropriate content.

Cancel
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

Bl Content Moderation

Tickets

S ever a/ aC tl ons that Ticket ID: fa588e7eae9046aab49cc0759%9ea7edch o= Hide Content | | Delete Content || Ban User |

moderator can take e

Preview Screenshots Content ID
Content Name 530391875521915948_cust_86
Date Created Thursday, 20 October, 2022 19:39
Type customization

Share Code

7 View Content

User ID
Username
Display Name TheeArtS12

Email

& View Profile
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

Content Moderation

Having a little bit Auto Moderation Rules
automation to make

moderation easier

UGC Rules

Category UGC
Reason Offensive Content 2
Threshold ©® 5 ¢
It means if a content is reported S times us ng this reason, the system will take action to this content automaticaHy

Moderation Action Hide Content

Status | 4‘ ACTIVE
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B Cross Platform Implementation

User Login Flow:

Game vs Website
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-
The Game Flow

Ist Party Identity Provider

Service Provider
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Creating Scalable and Engaging User Generated Content in ‘'Saints Row Boss Factory'

B Cross Platform Implementation

e Use OIDC _s_n_lmsm Mm

for the cross —
p I a tfo rm user JUST CONNECT YOUR ACCOUNT

CONNECT YOUR SAINTS ROW PROFILE TO YOUR

I’ d ent / f / er " AODIIONAL FEATURES AND REWARDS

PLEASE NOTE, THAT YOU CAN ONLY LINK ONE
PLATFORM ACCOUNT MJYOU REWARDWILL
AUTOMATICALLY BE APPLIED TO THIS PLATF

ACOUNTPL

e Mustdo an e E.
account linking to R E
the account used —
from the game
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B Learnings from the launch

Main Challenge

Aligning development between teams with multiple different milestones
and target

Launch Stages
Pre-Launch ‘ ‘
Demo Launch Main Launch
June 2022 Aug 2022
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

ll Learnings - Prelaunch

Problem I: Slow query caused by lengthy entry stored in the database

There's a field that stores base64 encoded image format in the database

Headers Cookies Sizes Timing Security 4| Response S

{
“preview":

"/9j/4AAQSKZIRgABAQAAAQABAAD/2wBDAAgGBgcGBQgHBwcICQgKDBQNDASLDBKSEw8UHRo fHh@aHBwgJlC4nICIsIxwcKDcpLDAXNDQOHyc5PTgyPC4zNDL/2wBDAQkJCQwLDBgNDRgy IRWhMj IyMj IyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjL/wAARCACTAIBDASIAAREBAXEB/8QAHWA
AAQUBAQEBAQEAAAAAAAAAAAECAWQFBgcICQoL/8QAtRAAAgEDAWIEAWUFBAQAAAF9AQIDAAQRBRINMUEGE1FhByxFDKBKaEIIOKxwRVSOTAKM2IyggkKFhcYGRo1JicoKSoONTY30DKk6QORFRKAISUpTVFVWV1hZWmNKZWZnaGlqc3R1dnd4eXqDhIWGh41iJipKT LIWWL5iZmgKjpKWmp6ipqrKztLW2t7i5usLDxMXGx8jJytL
TINXW19jZ2uHi4+T15ufob6erx8vP@9fb3+Pn6/8QAHWEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgcICQoL/8QAtREAAgGECBAQDBACFBAQAAQI3AAECAXEEBSEXxBhIBUQdhcRMiMOoEIFEKRobHBCSMzUvAVYNLRChYKNOE L8RcYGRomJygpKjU2Nzg50kNERUZHSE LKUIRVV 1dYWVpj ZGVmZ2hpanN@dXZ3eH16goOEhYaHiImKkpO
UlZaXmJImaoqOkpaanqKmqs rO@tba3ulLméwsPExcbHyMnK@tPU1dbX2Nnad4duPk5ebn60nq8vP0@9fb3+Pn6/90ADAMBAATIRAXEAPWDWOBr7ZpMUBKSVT igKkAeSK1ZQmMe3qaM46D86U4pMUkgDqelOpAKeKYESKZIr@zQPhS5CsFpca/PcRS317 rXTbRN1zMPUg8IPc/pXnVk6x3EbsgdVYEq3RvavTIZVbXNT1Vb4wWPiCySPTOUX7
tswAzGx/g5H+TmqRtBaDP7H8N6HUSbTtBO98A41K7abm/4FGvA/A1VOueFF+Uah4ZA9F80SETql1cRrHg7XdImY3 LnIUPINT543HqGHH581j vpV4svImCTzCMhdpyRj0cfSnexXMkeqxz+FL+M/vPCE+egalksSTxJOPyqt f8Aw+0G8t fPSwvbFNuRdafOL+D8R/ rP@ryWWGSM4IINWtK1TUSLVFm@26ngnyADEXxBb217/AEoWolq
X/EngTUNFtP7Qglh1DSycLeWrblHswbqf r+dcW640K9 /W+1CKXw5d3 LkIdT1iY2uoWITC3cBwPMePswB6/wBK8Y8U2Vvp/ibU700YNbwXUkcZBz80oYgdaTIKtDCPWilbrSV]jYaevNFL30oxxQIbRS4pKQD2GWwO3FNASqRUO7Ip4TP1qrXLIiMUnTtV]jy)j6UjRHFFhEWPYpRS7cdKSgkmibBrrvC/ jHUVD2+GF457KX/XWlwu+KT
8DOPuUK45DVMN8G1i5¢cZNHUU/xDgOKz06LQ7SG3iurf7TLEWMihySCgz0A29B) rXNT/ABI1qSd2XUHgYtkDy1wOCOOMjgl1@XhDwlpWpeDrDUdStFmuDGV jDOwWVVDURxnknJPNbdp4TOESN+WbbuzJkfrXJOpaVjRRurnG6R4tsNb1BbXWdK@65v58RxXtxGQGfoofbjg8Ddgn+m82sabopYf254b0192GGkacZ5Rj tuPQ/UVd8R+B
dDWwF3ZWEdtdQsrKYiQpwehXp/WvBr2411v]5])f8AWPIzN9Sea2pTvoCOVzOHV/1FY2D3D+H4bgbUZ1KSavqlL758HtGBwg/zivL55W1kZ2YszHIJOSTTmTNQOTWrZMpXGG]j sKTftpShxSsTYhISpMcVKUppXFKwmhLJTsUmKYizEpc7etdxp3gm@stOh1TxRgX9m20670baNN9x0vqF/hHua5zQr0afV750Gze8cyKfs6DIKAOSPy
ro34mL4dNncXV156e]Z2UrbC5EvkLXx1X2jauF4ABl6e9Wj ZIShOYBDWYEdt4Xu71QP9beagY2P/AYXxin2upeB9Z1F1d6DL04101b22vH18591yPnK+u0a4ZjmhOGBoF fUBTEmg3Hh3Wrj TbnBeFuHX7 rqeQw9iMGsVhXf+NsXvh7wrghJMkunm2cnuYXK5+uCK4N10aTRE LlgRg4qeM8iowv409eH+1TYk+1iGsUPgOytNLumEaF1j
ZwckhyPbpz+VSWfhzUf7Mul/7TmE7HdbOWyUHo fXmuS8M/EW10nJZanEY5E ) Cwunzb2wFPOJI) /GtWHVVEi1i60YvsCcIRVXSHNkN]jr1/wDse9cEotS10yLvH3TgNEsb6101k105ErbCHzNIPrz7Y rwHxfZWun+IriCyd3hwrgv97LAES4G0tenelvibbwR/ZL0GQ3g+SZ)eNhH3gS04wea81l1vUpdZ1i61GVAjzyFto0Qo7D8BgVrR
1079DKck15mWxpEGTTiMOsSndXUkZI6vw54asJ9KuNd1251ttIgcRKIADLcSkZ2Ingcckmrv9reAiSjbwzqCxjgSrqGXPuRtxS+L3+x+F/CulJuCLYm8cZ6tK5P6BRXEHrV1tpHbpovgrW/3emazeaZdE4VNVRW] Y+nmJ936kVz0OveHtQ8PX7WeoQGOTG5SD 1XU9GUjgg@aHHp8usWseqzSw2LOBNICMsqg+ordb4g2NnZ+DdNs9P
W+v70GcvbalIUkjEbDmMOVI+bBwwHQO rD3R5AVXTMVZACDUIWLYyZ6XqPie@8P2kmleEEaGMjbcamwxPcT7p/gX2HNCFNM7uWc LiTkknqa9Y8WeMdNs /D1xoF LFpl1lczALNPZ2yx28PP1j7sf9onHpXkcnJ6VRrJ2G554pw+8Kjwcd/oR3oMrncomg3vwt@edc5sL6e2cf9dAIB/I1wzDkl3nghllewlbwtIwDahGIlbMseBcR8qP
bcMjNcbPayRyvG6 THU4ZWGCDGEVTRUtVcgKvIoVeTV2y@25vrhYbWKSaU9FRc1u/81dPZ2xn1C5giwR+4R90h/0oPzNEY8zSRzVKKYRcpdBvhTwy fFEzXtvFP5VxBB50JP3SQwBB/PrT5NK8Vw68Imt7k3/APAGN29Q3TFdf4L1PTOCLIWWHyoZoygkVc7TkHI 7npXWQahZR6gbuS8gMZQAOHB4 rnxVKpTnblvceDxVGvTcualvM4e
X4Y3sHhW/1G6zcobw+1kiQ8IN4LHPc4z+tecywPDKOcisrqSGU9Qa921rxel3bPZ6eGEbjDytwWHoB2 rmINIOzWbny9TdI028SngPQA/48V10cHUVIzno+x5tb0OKKxCpQV138/meV1PanRL169A1b4ZXcUb3GjXcWowlLzsUgSAThwf88Vm+CODW48SiS/Qx2Wmg3V6zr91E52n3IwMe9Z2serSmpPQf8SNkGu2unDIbT9Ptrvv941l
Cf/Qq4luta+vanLrotXmozféy51aQjPTI4H4Dj8KyD10osaSd2KCQc1OPh3xTqWgS0ts6y2svEIpMu+KYejKf59a549q2vC2q2+jeIlLW+u7KK9giY74IVDBgQROPGRNIOXQOLN7WtBOzWtHM8QeHI2hWHBvtOY7mt8/wASH+KP+X8uDdcHFe3alqUX9i3+r+GdGOm7tIrd4JpIIDFPbI4wwljBww/2gMcZrxaVDuzigc@TM5brull
JpS20+INZqZDYhHNKRNFMLYNTXcANIVY1ZXEtncxTwyMksbBkdTgqROI raddLsPiG6anBPHZamCvOpwECSDp50fued49f18zbKrmvTTASj@rwhca LLhWuJSN3+wo/xLUSbDms tSXUFtNPmkOvT4vItoztIU8yHHIYOTVRLayQh/I3N6sSR+VZUGoPe6 rPMw4Y L+vgavvLxXtUoRUErHw2LqVlVp0+5ftpbaa9hiuIUEDNtbAX]PGa
3b2w@/TrlvPZpIVAVISFG4jkDOM9c1x+/vU13qFxd+WIpCwjXav8AnlgKtIlykmnZGuGxEaVOUXG7e3/BIGLV5CVRUBPRegp4bkA/gapxtklaTn6VOI86alVnezWVys@MhSRT1H9a7LxFo8niHwfcCxxb3dykc@®ioAPPKjIR]j1xzx74rzuadEdxs]5xXgmhahHd6bbyRnjYFI9CBgiv0zBWSkj38ibUpJvS10j5tmUoSrAhgcEHgi
qx5NdV47tUtPGOpRROFTzd4x/tAN/WuYZePeulaq59KMNKMihVyeaftBB4+1IEzSOTXb7Q9Qj vbCdopk7jow7qjuD6Vv+K7Cx1HS rXXTpUC28N1IYLu1X7sFwBn5f91hyB2rjwuDXdeC7d9Z8NeItDVvnkSC5iB6ApIFY/kOM1jqcHItRKoORVYWPBAFQrGQckYoalaIXQKvSprb7opZgPL6cOW3Si2pBMAyuK9V1bQme34e6dae
YyuIFnkB/vMNxX8M4/Cv0dKsf7R1altCcCWUBj6Dv+mabvW9annEsBd/Lky2xmzt5rRUSNOa6bHHX rwU40IK/MYujK6PdFx8xCkfhn/GtHzwR1rFhvFtbxCxwjny2PoD3/ADXxTbqaS1vNjZAzXbh616ep4uMwdq7t1WhveZxURL1G7 rVFLosvWommbfXQ5nEqDubUTgmr@bcVhQTHFaUMhOK@izmrU7EniO3e03004] j4nWZWZR94q
/T8 jXV+CbXUYC7yoUtnGQH4Ib1ArHurqZPDtkZEBhgvxscO9RuQ5H04BrqldVax@RJoQDI7BFIHA4]z+1eXVnNydFLdnv4enSjRhim2 LFfloef fE6xeDxbIJMR8txEkgOPQbT/6D+tcQ688Cu88XbtSOxb+SSR54JhE+/ptYEjH4r0964dlyaz LTcHys9PC4hYimqiVr1fbg+1KOKmMfbvTChHUVF jqSuXdF@m51vVIrCzVGnmyEV2
CgkAnGT9K7z4R2zw+NLm3nUowtJEdWGCCHTgj 6isbwBBA2p31xNGriz0+4uVz/Cyr8pHuCQQfWux@/wASWq6BdeMRasdaTbYXAjwEKyVYSsOxIUjjqaTRtFaHE+F/D@0sahNLeyNDpt1Gbi7 LASCD+Ef7RPArU8VxaTfeDbPVdPOQDT2W+kt WMk 14wgkFyerZ7+9Xdd1Lw/B4Uuo9CuMPqt@kstsyYaBEBOwnoRuPHt9Kzdp1H4
X3UcR3Pp+piaRebxyJtB/76Wm11L0ZwUgLASXRD809K7bwV4WArWatRmladuIYbfyVUwYyGKcIGORSOE jNCc3rWwkyb6Nqt1YTjELvKObcdcHro9D1pdTKUC74XUza3HDHje6MAZHATAYSfbANGtG6tbvdIF8pUYbsc8j9K1/DWIixQeHbrVHGbiZtuwtt/cAj fgOMk8c9cYrndRluDfzl0s2FbcV1DDBA4698ThUVEYV6TfQ5JYKEqQntr
2kZ7yG6mVQCAvzGti9H2uxjn6uBhj7igMMYRc4GT1q3pxeU3MeMpwfo0ab80r03c48fGAFO+sWMtX3IKshMnNVI WMczL71oRc4rrhqjyars7omgStaziMjqil ImIAHqaowr7Vr6Vc/Y72G42B/Lb009631SOPPNSk1I2ROnivTo7D4 fyRZyYXRyw/vFgCTfINc7Zelre60FbJt7TAqc44BH/1q7DWZbXxNZaZp 1s4KXd2n21WODHE
gLuT6cLXA6bgFhaa/eTWlkotWuHMI2520SdvXpxivDU/ZS9pUTbufXPDLEUPZ@ZIRat30F1y5RdGKkhcsPMI2r6kHrXG4IPTpXXawY3imtIZGKRd rRImPAAHHIPrngVoeE/CGn6npD3mpv0s lyZUtFjIAH1x12k0eozhfqaleI9t77VisHgFhIezi79T1PDOrFd+It0t51DxS3USOvgpYAiuwl/TNL19NaXT7GCwlTSIIGMduu204
t1Ygnb2ZeM+v8sTwPY/bfGGnk5EdvKLmV+ypH85J9Bx j8adoni03tPHgla6LpaTzy+dgZ+STcDkDrjdn8KTO6Ks rMXwoPsHhjxNqrgj /RVsYyejNKwz j3AXNT /Du9sn1i40jUBHTtQi2yBugZDvU/oR+NZ/iXWdPXS7bONEZ5NPtXMOtwe7WuZiMb8dgBwBXNQkS54qUr1X1sK8+FFa3h3xNLoF/JKIkuLeZDFcW@Ov3Joz1B/oelZ
ulaLf63f/AGOyG+XY8nzNgBVUsSSenAghs fPUmk22]J0o9Mh1fwjp+h61]p19dq99b+Umn3EJLI28EESD55SBg9eaZdWlv8QreG8s500vECR104tZWCTaSowHQnjdgcj2/PzUh14yans1kludYVdgZIFXg+paWxtnrVrBHYQ2t rIAstogkETKeXVOfYkHzCB6jPaoPGPhO9b/wAd6ZGkcskWpMnneSpZgoIDtx6LzUX90yTXbWOWxne
cGIJACXYroUfKMLNnJJJ6E1s+IbUandx6bY30sGu21iZLLypShkORuXIPUqpwK5I6zLPKdYtINJ1i8sfMLG2nelLdj rtYjP6Umiy4nnDHO5SM/ rlddC5+1utw8vm7jv3k7598570+218m4DdjxXpUZNTTPIzCPNTcC65JuSROq/Ae lU1AZwavQjkV3w3PBqvQOIOetX4U/nWfFgGtGBxXQjy6xu2Ed5LpGo2+mWk LxgNzGLeMp@jjY/0
STwBgAZPrWTeaTF4Z+x27TLc/bIGaWVCDGIAxBCHqdvAJ9c/g59PvOXg0On6cX8+dLU7WKgLnks f7oH] rC8WatBN4jt7XT5D]p+nQpZQubDw4X7z/ixP6V50P)eTROTKFS+E] fo2jUt4YZ9CXeD5ySEKyjJ5B4/T1HuaksPFtpHrC2N9vsNOg02WwheNd7Rs68ykDGSTyce31pmhE3N1c2qswZvnQqcHcDkfgBXEa317mKVSRvTnnP
I1J/8Arv51B2dj2amj0ov/ABHpenaVcaX4at50S5G26vrnHmyrn7igcKvenvXGvITmoFj LlcHbuIAycdgqvaHol3r2rRabaSIs8oYp5jEA7VLY4B544rr5tDFptlcZYsMdcV3vgIWeG) 67d3GkW+pTWEQmMOGZc5BTa2PTqvSVxWjoNe63qdGm2XzXM5IQM+0cAkSPOBroD4abdcaR8Q7jQ9VRo51bd4XjYS5BI2yAj14XINJsuMbFnde
6EjaVqF3cSNA+0xS2Vs6j KKELysPbChc+prK8DWlnal f+Ib6JJVsjHFArqCvmyNgNg8HaATj 6V1cNwR4uutMgheC003SJ4rSIvvHMe7efds5/KuWuEFN8NLOIND32pPOAOGROE/mxquwWsroZnjmwd/iFqLlrBAoaS6xHGigZLYxge+T1lpbXwle6B41td01W3UTfeUBsq2V00gjrz+orrrywF78XtJbpOLW5b/AIDGrH/0GpdE1la®
8T3RS9VjqFhNLPaTY+9C7ZKN9Ccj64ql6Rv5Ecp@embasUUcuzzIkyqFRknPUD64Fcd4gn8NN4pniv7jUdP1WOk2C8s2E0TFeQ2Dh1PsOhzXXawIzpsNo8egMk+F36ZHukTHOcenH15 rynxn4Uk8NXsC/ahcR3MTmoXQxyKMIHQ8gawoQ@uOciXx7qGkargNrd6fM1xdGHF5ceR5KzSDowTIwS0tcgq7j VONLunsEu40DxvKeQud
cqFJ4/wCBCka3aFzHNE8bjqrDBFdtNLY8jGTd72H2zHjNaURqjBGueGH8qvxIelehT2PBrNXLUZxVyA81UjQ1ldhj IIORW6PPqtGj FcQQWtx9ruru2tniKyvaAGQr3UZIHPQ+1aPge48PvgFymhaPLLc21uZUkvIVad4mbONsY+4nX1hk4 rBvwGOy5GR/qm/ LIR4R8GW2 r6 TLqtw9ld+VIs+wbeFMx6HCcxY8D6A15+Niua59HwIOUboS
i+jCztJtE8QpaXE1u83BkWCTeE]l/hJH8Q71D4k8GXrz6jc2nlmlsoVuSGechmRyclRjBwQc8/zrT1621nbbTReGSNIOWwWTCrIuHLOygszNhnJIHQdq717cXenrbjkX1nNBkDn5omP8wK8q3LUPpH70Tzv4eaidE@TxHgLxrJHEtSsjoyg71aXBXn1XdVrSfDiab8Wmtrcyrb28jT27I12P8AImZEX]6] kA+tZVp/0o/wx1EqObjVIYmP
sI2YfrXVeeZLjxt4P1ANILNTV8xh/E8a0rZ/IVIW3EKYpgi@D4paXqdrzpt/01lzbt28ulU4Yf8BLMMewrddnVNIj8TxLr1+tjq0gzTWyzygd4uYMMign+8pI+oNY/h/T5FfEXgtrGZ445Le7K6X0zgHzSu90fYMBkH1rF+J1s8PjGaZoKPdQwzshGCrFBuB98gONdBN2RA00al1Bp/wAULjUcGS1il+zyKP4kCeU36A1S8SSWV/cbVo+
1zG4tLWPyopGUqZIHYknB9yB+Fc6zMxZmok5JP0alsriSyvILyIjzYZFkQkZGQcj+VdipIWZj7TU9Fe3f/hLtZ1SBGKXT7 cWFptUnfcFBEQj153E+1c94T025sdev4poGjulYCjRUMEMWX/CtbQ/Ed/q+qTXdyYOSxtLi6ihhQIgk2kbsDqct10a2IgldWe9P+tud0tIWPqSpB/8AQRXIXTITKkn2NY6tMr+K2vF8Lm7sL24tWtyD
II1ZGTeucEHBGcZz+deSTu9xK@kzvI7HLM5]J+pNem6zc3E2jaxYM3zRrHIM+mQSK86NuByWowSbp6mVd21Y7 rQNKROESMPt+WWEnZ/ fDAfyWt74hWkM8NtvhRjkqCV5FSaGkUPhLwsnJlfzZXB+pfP860OPFtroptoPZxWENn77Md1qYzeBvD5tLMtbMkjgNzLI3J+nSnxfDLSIZW2Xd2q9huU/@0rQ1iSwWee+emGCsRUt909WPDeul f
068hh7VSrVEtGYywlKW8UUP8AhVuniEOmoX0fQqta lh8NNHSMPLPdSn@3BR+grpbaTe]jLV624UrR9ZrfzGX1DDdYI82+IHhewsPBVwlhaiNopEdm5LEZweT25/SvFkaWBxIFIUZehVsEVIS6zZR6hpt1ZyfcniaM+2RXzFd27QTyRPgMjFSPcVtQk535tWdMIRpqOFZeRc@Op7zWNZto7i6nmCHd+8csePTIr12Q3FhYWOOSNISpJ
G5RRks0I3gD/dzXmXgSNn8UwhI1lY7GwDwM16xpt613a+ZIGEnjciROUGDYI9+RXJiHat6HbB+4cNfallpovibSOUNbhotTsXX7skIJBKnvhXFZmleLrLTvC4t3g1lbVbRI4bGQY2Ks2NzHVKkfNj/erPuvEGrefHf6J1b38wl8ySRGE4YbckYGeQPpX0svtXeoXWpLmdTopN/wCB9bsI/wDX2ksWoRAHkgZRz+AINc]jfXNzeztNdzyz
ynALyuWY46cmtzwvqn9i69b3brvtyTHCRINiYYYY78H9Kh8UaP/YniG90@8NuSKT5Gz1QjcuffBFHLqTIto//Z",
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Bl Learnings - Prelaunch

Problem 1.

Slow query caused by
lengthy entry stored
In the database

The initial implementation
queried and returned that
field from most requests

March 20-24, 2023 | San Francisco, CA #GDC23 GDC



Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

Browse Bosses

Bl Learnings - Prelaunch

Problem 1I:
Slow query caused by lengthy entry
stored in the database

Resolution:

[ Client App ] [ UGC Service ]

e Remove the field from the queries & responses

I
. | .

e Separate the query to access the preview data | Get st of contents )
I I
' Return list of contents '
e = J
° I |
Further suggestion: | i
I Get content previews I
I r gl
e Store this type of data in another form of storage | |
| Return content previews I
e.g. AWS S3 s 1
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B Learnings - Demo launch

Problem 2:
Lack of distribution
In the Storage (S3) partition

UGC Bucket UGC Bucket

—» content_id_] —>» yyyy/mm/dd/hh

e Up to 600K objects in a single bucket

e |partition only able to handle —
5K requests/second MAX ' ‘

—» content_id_2 —» content_id_1

Resolution:

e Add storage partition by upload time —>| content_id_2

e Reduce the size to around
IK objects / bucket
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

ll Learnings - Main Launch

Problem 3:
Too little or too many database
Index might cause slow queries

Tag filter is one of the most used
queries. And It just makes sense to
create database index based on tag.
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

B Learnings - Main Launch

Problem 3:
Too little or too many database index might cause slow queries

The tag is used for global flags to differentiate contents between platforms or
builds. The query will return large number of data based on the tags.

Visibility ~ Visible

Tag (Optional) hidden_boss_factory X || hidden_xbl X aLlEnlIC-MN hidden_boss_factory X Add more...

Resolution: Further suggestion:
e Removing index for tag speed up e /mplement database index based on the
the query process actual live data and implementation
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Creating Scalable and Engaging User Generated Content in 'Saints Row Boss Factory'

Bl Recommendations

- Ensure load test with real user data and game scenario
to minimize the unknowns.

-> Potentially offensive UGC is a real concern, make sure to
have a player/content reporting and moderation solution in
place.

-> Avoid freeform user input for content name,
description or tags to avoid moderation nightmares.
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Thank you
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