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Rainbow Six|Siege

o Competitive Multiplayer Shooter

e Next Gen Only

o Fully Destructible Environments
e Check out our RealBlast Talk on GDC16 Vault

o Heavily Multithreaded
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Rainbow Six|Siege

OBJECTIVE




= MM

Rainbow Six|Siege - Game Server

e Dedicated Servers

o« Hosted on Microsoft’s Xbox Live Cloud
e Azure (mostly)
e No Remote Debugging ®

e Outside Ubisoft Internal Network
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« How to profile/debug a game that:
e Runs client-side code on 10 machines
e Runs server-side code on a cloud-hosted VM
e Is a live online service
o Developed and tested by hundreds of devs
o At several locations worldwide




Old Workflow

e Instrument/Record:

e LOGQsS .
e Profile Points o
e Functional Scopes .
o Function Callstacks .
e Memory Snapshots .
e Memory Alloc/Free .

o Network Replication .

Network Bandwidth
Size of Buffers
Particles

Gameplay Events
Structured Data
Resource Activity
and more...




Old Workflow

Run the game locally

Play it yourself

Try to reproduce the issue
Investigate

Rinse & Repeat




Old Workflow for multiplaye

GAME DEVELOPERS CONFERENCE' March 14-18, 2016 * Expo: March 16-18, 2016 #GDC16

Run multiple instances locally
“Play” some of them

Try to reproduce the issue
Investigate

Doesn’t Work for profiling and timing
related bugs ®
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Telemetry Powered Workflow

e Instrument/Record:

e LOGQsS .
e Profile Points o
e Functional Scopes .
o Function Callstacks .
e Memory Snapshots .
e Memory Alloc/Free .

o Network Replication .

Network Bandwidth
Size of Buffers
Particles

Gameplay Events
Structured Data
Resource Activity
and more...
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Telemetry Powered Workflow

o Always-on Recording

e Every engine/tool instance

o Every developer

e Everywhere

e Every Platform

o Automatically Collected Remotely

e Post Processed & Stored Centrally
e R
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% Hubble
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+ mmandici PS4 Engine - Profile 1645602 HOLSE PvP TOM - BOME
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Visualize Dashboard Seftlings

(@D Last60 days

B & =

category

username

Available Fields

Popular
index
- Time « message
tags a » October 9th 2015, 1 8
thread_id
UNKNO
id
type » gth 2015
message_string
time
type
» g9th 2015,
1.
. IF
» 9th 2015
» 9th 2015 Pilot

12,914,781 hits

t1 15:43:45.831 - October 11th 2 5434583 k ia
A~
category file line username
[QueueComponent ted update for Q depascale
which inactive
j 27 class=Entity]

Kino Peak Scimitar ivascu
731 in. ivascu

s should have this

ne add the attribute to the referenced property.

412 in.ivascu
shutdown Pilot ivascu




GAME DEVELOPERS CONFERENCE' March 14-18, 2016 * Expo: March 16-18, 2016 #GDC16

II klbana N —

3
)
)
V)
o
'™
4]

M)
W
he
")
O

username ‘ ks




GAME DEVELOPERS CONFERENCE' March 14-18, 2016 * Expo: March 16-18, 2016 #GDC16

#f GEAR STUDIO No session active File Edit View Window Help Plugins
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¥ Marker 0 Adio O O 0 O [RealBlast: Input [RealBlast : Input) Damage Type _Melee impact [RealBlast : Input] Damage Type _Melee im [ReaBlast : Input] Da GameStatePlayi
oped Event
[GameState] GameStatePlayingstacked
Gamestate] Gam eStatePlaying act ivated ~ _______—

¥ Distance Between Frames 0.0 Ms {Explict zoom )

0

v Frames per Second 100.00 frame s fsecond (Explicit zoom) | | | i | |
0.00

¥ GPU Frames Duration 50.00 Ms (Explicit zoom)
0.00

> Available RAM

» Avaliable RAM (Final)

¥ Used Video RAM 2282.52 MBs

2032 00

¥ Used Engine RAM 23170 MBis
203796

¥ Entities Count 1000 7.00 Entities

9296 .00 .
¥ Memory Allocs Per Frame  5000.00 Count (Expiicit zoom)

000
v Bytes Allocated Per Frame 1115 7950,00 Bytes
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¥ 19847bfd-bb5f-11e5-ac49-00d9d1d(f0b5_0 estambulitchi PS4 Engine - Profile C1647491_D260330_50_8455798 BUC_PERF_CAPTURES round 0
¥ Marker [Telemetry] [RealBlast: Input] DamageType_Meke impact at (x=19. [Red

¥ Scoped Event

[Game State] GameState Playing activated J
[Telemetry] streaming fapp0/2016.01.15-03.18.10 _skw_fra [Slow[ Telemetry] streami -lle5-

¥ CPU Frames 50.00 Ms {Explicit zoom }

0.00 -~
¥ CPU Updates 50.00 Ms {Explicit zoom )
0.00
o h
¥ GPU Updates 50.00 Ms {Explicit zoom )
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File Edit View Window Help Plugins
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" Memento
Fil= Edit View

Explorer

Tocls Windaw Debug

PVPO1_Housexbox_V2.memstats

= [ PWPO1_Housesbox_%2 memstats
= & 1640372015 10:26:26 A
= [l Cell Snapshots [2) Unknawn
& SnapShot 01
& GraphicResources SnapShot 01
2 14/04/2015 2:45:46 PM
[ Cell Snapshots [4) Unknown
& SnapShot 01
& GraphicResources SnapShot 01
& GnapShot 02
~ @ GraphicResources SnapShot 02
S B 14/04/2005 4:03:51 PM
= HH Cell Snapshots (4] Unknowr
© SnapShot 01
© GraphicResources SnapShot 01
& SnapShet 02
& GraphicHesources SnapShat 02
21 22/04/2005 11:21:10 Ak

Help

B ox

55673195534
2.076.066.080

o
1.246072.191
o
1,2899592.072

4.790,138.535
1.266,069.921
4,891,367.946
1.276672,112

/E [ Cell Snapshots (8) Unknawn
SnapShat 01

GraphicAesources SnapShot 01
SnapShat 02

GraphicH esources SnapShot 02
SnapShot 03

GraphicH esources SnapShot 03
SnapShot 04

GraphicH esources SnapShat 04

L

R

Snapshots taken in
one play session

5.202799.012
1.454.153.465
5.288.395.068
1.475.08%.111
5.324.506.348
1.481.412.263
5.369.505.786
1.484.838.729

General
Branch
ChangeList

m| »

/fosbom/main/

1.280.830

Aast fskipmips;1

Command line

Dasta changelist

Memento

Nogoutputicider. D

Amemtag
4211553

< SnapShot 04

B-|e= & s »
Name Used Size SubTree % b3 Wasle # Allocations
7 SnapShot 04 536950570 EEEEESS—————— 1000 % 41,497 484 2190674
+) Graphic 2.776.940.074 — 521% 2,540,023 BO7050
+1 Sound 852,009,860 - 160% 382,330 2904
=- Data 848,324 436 - 157 % 13,256,626 924459
- Enlity 494417620 w— 58.4 % 6,936,019 554802
- Animation 135071268 = 16.0% 1,711,689 23365
- MeshShape 085,997 404 " 7ex 1,008,731 852
+1 Physic 53693648 — g15% 559,744 53
MeshShape 12064156 - 184 % 135,448 6964
m_Vetices{ubivect... 7306112 — B05 % 90,768 135
m_lndicesTrianghes|... 3,335,468 - 278 % 18,530 1135
<MeshShape> 799,280 (] 65 % 18,400 1135
m_IndicesMatenal(u. 591,040 1 49% 7.734 1135
#- MeshShapeWrapper 18,160 02% [i] 135
- m_Materials(Refers, 12508 01% 16 1135 Snapshot
- m_OverideColision. 1.488 00% 0 154 tags
*- SimpleString T emplate 63,600 01 x 3.533 135
+ DestuctionD sta 34338912 1 41 % 515.034 3nns
+ Mesh 25.439.436 1 29% 1.034 822 55395
- wWorld 25.014.784 1 30x% 279.560 17
¢ ProceduralMesh 24146 596 1 29% 284172 25280
£ Init 12.340.728 1 165% 189.925 11676
+- AtomGraph 11.617.040 13% E31.826 111767
+- LocaizationComponent E.188.320 07 % 196,512 B1220
+- SplashFX 1558504 2% 64,236 7697
#- MergedDestructionHieraichy 1142328 01% 15,888 553
+- Material 990,624 01 13177 1623
- TestureMap 732540 01 55,976 7755
i LocalizationPscksoe 729552 01 % 64,828 4
- Skelston 615,704 01% 9916 7320
- FireData 601 656 01% 735 a3
+ 579.256 01% 18,232 1845

SoundPropagationtap

B m_Vertices(ubivectond)

W Data:MeshShape:-MeshShape:m_Vertices(ubivactord)

Labal

R
Classification - a
) - | &5 Budaet -
ame Budget Used Size
#- [7] (Budget context: default) -2.04200 0.00
] Unclassified 150000 107.02
+- [7] [Data] 3D - Meshes 26600 27339
&[] [Data] 3D - Particles 3200 4224
=[] [Data] 3D - Textures 1.44200 1.370.09
Textmes 1.44200
O e ic::Physh emc: T esduire:
@ Graphic:: PhysMem: Texture: AC_Unknown
2 Graphic:PhyshMem: Texture: AC_Unknowr::,
6 “GraphicPhysh em: Testure:AC_Ervironment™
i “GraphicsPhystem: Texture: RC_Character”
1+ :‘) “Graphic: Phystem: Texture:RC_llegal®
o i “Graphic:Physhem: T esturec RC_FR
- (‘,‘[ “Graphic:PhysMem: Testure RC_Intesface™
0 6 "Graphic: Physt em: Testure: GR<T edursforayMa..
€% "Graphic: Physh em: T esture: AIC_Gameplay™
- [7] [Data] Animation 180.00
+1- 7] [Data] Destruction 20000
+- [7] [Data] Entities 80,00
+- [ | IData] Localization 2000
1 [ ] [Data] Sound 700,00
+- [ | [Engine] 3D - Buffers 21200
e] 3D - Misc 300000
[ ] [Engine] 3D - Textures 37300
e] Animation 5500
e] Debug non
o] Destruction 150000
e] Fire 2500
[ ] [Engine] Physics 22000 270.86
- [ ] [Engine] Pilot 55.00 50.58
i Snapshot tags classified under budgets C
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1 Telemetry Monitor
Application Connections  File
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4 DX11 Device::C: DY
b - 068
- i DAl
4 i FactoryzCreateObij +OnSBE

Hinstance + D

Count
2581659

D

Bytes
43945110
9722879
9722879
4795219
4733685
7269862
1209945
954796
204094

197485
197485
104576

b scim Iar':EKGﬂdGeome(l'f:Geﬂﬂaltﬁ'\ﬂtm(l!l

b scimitanDX1 1911EGE (Fwh \graphi ddx11\dx] Lresources.cpp:158)
3 DX11 Adicl+ 1928588 (FywAL i 5 c\ghive] 1\cxl 1 texture_win.cpp:384)
3 i = 230012 (Fawil’ i 107}

5 Job +
3 1B2ZFES (Rl W A5G
b i 2932257 (w1’ i i i ppi114)
2 . | parefi Data+292D57A (Fwh, i : | cppi323)
2 TeamdistD: 284
2 TeamListDx i 0x2D0
v teOnllA
v -+ 0140
b 1CTEOE (Fhaw1 & 25)
3 e+ LABA3GF (Fowhl il i i 100
b BES327 (F i inni g cpp:1990)
[ 035
v String+0x5A
v 14578 {Frwh, i i 2)
v rivate + BODAEE (Tl gi 178)
b sgmi FIBFEA (Rl b o 268)
b scimitarzAlParameter:GetName-+12FB557 (w1’ \scimit i i i cpp:202)
L3 i L L ith+593611 (Fuw\ 1\ i i pp:258)
b scimitarzAlParameter:GetName+0x13C
2 i g reateSDKRigH BOT23F (Fiwh, it i
3 i 23BTROO (FAwAl i i i cpp:163)
3 L L 26D528F (Faw\1 L L z 969)
v 2605243 (Hiwh i 1)
13 I nstructD i 0x20C
b —— i 0x21F
v i 0x706
5 3E1D5 (Fw 1 i imitar\eng) Pp:20)
b H nstructD i 1E7SEFS (Al i @ i ppA00)
3 3 structD 1E75F19 (Fmil) i & i g i i i 491)
2 i structD 1ETSF3A (fwil i i i i i i cpp:93)
b i nstructD 1ETSFE6 (Bl i i i 494)
2 78
L3 i i -2C26400 (w1’ i i i epp295)
b 1E
v ionTa0C AACDS3 [Fiwh1’ i i i Eo:452)

535

Connections count0

L E N E A N



GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16

Visualize Dashboard Seftlings
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Popular
index
- Time « message
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thread_id
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id
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message_string
time
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1.
. IF
» 9th 2015
» 9th 2015 Pilot

12,914,781 hits

t1 15:43:45.831 - October 11th 2 5434583 k ia
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category file line username
[QueueComponent ted update for Q depascale
which inactive
j 27 class=Entity]

Kino Peak Scimitar ivascu
731 in. ivascu

s should have this

ne add the attribute to the referenced property.

412 in.ivascu
shutdown Pilot ivascu




Telemetry Uses Cases

e Performance Metrics o
o Spikes Detection
e Load Time Metrics °

o Startup Time Metrics
e Compile Time Metrics
e User Focus Metrics

e Centralized Logs

e Memory Tracking

Buffers/Pools Size
Tracking

Used Assets/Localization
Tracking

Network Replication
Debugging
Bandwidth/Latency
Metrics

Editor MTBC Stats
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Tkibana — — — — -

Anvil Global *

I Anvil Last Week Crash Count &

120

Sum of abnormal_termination_count

B Anvil Last Week MTBC Minutes £ %

538.246

Average mean_time_between_crashes_m

EE Anvil Average Sessions per Day P

77.917

Average instance_count

lstil  Anvil Crashes per Day Segmented S x
70 Legend ©
@ Sum of anvil_crash_c.
60 Sum of scimitar_crash_
@ Sum of guildlib_crash.
50 -
40
304
204
10
ol
2016-01-22 2016-01-26 2016-01-30 2016-02-02 2016-02-06 2016-02-10 2016-02-14
stat_begin_time per day
~
<[> Anvil Global Dashboard Legend £ %

The Anvil MTBC is computed with the running time capped to 8 hours and
includes the Scimitar Toolmode and Guildlib crashes.

n_time_befween_crashes

rage meat

h

ing_time:

I_runni

Average total

|_termination_cour

verage abnormal

@ Last30days

e} = z (+] o

l#* Anvil MTBC per Day £ x
500
400
300
200
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o T T T T T T T
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-~
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o0 M /_b/
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2016-01-22 2016-01-26 2016-01-30 2016-02-02 2016-02-D6 2016-02-10 2016-02-14
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~
l#* Anvil Crash Count per Day £ x
60
40
20
o T T T T T T T
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Definition of Telemetry

“Telemetry is the highly automated
communications process by which
measurements are made and other data
collected at remote or inaccessible
points and transmitted to receiving
equipment for monitoring.”

source: Wikipedia




Definition of Telemetry

Telemetry is automated

measurements




Use Cases

o Stats Gathering
e Events

o State Snapshots
e Live Debugging
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Current Tech

e Logging Systems (file)
e Tracing Libraries (file)
e Metrics Collection (network)
e Memory Profilers (file)
o Performance Profilers (file)
o Physics Debugger (live tool)
o Animation Debugger (live tool)
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The Need for Unified Telemetry

Scattered Tools

Scattered Data

Scattered Knowledge




GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 - Expo: March 16-18, 2016 #GDC16

Non Uniform Telemetry Data

Anim
-< ' >
ENGINE
erofiler

perf_capture Lt
X
mory_dump.memento
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Multiple Processes

RPC activity







Unified Telemetry




Unified Telemetry

1. A single pipe for all telemetry data




Unified Telemetry Stream

ameplay
events

N

ENGINE




Unified Telemetry

1. A single pipe for all outgoing telemetry
data

2. Universal timestamping / ID
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Universal Timestamp / ID

Xt | Y1 TELZMERVX2REAMZ2 | Y2

N

Stream 1
TIMEELINE

Stream 2




Unified Telemetry

1. A single pipe for all outgoing telemetry
data

2. Universal timestamping / ID

3. A scalable infrastructure to
1. Collect
2. Process (Custom)
3. Store
4

Retrieve
e O N N




TELEM ETR.
RECEIVER

ge)ill=]s Mgelillsls Debugger
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Current Tech, Extended

Logging Systems
Tracing Libraries
Metrics Collection
Memory Profilers
Performance Profilers
Physics Debugger
Animation Debugger

(te
(te
(te
(te
(te
(te
(te

emetry, file)
emetry, file)
emetry, network)
emetry, file)
emetry, file)
emetry, live tool)
emetry, live tool)
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Benefits

o« Simpler Tools
e Cross Domain Analysis

e Team Wide Analysis of non-stats Data

e Easier Collaboration
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Telemetry Stream

Lossless
Ordered
Stream of
Heterogeneous
Binary Encoded
Events
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C++ Client

e Layered
e Engine/platform agnostic base (C++11)
o Engine/Platform integration code (PC, PS4, XB1)

o Completely Passive
e No memory allocations
e No implicit I/O
o« Modular & Configurable
o Runtime Bit Mask per class of events




Telemetry Primitives

o« Counter o BinaryData
e Value e TextData

o« Constant e SendFile

o GraphSettings e Task

o Marker e Resource

e Scope e ProcessInfo




= MM

Telemetry Primitives (Scimitar)

CPU Frame

GPU Frame
Engine Update
Graphics Update
ProfilerStreaming

MemoryEvent
UserInfo
CodeDataSound
Tainted




= MM

Telemetry Primitives (Rainbow6)

o Match e GameType
e Round o GameplayEvent
e Map e LocalizationEvent

e« GameMode o ...
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C++ API Usage Examples

//track destructible entities creation
TELEMETRY HI FREQ COUNTER (" [Engine] [EntityCreate] scimitar::DestructibleComponent") ;

//Generate Graph data for latency
TELEMETRY GRAPH SETTINGS ("Name=latency; Unit=ms; Color=red; Group=Network;");
TELEMETRY VALUE ("latency", sampledLatency):;

//Record connected user
TELEMETRY MARKER FORMAT (% [Gameplay] [Network] user connected {0}", username);

//Track loading time for maps

{
TELEMETRY LOW FREQ SCOPE FORMAT (" [Loading] Map {0}", mapName) ;
FastLoadData (mapName) ;

}




GOC ccomveioessemessie wanisss s om0 s
C++ API Usage Examples

//Save profiler snapshot and collect file centrally

auto&& const filename = Profiler::GetFilename () ;
Profiler::SaveToDisk (filename) ;
TELEMETRY_SEND_FILE(filename);

//Record settings after recursive inclusion of all ini files

TELEMETRY TEXT DATA( "IniSettings", settings.ToString() );

//Send Begin/End Frame Markers
SCIMITAR_TELEMETRY_BEGIN_CPU_FRAME(frameNumber);
SCIMITAR TELEMETRY END CPU FRAME () ;

//Send Gameplay specific info
R6_TELEMETRY_BEGIN_ROUND(mapName);
R6 TELEMETRY END ROUND () ;
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C++ Client Initialization

e INit
e Very first line in main()
o Uses provided temporary buffers

e Connect
o Called after engine has been initialized
o Establishes connection (or setup file output)
o Flushes data and switches to normal behavior
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C++ Client Performance

e Queues of buffers
e 16MBs Total for RainbowSix

e Lockless access to buffers
o Uses a Read-Copy-Update strategy

o Hierarchy of TLS buffers
« When global ordering is irrelevant

e Ammortized Cost per Global Primitive:
e« RDTSC + 3 CMPXCHG + REP MOV




C# Client

o A Mirror of the C++ API
e Less performance obsessed

e Pure C#

e NO P/Invoke
e N0 Managed C++

e Supports Async Data Transfer

o Uses [Conditional] to be compiled out
e R
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C# API Usage Examples

//Collect file
Telemetry.SendFile (“user.ini");

//track focus switch
Telemetry.Counter (" [Anvil] [Tool] Focus Switch"“, +1);

//Record events
Telemetry.Marker (V" [Anvil] [Tool] Plugin {0} Loaded", pluginName) ;

//Track loading time for maps
using( Telemetry.TimingScope (" [Anvil] [Loading] Map {0}", mapName) )
{

Scimitar.LoadWorld (mapName) ;
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Network Usage
&

B ——

7Y -

Perf Memory
Profiler AlE
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Telemetry Receiver

e Receives data fast
e to avoid buffer overruns on client

o Dispatches deserialized data to

e Used as
e Local Receiver
o Global Receiver




Telemetry Processors

« Aggregate Data
o Analyze Data

e Transform/Forward Data to visualizers
e (e.g. Local Tools)

e Store Data into DB
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C# Processor Examples

public class CountersStreamProcessor : TelemetryStreamProcessor
{
void OnEvent(StreamOpenEvent evnt, Guid guid) ..
void OnEvent(EndOfPrologueEvent evnt, Guid guid) ..
void OnEvent(StreamClosedEvent evnt, Guid guid) ..
void OnEvent(ProcessInfoEvent evnt, Guid guid) ..
void OnEvent(AnvilInfoEvent evnt, Guid guid) ..
void OnEvent(ScimitarInfoEvent evnt, Guid guid) ..
void OnEvent(EndOfProcessingEvent evnt, Guid guid) ..
void OnEvent(RecordNameMappingEvent evnt, Guid guid) ..
void OnEvent(CounterEvent evnt, Guid guid) ..
void OnEvent(RecordSlotMappingEvent evnt, Guid guid) ..
void OnEvent(HighFrequencyCountersEvent evnt, Guid guid) ..
void OnEvent(BinaryDataEvent evnt, Guid guid) ..
void OnEvent(TaintedDataEvent evnt, Guid guid) ..




Scalability

o Optional Local Telemetry receiver

o Global Telemetry receivers

o Centralized NoSQL Database
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y’ 4

Infrastructure Performance

e Local Telemetry Receiver

o Real-time processing on typical workstation under
typical load (i.e. 1 Editor, 1 Engine)

o Global Telemetry Receiver
o But more streams (500~1000 on Rainbow Six)
e Up to 30~60 minutes behind, during busy periods
o Peak on Rainbow Six: 300+ GBs / day
... Uy U N




Hardware Spec

e Intel XEON
e E5-1650 v2 @ 3.50 Ghz
e 32/64 GB RAM
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Data Visualization

e Custom Tools

o Kibana

e Tableau

e Custom Web Interface
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Kibana

1l compile Stats Dasht: x -|a
€ - € D r6-mongodb.ut =
‘% ,x
Visualize ~ Dashboard  Setings 10 10
.
.
.
16_telemetry_logs or
Selected Fields August 12th 2015, 15:43:45 831 - October 11th 2015 . .
line . .
file . .
message
.
category .
usemame [ .
Available Fields
Popular ~ ’ %
_index
Time v message .
thread_id : .
.
id .
pe »  October 9th 2015, 12 71 Kin
message_sting :
session_id .
tme
%
type
o
, r 9th This
attr calle B
1. Check have this attribute(see .
or amm .
.
.
»  October 3th 2015 Shutdown () ~
~ 2357
BoiteN... Teleme.. Teleme. Search = -
‘ & (s 2015-10-25
» October 9th 2015, 12 051 Ppilot




GAME DEVELOPERS CONFERENCE' March 14-18, 2016 * Expo: March 16-18, 2016 #GDC16

Web

Bulkd Mactinas Daly Toua FastLaad Tine

| Tewemerny Team Montroning

Chamgolin (i th b 24 e

AV

Performance of Release Builds (i the last 24 Hours)

o e s oot PPyt

Interface

s
[
Py chompens

| Tewemerny Server Status

Connections

l
ff& § A—] ',‘"(' n
P W L e

TotlByos Recabed

Ramsow Six|Sece

CHSTEZT DTGNS COTS MBI COMIZE DRI CHBISH I CIUSSH INIR] | CIBTI DRI COORNZ DTS CONTTS DD CHIA DRI G

" J}\A‘\w\[\v A \f\\ w]\‘ JJ g

h
WA Y

[T —

Ramgow Six|Sice




Centralized Data Storage

e MongoDB ® ongoDB
e Mmain storage, documents and files (GridFS)

e ElasticSearch

o replicated data, consumed by Kibana

LI
v

elasticsearch




Offline Support

e Just save to disk in a receiver is not
available

e €.(0. XLC

e Each Receiver can load and process
offline streams
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Wire Protocol

e Binary Encoded
e Memcpy, no endian-swap on x64

e Frames (MessagelD, Length, Payload)
o Can skip unsupported events
e Timestamps not part of the protocol
e Even though is in almost every message type

e Supports 7bits encoding
o« But we never had to use it
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Telemetry Uses Cases

e Performance Metrics o
o Spikes Detection
e Load Time Metrics °

o Startup Time Metrics
e Compile Time Metrics
e User Focus Metrics

e Centralized Logs

e Memory Tracking

Buffers/Pools Size
Tracking

Used Assets/Localization
Tracking

Network Replication
Debugging
Bandwidth/Latency
Metrics

Editor MTBC Stats




Postmortem (Pro)

e Simpler Tools
e Data Cross Correlation
e More Effective Collaboration

Go get a Unified Telemetry System!




GDC GAME DEVELOPERS CONFERENCE' March 14-18, 2016 * Expo: March 16-18, 2016 #GDC16

Postmortem (Fails)

e Sockets
o« Lesson Learned: don't use blocking sockets from non-background threads

o Optional Timestamp
o Lesson Learned: bandwitdh never an issue, add timestamp to protocol

o C# Server
o Lesson Learned: overspec for memory

e« Servers Hardware Setup
e Lesson Learned: don't run out of space on Mongo
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Postmortem (Reccomendations)

o« Know your Questions before Tracking
e Tracking is costly. Only do it if necessary

o« No Tracking without Owner (not you)
o Both tracking and data rots quickly

o Having Data is good
e Having too much data is bad
o Having bad data is a dangerous
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What's Next

o Stress tested in full production cycle
o Rainbow Six Siege
o Unannounced Project

o Close the loop
o Record/Replay/Automated Testing

o Internal Network Only
o Yyet multisite (North America, Europe, Asia)
e Would it work on the Internet?
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Julien Merceron




Thank You!
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q

Questions?

maurizio.depascale@ubisoft.com
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