
Disrupting the Disruptors 
How To Prevent Cheating By Addressing Player Motivation
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Story Strategy 

How can we design for and cultivate healthy spaces, with a emphasis 
on proactive approaches?



Player Cheat Maker Community 
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Some of the Best Players…
Some of the Best Customers…
Some of the Best Collectors…
Some of the Best Content makers…
 

CHEAT 



Experiencing cheating is the 
primary reason players try 
cheating… 

Two thirds of player experience cheating



Why do Players Cheat? 

知己知彼，百战不殆

Content Glory Power Money
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Content 
“I just really LOVE this game!!!” 

Motivation 
● Can’t afford content
● Completionist
● Collector 
● Modder 

Cheat Examples  

● Skin hacks 
● Bots/trainers 
● ATO/Account selling 



The Skin Code Predicament  
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Easy Technical Fix

Disappointed Players



Tips for addressing the Content Motivated

Achievable content
Hard to automate game loop 

Content monitoring 
Player support comms

DRM solutions 
2FA (Two factor authentication) 

Game Design Operations Security Tech



Money 
“Bag alert, major bag alert” 

Motivation 
● Get rich 
● Provide for family 
● Fund effort 

Cheat Examples  

● Account & content selling 
● Cheat services    
● DDoS/Service attack
● Boosting services  



$$$$ 



 

  
Vanguard Launch    





Tips for addressing the Money Motivated

Security in design
Cheat QA testing 

Legal effort 
Cross company 
collaboration

Code protection
Network obfuscation

Game Design Operations Security Tech



Glory 
“I just want to win!!!” 

Motivation 
● Competition
● Rank and status is important
● Matchmaking sucks  

 

Cheat Examples  
● Aimbots/ESP
● Auto Combos  
● Boosting service 



The Scripter Meta   



The Scripter Meta



Failed Players 
Expectations

Players Experience 
Cheating

Loss of Player TrustCommunity Adapts

=



Perception

Reality



Tips for addressing the Glory Motivated

Rewards at all Ranks 
Human possible game 

mechanics 

Clear rules and 
consequences

Ladder monitoring

Game play detection
Account risk scoring

Game Design Operations Security Tech



Power 
“Now I am become Death, the destroyer 
of worlds”

Motivation 
● Trolling
● Reverse engineering
● Cheating community status   

 

Cheat Examples  

● Drophacks 
● Spambots   
● Stream sniping / matchmaking exploits



Cheater 1v1s    



http://www.youtube.com/watch?v=SYThEfQMPUw


Cheaters 
Reformed



Tips for addressing the Power Motivated

Reduce systems that can be 
used for trolling

Increase barrier of entry for 
new accounts

Chat and community 
review 

Influencer survey

Device bans
DDoS protection

Game Design Operations Security Tech



Key Takeaways
1. Some of your best players will cheat 
2. Prevention should be the goal 
3. Addressing motivation is key to prevention



Questions?
contact@byfron.com

Clint: cs@byfron.com
Nemi: nm@byfron.com

Thank You  


